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AHHOTaUMNSA

[JaHHbIi JOKYMEHT COAEPXXNT NpaBuia NCMOJb30BaHNUs CPeaCcTBa KpunTorpaduyeckoli 3awmtbl nnopmaunu (CK3N)
«KpunTtolpo CSP» Bepcus 5.0 R3 KC2 (ucnonnenune 2-KpuntoAPM TOCT 3), HasHaueHue, kto4eByto cuctemy, TpebosaHus
N yCnoBua skcnayatayun.

[lokymeHT npegHasHaveH gs agMuHucTpaTopos (agmunnctpaTtopos MB), ocywectensiowmx ycraHoBKy, 0bcnyKusaHue
1 KOHTPOJb 3a cobntogeHunem TpeboBaHuii K akcryaTauun cpeacts CK3W, ana agMnHucTpaTopoB CEpBEPOB, CETEBLIX PECYPCOB
NPeAnpUATUS N Apyrux paboTHUKOB CyKObl UHDOPMaLMOHHOV HE30MaCHOCTY, OCYLLECTBAAIOLLNX HACTPOIiKY paboyux MecT asis
paboTsl co cpeacteamn CK3W, a takxe ans nonb3osatenein CK3N.

NHCTpyKuMn agMUHUCTpaTOpaM 1 MOJIb30BaTENsIM Pa3/indHbIX aBTOMAaTU3MPOBaHHbLIX cucteM, ucnonbayowux CK3U
«Kpuntollpo CSP» Bepcust 5.0 R3 KC2 (ucronnenne 2-KpuntoAPM TOCT 3), gosmxHbl paspabaTbiBaTbCs C y4HeToM
Tpebosanuli HacToswmx MMpaeun nosb3oBaHus.

Mpu akcnnyatauyun CK3W «Kpuntollpo CSP» Bepcusi 5.0 R3 KC2 (ucnonnenue 2-KpuntoAPM FTOCT 3) Hapsagy ¢
TpeboBaHusaMU HacTosiwmx [1paBus NoMb30BaHNS LOSKHBI TaKXKe BbIMOMHATLCS TpebosaHus gokymenta XTA.00102-03 95
01. Kpuntollpo CSP. MpaBuna nonb3oBaHus, BXOAALWEro B KOMMIEKT 3kcnayaTauynoHHoii gokymentauuu CK3U «Kpuntollpo
CSP>» Bepcumn 5.0 R3 KC2 (ucnonnetne 2-Base).
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1 HasHadeHue CK3W n ero ocHoBHble xapaKTepUCTUKN

CK3W «Kpuntollpo CSP» Bsepcus 5.0 R3 KC2 (ncnonHenune 2-KpuntoAPM FOCT 3) npegHasHayeHo 4Jist BbINONHEHUS
cnenyownx pyHKLyni:
1) npegpocTaBnetHune rpacpuyeckoro uHTepdeiica:

dopmuposarus n npoeepku Il daiinos;
3awngpoBaHna n pacundpoBaHmnst AaHHbIX B chaiinax;
CO3[aHUS 1 YNPaBJEHUs KIOYEBOA nHdopMaLmei;
® MOYTOBOrO KineHTa (hopMMpPOBaHWS M MPOBEPKM MOAMMCK, 3alnpOBaHNs 1M PacliMdpoBaHns MOYTOBbIX
coobLueHnii);

2) ycTaHOBKa 3alLMLIEHHOrO COefuHeHnst no npotokoay TLS;

3) zawura IMAP/POP3 coeauHerunii ¢ cepeepom Bxoasiueli nouTsl 1 SMTP coepnHeHnii ¢ cepeepoM ncxoasLuei nodTsl
C UCnonb3oBaHuem npoTtokona TLS;

4) npepocTaBrieHMe NPOrpaMMHOro nHTepdeiica ans paboTbl ¢ kpunTorpadpuyeckumn coobuwernsimu cdopmata CMS,
S/MIME u obbektamu nHdpacTpyktypsr PKI.

B kauecTse cpepcTBa KpunTorpapmyeckoii 3almnTbl MHPOPMaLMK, peanunsytowero pyHKLMM POPMUPOBAHNS KIOHEBOI
nHcpopmaLmm, XaLmpoBarus, copanus/nposepku I, wndposanns /paclundpoBaHus AaHHbIX 1 ycTaHoBKU TLS-coepmHeHus,
ncnonb3syetrcss CK3M «Kpuntollpo CSP» sepcumn 5.0 R3 KC2 (ucnonnenue 2-Base) (XKTAN.00102-03).

B kauectBe nognucbiBaembix aiisioB u aitsioB, NMogNuUCL MOL KOTOPbIMU MPOBEPSIETCS, LOMYCKAETCS MCMOJb30BaTh
TONIbKO TeKCToBble halinbl txt, daiinbl n30bparkeHnii png, jpg n daiinbl gokymentos doc, docx, odt, odf, xls, xIsx, xml n pdf,
apXxuBbl Zip.

[ns npocMoTpa cofepUmMoro faHHbix (haiiioB AONYCKAeTCst UCMO/Ib30BaTh Ceaytowmne nporpamMmmbi:

e OC Windows: Notepad, Windows Photo Viewer, Microsoft Word, Microsoft Excel, Adobe Acrobat Reader;
e OC Linux/Unix: vi/vim, Gnome Image Viewer, Libre Office, Qpdfview;

e OC Aegpopa: lNanepes, JokymenTtsl, npocmotp PDF.

[JonyckaeTcss nopk/todeHne MOYTOBLIX CEPBEPOB, MoaAepuBatowmx paboty no npotokonam SMTP, SMTPS, IMAP,
IMAPS, POP3.

Opranusaumns n obecnedeHune besonacHOCTM XxpaHeHusi, 0OpaboTKM 1 Nepefayn Mo KaHafnaM CBA3W C UCMOJSb30BaHUEM
cpeacTe  kpunTorpadnyeckoii  3awuTbl  MHGOPMAUWMM  CBEAEHWA, COCTABASIOWMX KOH(UAEHUNANBHYIO  MH(OPMaLMIO,
OCYLLEeCTBAAIOTC B cooTBeTCTBUM C [1, 2] M ApyrMm pyKOBOASLLMMU JOKYyMeHTamMu no obecnedenuto HesonacHoCTU
nHcpopmaumu.

CK3W «Kpuntollpo CSP>» Bepcusi 5.0 R3 KC2 (ncnonnenune 2-KpuntoAPM TOCT 3) npu BbinonHenun TpebosaHwnii
SKCMJIyaTauNoHHON AOKyMeHTauum, exoaswmx B komnaektauymto CK3W B cooteetctBun ¢ pasgenom 4 XXTHAM.00102-13 30
01. Kpuntollpo CSP. KpuntoAPM TOCT 3. ®opmynsp, yaosnersopsiet Tpebosarusm k CK3W [3] pns CK3W knacca KC2,
Tpebosatuam k cpeacteam I [4] ans cpegcte MM knacca KC2 v tpebosatusam [5, 6] ans CK3W no yposHio KCp.

Wcnonb3osanne wu BcTpamsaHue CK3W B annapaTHble, nporpaMMHO-annapaTHble W MNPOrpaMMHbIE  CPeAcTBa
cBsi3n/cucTeMbl 1 NpoBeaeHne uccnefoBanuii cpeabl dyHkunonmposanuss CK3W wa BoinosHeHne npegbsienerubix k CK3U
TpeboBaHMii [OMKHbI BbINOAHATHCA B COOTBETCTBUM C pa3g. 4.

Vcnonb3zosanne CK3W «Kpuntollpo CSP» Bepcus 5.0 R3 KC2 (ncnonxenune 2-KpuntoAPM TOCT 3) ¢ BbIktO4EHHBIM
pexuMom koHTpossi cnara keyAgreement gns ceptudpmkaTa kialoda nosyvatenss He ponyckaercsa. Bkawouenne paHHoro
pexxmma onuncaHo B PykoBoACTBax NnoJib30BaTess, BXOASLLMX B COCTAB 3KCMJyaTauMoHHOW gokymeHTaummn Ha CK3U.
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2 Tlopsipok pacnpoctpaHeHna CK3U

Vcranoourble mogynn CK3W «Kpuntollpo CSP» Bepcus 5.0 R3 KC2 (ucnonnenne 2-KpuntoAPM TOCT 3) w
KOMIMJIEKT 3KCMJyaTaUWOHHON AOKYMEHTaLMyW K HeMy MOTYT MOCTaBAATLCS MOJb30BaTeNto YNOJHOMOYEHHON opraHusauueii
cnegyowmumMu cnocobamu:

1) Ha nocutene (CD, DVD-gunckn);

2) nocpeAcTBOM 3arpy3kn 4epes MHOPMaLMOHHO-TENEKOMMYHMKALUOHHbIE ceTn (B Tom yucne VnTepHer).

Onsi nonyyeHns BO3MOXHOCTYM 3arpy3skun yctaHoBoYHbix Mogyneli CK3/ n komniekTa akcniyaTaunoHHOW JOKYMEHTaLMN
NoNb30BaTe/Ib HaMNpPaBAseT CBOU y4&THble AaHHble YNONHOMOYEHHOR opraHn3aumnnu. YYéTHble AaHHble MOryT BbiTb HanpaseHbl
NOCPEACTEOM 3aMoJIHEHUS CMELNaN3NpPOBaHHON PErncTpaunoHHoli bopMbl Ha caiiTe YNOAHOMOYEHHO opraHu3aumm.

MNocne nonyyeHns VYnonHOMOYeHHOW oOpraHusaumeli Y4ETHbIX AaHHbIX MNOJb30BATENIO MNPefOCTaBASETCS AOCTYN Ha
CTpaHuuy 3arpy3ku yctaHoBouHbix mogyneii CK3W u komnnekta 3kcnnyaTaunoHHoii pokymenTauuu. [lpu  3arpyske
nonb3oBaTesieM yCTaHOBO4YHbIX Mogyneli CK3W u  komnnekta 3sKcrjyaTauvoHHOW AoKyMmeHTauuu  YNOAHOMOYEHHO
opraHmsaumeid npuceanBaeTcs y4€THbIli HoMep, naeHTudnumnpyrowmii sksemnaap CK3W, npegoctagneHHblii nons3oaTento.

Ha cTpaHuue 3arpyskn BmecTe ¢ gUCTpubyTUBOM U JOKYMEHTALUMEA pa3MeLLaeTcsl OTAENEHHAs SNEKTPOHHAS MOAMUCH,
ONsi MPOBEPKN KOTOPOI HeobXOZMMO MCMO/b30BaTh YyTUANTY cpverify, MOAyYeHHYHO OOBEpeHHbIM 0Dpa3oM M CoaepXKaluyto
KJII0Y NPOBEPKN [AHHOW 3NEKTPOHHON NoAnucHu.

Vcravoeka CK3W Ha paboyee mecto nosiib3oBaTensi MOXeET ObiTb OCYLIECTBEHA TOJILKO B Cllydae MNOATBEPXKAEHUS
LLeJIOCTHOCTU MOJTYHEHHBbIX YCTaHOBOYHbIX mMoayneii CK3W n akcniyaTauvoHHOR fOKyMeHTaumm.

Mpumeyanne.

1) CpegctBo koHTponsi uenoctHoctn (cpverify) nepBOHAYaNbHO [OKHO ObITb MOJYYEHO MOMb30BaTENEM Ha
dmznyeckom HocuTene B oduce YNoNTHOMOYEHHON opraHu3aunn. Takas yTUanTa CYNTAETCsl NOAyYEHHO JOBEPEHHbIM
obpasom. [lanee nony4yeHHoli foBepeHHbIM 0DPa30OM MPU3HAETCS OYepefHas BepCuUsi YTUINTLI, NOJyYeHHast NobbiM
obpasom (Hanpumep, ckadaHHasi ¢ caiiTa https://cryptopro.ru/), npu ycioBun, 4To oHa bblia NpoBepeHa 4pyrum
3K3EMMJISIPOM YTUINTLI, NMOJYYEHHBIM PaHEe JOBEPEHHbIM 0DpasoMm, 1 NMpoBepka DObiia YCNeLWHOIA.

2) Kntou nposepku M1, a Takxke uxdopmauns o Hem (faTa CO3AaHWS, anropuTM XxaL-byHKLMN, UAEeHTUUKATOP
aiIropnTMa NOANNCU) 3aMUCLIBALOTCS B UCXOAHBIV KOA, YTUNUTLI Ha 3Tane cbopku.

3) Kontponb uenoctHoct guctpubytusa CK3M un  komnonenToB cpegbl  dyHkuymonuposanus (CP) CK3U
obecneumBaercs npy nomowy yTuanTel cpverify B cootsetcTBum ¢ Mpunoxernem 1 gokymenta XKTHAN.00102-03 95
01. Kpuntollpo CSP. MNpauna nonb3osaHusi, exogswero B komnaekT gokymentaumm Ha CK3UM «Kpuntollpo CSP»
sepcum 5.0 R3 KC2 (ncnonHenne 2-Base).
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3 KnwoyeBas cucrtemMa M KJ4YeBble HOCUTeNu

CK3W «Kpuntollpo CSP» Bepcus 5.0 R3 KC2 (ncnonHenne 2-KpuntoAPM FTOCT 3) npegoctaBnisieT BOSMOXXHOCTb
ynpasnieHus Katodamu, BoipaboTanHbimn cpeacTeamu nposaiigepa « Kpuntollpo CSP» sepcum 5.0 R3 KC2 (ncnonxenune 2-Base)
1 XPaHALNMUNCS B €ro KIOYEBbIX KOHTeNIHEpaX, a TakXKe BO3SMOXKHOCTb (hOpMMPOBaHNs HOBOI napbl katod IM1/kntoy nposepku
OM (3akpbITbIi 1 OTKPBLITBIA KAOY WKPOBAHUSA) 1 CO3AaHNS 3anNpoca Ha BbIMycK cepTudprkata chOPMUPOBAHHOIO K04
nposepkyn I nyTém Mcnonb3oBaHMs COOTBETCTBYIOLNX NMPOrPaMMHbIX MHCTPYMeHTOB, npegoctaensembix CK3U « Kpuntollpo
CSP>» Bepcumn 5.0 R3 KC2 (ucnonnerne 2-Base).

Obwme npuHumnbl nocTpoeHus kitodesoir cuctembl CK3W, cpokn pelictBus v pasmepbl  KitoYeld, npasuna
NCMOMIb30BaHNSI 1 YNPaBAEHUSI KIOYEBOWR WHOpMaLMEN N KIIOYEBBIMU HOCUTENSIMU, a Takxke TpeboBaHUS MO 3awmTe UX
ot HCJ, nogpobHo onucatsl B gokymente XKTAM.00102-03 95 01. Kpuntollpo CSP. lMpaBuna nonb3oBaHusl, BXOASILLEM B
komnnekT gokymenTaumm Ha CK3M «Kpuntollpo CSP» sepcum 5.0 R3 KC2 (ucnonnerue 2-Base).
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4 TpeboBaHusa K uncnonb3oBaHuio, BcTpanmBaHuto CK3U
B MNpuUKNajHble CUCTEMbl U K TMpPOBeAeHUD uccsenoBaHnii

Ch CK3U

CK3W «Kpuntollpo CSP» Bepcusi 5.0 R3 KC2 (ncnonvenne 2-KpuntoAPM TOCT 3) sensietcs yHKUNOHANbHO
3aKOHYEHHbIM MPOrPaMMHBLIM MPOAYKTOM, FOTOBLIM K MPUMEHEHNIO.

Ons obecneyenns nHpopmaunorHoii besonacHocTn paboyumx mect n nHdOpMaunoHHbIX cucteM, ncnonbsyrowmx CK3N,
LOJKHBI BbITh OnpefeneHbl MOLEIb BO3MOXHBIX YrpO3 1 HapywuTesns n BeipaboTaHa noautnka besonacHoctu. B 3aBucumoctn
OT MOZESIN BO3MOXHBIX YIPO3 1 HaPYLUMTENs ONPEeessieTCsl HeobXoaMMBbIli YPOBEHb 3aLlLUTbl U, COOTBETCTBEHHO, HEOBXOAMMBbII
knacc CK3I.

BoamoxHbl cnegytowme sapnanTbl npumenernss CK3U «Kpuntollpo CSP» Bepcus 5.0 R3 KC2 (ncnonnenne 2-
KpuntoAPM TOCT 3):
1) wncnonb3zosaHune rpaduyeckux uHtepdeiicos CK3N.

B AaHHOM BapUaHTE NCNOJIb30BaAHUA CK3M AONONHUTENBbHbIX I/ICCJ'IeAOBaHI/Iﬁ HE Tpe6yeTC$|.

2) nporpammHbiii BbizoB koMmaHg uHtepdeiica JSON RPC AP, npusegéntbix B [Mpunoxernn 2 HaCToSLLErO JOKYMEHTa.
B pganHom BapuanTe ucnonssosaHus CK3W Tpebyetcs nposeseHue nccneposanuii no ouerke sansiHua CP Ha CK3U.

Ouenka Bausiius CP CK3WM Ha BbinosnHenne npegbseiaeHHbix kK CK3W TpeboeaHuii [o/KHA BbINOAHATLCA MO
TexHu4yeckomy 3aganuto, cornacosanHomy ¢ 8 Lentpom PCE Poccun.

3) Bctpanearne CK3W Bo BHOBb pa3spabaTbiBaemMoe win CyLiecTBYHOLiee MPUKIagHOe NporpaMmHoe obecnedeHue,
nporpaMMHoO-annapaTHbl€ N anNMapPaTHbIE PELUEHNS.

B panHom ciydae Tpebyetcs nposegenue Tematmdeckmx uccnegosanuii CP  co BctpoenHbim  CK3UM  kak
1

caMoCTosTeNbHOrO WudpoBanbHoro (Kpuntorpaduyeckoro) cpescreal.

Wccnenosatus no ouenke sansHus CPO na CK3W, a takxke tematuyeckune uccneposanus CP co scrpoerHbim CK3W kak
CaMOCTOATENILHOIO LN POBaLHOMO (KPUNTOrpahuHecKoro) CpescTBa NPOBOAATCS B COOTBETCTBUM C NOPSIAKOM, ONPEAeEHHbIM
Monoxeruem MK3-2005 [2], opraHn3sayusamn, UMEOLWMMN COOTBETCTBYIOWNE NULEH3NN [7] Ha yKa3aHHblE BUAbLI LEATENBHOCTH
1 HeobxoaumMyto obnacTb akkpeauTauuu.

Mpu Bctpameanum CK3W B npuknagHble cucTeMbl AOSKHbI BbINOJHATLCS TpeboBaHWsi, NpuBefeHHble B pasgese 4
nokymenTa XXT411.00102-03 95 01. Kpuntollpo CSP. Mpasuna nonb3oBaHums, BXOASLLEro B KOMMNEKT fokyMeHTaumm Ha CK3U
«Kpuntolpo CSP» sepcum 5.0 R3 KC2 (ucnonnerue 2-Base).

1B cooTeTtcTRBUN C [7] TepmuHbI «wmndposanbHoe (KpunTorpacpuHeckoe) CpeacTBO» U «KCPEACTBO KpunTorpadryeckoid 3awuTsl nHopmaLum»
(CK3W) sienstoTcs aKBUBaNEHTHBIMI 1 BKIIOHAIOT B cebsi, B TOM Hucne, TepmuH « CpefcTBO 31eKTPOHHONR noanncm>.
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5 TpeboBaHuss no obecnedyeHnto Oe3onacHocTu nNpu
akcnayaTauum CK3U

JomxkHbl BbINONHATLCS TpeboBaHus no obecneyeHuto besonactoctu npu akcryatauuu CK3U, npueegeHHble B pasgene
5 pokymenta MKTHAN.00102-03 95 01. Kpuntollpo CSP. lMpaBuna nonb3oBaHusi, BXOAALWErO B KOMMJIEKT AOKYMEHTaLUU Ha
CK3W «Kpuntollpo CSP» Bepcuu 5.0 R3 KC2 (ucnonxenne 2-Base).

B opranusauun, skcnnyatupytoweii CK3W, pomxker ObiTb Ha3nadeH AgmuHucTpatop 0e3onacHoOCTU, Ha KOTOPOro
BO3/1aratoTCsi 3a4ayvM MO YCTAHOBKE U HACTPOiKe MNPOrpaMMHO-anmnapaTHbIX CPefcTs, ODLLIECMCTEMHOINO M CheumanbHOro
MO, skcnnyatupyemoro cosmectHo ¢ CK3W, no ycraHoske u nepsuyHoli Hactpoiike CK3W, no opranusauuu pabot no
ncnonbsosannio CK3W, BeipaboTke COOTBETCTBYIOLLMX MHCTPYKLNA A5 NONb30BaTeNeld, a TakKe KOHTPOss 3a cobioaeHrem
TpeboeaHuii no besonacHocTy.

[NonyckaeTcs Ha3HauaTs rpynny nuy (Hanpumep, AgmuHnctpaTopa besonactoctu CK3U n Cucremtoro agMunucTpaTtopa
NC), pacnpegenss mexay HUMU NpuBELEHHbIE B HACTOSILLEN SKCNTyaTaLMOHHOI AOKYyMeHTaLum obsizaHHocT AgMuHUCTpaTopa
besonacHocTn ¢ y4étom mogenu yrpos u Hapywwutens WC, B kotopoii npumensietcs CK3U, a Takxke ¢ y4eTOM HOpMaTUBHbIX
[LOKYMeHTOB, onpeaensitowmx co3ganne takoii NC. B aTom cnyvae nopsifok pacnpegenerus obsizaHHocTeld, yHKuUuii 1
NONIHOMOUUI MeXAY OTBETCTBEHHBIMM AULAMU JOJKeH ObiTh 3adkCMpoBaH B aKcnyaTaumoHHol fgokymenTauun VC.

AamunHuctpatop 6€30nNacHOCTN HE J01)KEH UMETb BO3MOXHOCTbL 40CTyNna K KOHuaeHunanbHoi nidopmayunmn
nosb3oBaTenen.

MpaBom poctyna k pabouum mectam c ycraHoenenHbimu CK3U pgomxkHbl obnajaTe TONLKO oOnpenenéHHble s
3KCMAyaTaunmu AnLA, NpoLleaLne COOTBETCTBYIOLLYIO NOAroTOBKY. AAMUHUCTPaTOp 6E30MacHOCTN JOMXKEH 03HAKOMUTb KaXKAOr0O
nonb3osatens, npumensitowero CK3W, ¢ gokymentauueli Ha CK3W, a Takxke ¢ ApyrMu HOPMaTUBHBLIMU JOKYMEHTaMWU,
CO3AaHHbIMIN Ha €€ OCHOBE.

Mpn pasmewennn TexHnyeckux cpeacts ¢ ycranosneHHsiM CK3U gomkHbl BeinonHATLCA TpebosaHus n. 5.2 gokymeHTa
MKTAN.00102-03 95 01. Kpuntollpo CSP. MNpaeuna nons3osaHus.

Mpu obpaboTke ¢ nomowbto CK3W koHbuaeHumansHoi nHpopMauny, nepeaaBaeMoii No KaHanaM CBA3W, BbIXOASILLUM
3a npegesibl KOHTPOJAUPYEMOIi TeppuTOpUKn, HEOBXOANMO:

1) [Jns npoBogHbiX KaHAMOB (371EKTPUHECKMX N ONTUHECKMX) NCMOIL30BaTh Nt0D0E U3 CreAytoWwnx yCTPORCTE:

e BosokoHHo-onTnYeckne nuHum cessu;

e OnTuyeckue pasBs3biBatoLMe YCTPONCTBA, YCTAHABINBAEMbIE B TPAKT nepeaadn uHdopmauuy aas Co3gaHus
ONTOBOJIOKOHHOTrO hparmMeHTa ceTu;

e Ceptudpnumposanubie CK3W gns nepepaymn nHpopmaumm cooTBETCTBYIOWErO YPOBHS KOH(DUAEHLMATBHOCTHU.

2) [ns papmokaHanos:

Vicronbsosatk pagnokanan GSM, nnbo GPRS, nnbo 3G/4G, nnbo Wi-Fi, nnbo gpyroii kanan mobunsHoii n becnposogHoii
cBsA3m, paboTatowmii ¢ undpoBoli MoAYNAUMER LITATHOrO MHGOPMALMOHHOrO CUrHana.

Mpu ycranoeke CK3W, obuwecucremuoro u cneymanshoro MO Ha MNIBM gomxHbl BbinoaHaTecs Tpebosanus n. 5.3
fokymenTa XKTA.00102-03 95 01. Kpuntollpo CSP. lNpaeuna nons3osaHus.

[Jo 3arpysku OC gonxeH ObiTb peann3oBaH KOHTPOJb LENOCTHOCTM aiinos, kpuTudHbix aas 3arpysku OC, u yTnanthbl
cpverify ¢ ucnonbsosatnem mogynsi foseperHoii 3arpysku (MAK sawmter ot HCA).

Mpu yctanoeke MO CK3W Ha MIBM gosxkeH bbITh obecnedeH KOHTPOSb LENOCTHOCTM U AOCTOBEPHOCTL AUCTpMbyTMBA
CK3W n coemectHo noctaensiemsbix ¢ CK3W komnoneHt CP (B coorsetcteum ¢ Mpunoxennem 1 gokymenta XKT4A1.00102-03
95 01. Kpuntollpo CSP. lMpasuna nonssosaHus, exogsiero B komnaekT gokymentauuu Ha CK3U «Kpuntollpo CSP» Bepcun
5.0 R3 KC2 (ucnonxenue 2-Base)).

Mocne 3aBeplueHUst Npouecca YCTaHOBKU [OJKHbI OblTb BbINOJHEHbI AECTBUS, HEODXOAMMbIE OJ151 OCYLLECTBAEHMS
NEPUOAMNYECKOrO KOHTPOAs uenocTHocTu yctanosnenHoro MO CK3U, a Takxke ero okpyxeHusi B COOTBETCTBUN C AOKYMEHTaL el
(8 cootsetcTBuu  Mpunoxennem 1 gokymenta XKTAM.00102-03 95 01. Kpuntollpo CSP. Mpasuna nonb3oBaHus, BXOALLEro
B KomnnekT gokymentaunn Ha CK3U «Kpuntollpo CSP» Bepcun 5.0 R3 KC2 (ncnontenune 2-Base)).
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Mpn ucnonssosaHun CK3W gonxHbl BbinoAHATbCA Mepbl no 3awmTte uHdpopmaumn ot HCI n. 5.4 pokymenTa
XKTAN.00102-03 95 01. Kpuntollpo CSP. MNpasuna nonb3osaHus.

AgMmuHncTpaTop 6€30MacHOCTU JOJIXKEH CKOH(UIYpMPOBaTh OMEpPaLVOHHYI0 CUCTEMY, B CPeAe KOTOPOi naaHupyeTcs
ncnonb3osats CK3W, n ocyliecTBAsSTL NEpUOfMYECKINii KOHTPOJIb CAENAHHbIX HACTPOEK B COOTBETCTBUM C TpeboBaHusimu n. 5.4
fokymenTa XKTA.00102-03 95 01. Kpuntollpo CSP. lNpaeuna nons3osaHus.

[ononHuTtensHo agMuHucTpaTop 6e30MacHOCTI JOMIXKEH PErynsipHo (pekomMeHayemast NepuoAnYHOCTL — 1 pas B CyTKu)
NPOCMaTpNBaTh 1 aHANN3NPOBATbL XKYPHaA PErncTpaumn BbinosHeHHbIX onepaunii (log-chaiinbi).

JomxHbl  BbINONHATLCS TpeboBaHus no obecnedeHuto usnyeckoii HesomacHocTu cepsepa n. 5.5 pgokymeHnTta
MKTAN.00102-03 95 01. Kpuntollpo CSP. MNpaeuna nons3osaHus.

JonxHbl BbINOMHATLCS TpeDOBaHMS MO OPraHN3aL MK NPOLEAYPbl PE3EPBHOMO KOMMPOBAHNSA N XPAHEHUS PE3EPBHbLIX KOMUIA
Knto4eBbIx HocuTenel n. 5.6 gokymenta XXTHAM.00102-03 95 01. Kpuntollpo CSP. lMNpasuna nosnbsoaHus.

JonmxHbl BbiNonHATEC Tpebosanusi no nogkntodeHnto CK3W gns paboTbl no obLiesocTynHbiM KaHanam nepesaqu
faHubix n. 5.7 gokymenta XKTHAKM.00102-03 95 01. Kpuntollpo CSP. lNMpasuna nons3osaxus.

CK3W «Kpuntollpo CSP» Bepcusi 5.0 R3 KC2 (ncnonnenne 2-KpuntoAPM TOCT 3) gosmxHO Mcnonb3oBaTbCst €
mogynem (cpencteom) pgosepenHoii 3arpysku (M[3). Heobxoanmo ncnons3sosats nsgenue, ceptucdpuyuposattoe ®Cb Poccun.
MocTaeka OCYLLECTBASIETCS NO COrIACOBAHMIO C NOJb30BaTENEM.

Mpu ncnonbzosanun M3 [o/mKHbI BbINONHATLCA TpebOBaHWS MO WCMONL30BaHUIO Mogynel (CpeAcTB) LOBEpPEHHON
3arpy3ku n. 5.8 gokymenta XXTHAK.00102-03 95 01. Kpuntollpo CSP. lNMpasuna nonb3osaHus.
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6 TpeboBaHusi Nno KpunTorpadpunyiecko 3almnTe

JonmxHbl BLINOMHATLCSA CneaytoLine TpeboBaHUs NO KPUNTOrpachuHeCcKoii 3awuTe:

1) JosxHbl BbINOAHATLCS TpeboBaHus no kpunTorpadpuyeckoii 3awmte nHdopmaunm, npusegertsie 8 XTAN.00102-
03 95 01. Kpuntollpo CSP. Mpaeuna nonbzosarus Ha CK3U «Kpuntollpo CSP» Bepcun 5.0 R3 KC2 (ucnonxenne 2-Base)
(PKT4A1.00102-03).

2) Hactpoiikn onepaumoHHbix cuctem gas pabotel ¢ CK3W  posmkHbl nponsBopuTbCcsi B COOTBETCTBUM  C
skcnayaTaumorHol gokymenTaumeii Ha CK3U «Kpuntollpo CSP» Bepcusi 5.0 R3 KC2 (ucnonHenne 2-KpuntoAPM TOCT
3) n «Kpuntollpo CSP» sepcun 5.0 R3 KC2 (ncnonxenue 2-Base) (AKTHA.00102-03).

3) KoHTponeM LenoCcTHOCTY JOMKHbI ObiTh OXBadeHbl daiinbl, ykasaHHble B [punoxerun 1.

4) Ecnn nposepka uenoctHoctn komnonentos CK3W 3aBepwaercs ownbkoit, AgmuHnctpatop 6e30nacHOCTY JOJIKEH
BbISIBUTb NPUYMHY 1 obcTosTenscTBa Hapywenus uenoctHoctn CK3W u nepeycranosuts CK3W B cooTBETCTBUM C MHCTPYKLMED
Mo yCTaHOBKE.

5) Mepuoguynoctb nepesarpysku NMNIBM — 7 gHei.
6) MeprosuyHOCTbL KOHTPOS CUCTEMBI OXNaxaeHust npoueccopHoro bioka MNMIBM — 1 mecau.

7) Mpu ncnonssosarun CK3W gns sawmnter TLS-coeantennii 8 ponn TLS-cepeepa nog ynpaenennem OC Windows nocne
YCTaHOBKU HEODXOAMMO BbINOMHUTL CNEAytoLne 0eiiCTBMS MO HACTPOKE UCMOJb3YeMbIX KPUNTOrpadhmyecknx airopuTMos:

1. MpoBepuTb, HTO OTKNIOYEHO WUCMONBL30BaHME YyCTapeBlwux KpuntoHabopos (cipher suite-oB), nocmotpes nubo
B koHTposnbHoi nanenn CK3W Kpuntollpo CSP (Bknagka «Hactpoiikn TLS», cekuus «Cepeep»), snmbo 3HaueHwne
Knto4a tls_server_disable_legacy_cipher_suites B BeTke peecTpa HKEY_LOCAL_MACHINE\SOFTWARE\ [Wow6432Node]
\CryptoPro\Cryptography\CurrentVersion\Parameters\ (go/>kHo ObITb paBHO 1).

2. BbinonHuTtb nepesarpysky kommnbtoTepa.

Mpu ncnonbzosarun CK3W ans sawmtel TLS-coegunennii 8 ponn TLS-cepeepa nog ynpaenexnem OC Linux/Unix nocne
YCTaHOBKU HEODXOAMMO BbINOMHUTL CNeAytoLne feiiCTBMS NO HACTPOIKE UCMOMb3YeMbIX KPUNTOrpadhnyecknx anropuTMos:

1. OTkntounTh NCnoJsib30BaHMe yCTapeBLmnx KpunTOHabopos, yCTaHOBMB 3HaveHue napametpa
tls_server_disable_legacy_cipher_suites paBHbiM 1 KOMaHgoOl

./cpconfig -ini '\config\Parameters' -add long tls_server_disable_legacy_cipher_suites 1

2. BbInosHuTbL nepesarpysky cepsuca Cprocsp KOMaHgoi

systemctl restart cprocsp
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(1]

2]

(3]
[4]
[5]

[6]
[7]

JInTepaTypa

Mpukaz PATMCU ot 13.06.2001 N 152 «O6 yTteepxaeHun VHcTpykumm ob opraHusauuum u obecneqeHnun BesonacHocTw
XpaHeHusi, obpaboTku U nepefaynm MO KaHanam CBS3W C WCMNOJb30BAaHWEM CPeACTB KPUNTOrpacpmyeckoil 3awuTsl
MHOPMaLUN C OTpaHUYEHHBIM AOCTYMOM, HE COAepXKalueli CBEAEHWIA, COCTaBASIOWMX FOCYAapPCTBEHHYIO TaliHy». URL:
http://base.garant.ru/183628/.

Mpukaz PCB Poccun ot 09.02.2005 Ne 66 «O6 yreepkaeHun lNonoxeHns o paspaboTke, NPON3BOACTBE, peannsaLuu
aKCnyaTauum wngpposanbHbix (KpunTorpacduyecknx) cpeacts sawmutbl nnopmauum (Monoxerne MK3-2005)». URL:
http://base.garant.ru/187947/.

TpeboBaHus K cpeacTBaM KpUNTOrpacOrHeCKoii 3auTbl UHOPMaLUK, NPegHa3HAYEHHbIM As 3aWUTbl HOpMaL UK, He
copepXKalleii CBefeHNA, COCTABNSIOWMNX FOCYAAaPCTBEHHYIO TaliHy.

TpeboBanus k cpeacTBam 30ekTpoHHoI nognucy (yTBepxaeHsl npukasom PCB Poccuu ot 27 pekabps 2011 r. Ne 796).
URL: https://base.garant.ru/70139150.

CreumnansHble TpeboBaHMS K CPEACTBAM KPUNTOrpacriyeckoii 3alnThl, NPefHA3HAYEHHbIM ANS 3aWmMTbl nHopMaLum,
He comepxkalueli CBefeHuMl, COCTABASIOWMNX FOCYAAPCTBEHHYIO TaliHy, U 3KCMJyaTUpyeMbiM Ha Tepputopuun Poccuiickoli
®epepauun (CT-P).

TpebosaHusi no 3awmTe AUHENHON nepegadn CPeACTB KpUnTorpacpnuyeckoi 3awmTbl MHAOPMALMKN, He COAepXKalueit
CBeJlIeHN, COCTaBASIOLWMNX FrOCYAaPCTBEHHYIO TaliHy.

MoctaHoeneHue [lpaButensctea PP ot 16.04.2012 N 313 «O6 yteepxgeHun [lonoxeHuss o snueH3UpPOBaHUN
AESTENbHOCTM Mo pa3paboTke, NPOU3BOACTBY, PaCNpOCTPaHEHUO LWUgPOBanbHbIX (KpUNTOrpadhnyecknx) Cpeacrs,
MH(POPMALIMOHHBIX CUCTEM U TENEKOMMYHWUKALMOHHBIX CUCTEM, 3alUMLLEHHBIX C WCMOJIb30BaHWEM LWINGPOBaNbHbIX
(kpunTorpacduyecknx)  cpencrs, BbINOMIHEHMIO ~ paboT,  okasaHuto  ycayr B obnactw wundppoBaHms
nHpopmaLmm, TexHuueckoMmy obcnyxusaHuto wndposanbHbix (KpunTorpacriecknx) CpeacTs, WUHGOPMALUOHHBIX
CNCTEM N TENEKOMMYHUKALMOHHBIX CUCTEM, 3alUULLEHHBIX C WUCNOJb30BaHWeM LWUGPOBanbHbIX (KpunTorpaduyecknx)
CPeAcTB (3a MCK/NIOYEHMEM CNyHasi, eCciu TexHU4Yeckoe obcnyKueanue wndposanbHbix (KpunTorpacdhuyecknx) Cpeacrs,
MH(POPMALIMOHHBIX CUCTEM U TENEKOMMYHWUKALMOHHBIX CUCTEM, 3alUMLLEHHBIX C WCMOJb30BaHWEM LWINGPOBaNbHbIX
(kpunTorpacdmyecknx) CpeacTB, OCYLLECTBASIETCS A5t obecneveHnst COBCTBEHHBIX HYXKZA IOPUANYECKOrO AuMLa WA
VHAUBMAYaNbHOTO NpeanprHUMaTens)». URL: http://www.consultant.ru/document/cons_doc_LAW_128739/.
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[NMpunnoxxeHwne 1
KOHTpOJ1b LEe/IoCTHOCTU NporpaMMHOro obecnevyeHus

MO,D'yJ'Ib cpverify NO3BOJIAET OCYLWECTBNATb KOHTPOJIb LUESIOCTHOCTU YCTAHOBJIEHHOrO NporpamMMHoOro obecnedeHns B
PyHHOM N aBTOMATUHECKOM peXNMax.

MNpaBuna wucnonbsoBaHus ytunutel cpverify npusegeHbl B [lpunoxenun 1 gokymenta 2XTHAM.00102-03 95 01.
Kpuntollpo CSP. lMpasuna nons3osanus, Bxogswero B kommniekt gokymeHTauun Ha CK3U «Kpuntollpo CSP» Bepcun 5.0
R3 KC2 (ncnonxetnne 2-Base)).

Mepeyetb dhaiinos MO CK3W, ans koTopbix HeobxoaMMo 0becnedmnTb KOHTPOJIb LENOCTHOCTH, COAEPXKUTCA B CEAYIOLLAX
TekCToBbIX chaiinax (txt):

e cryptoarm-gost-3-win32-x86.files;

e cryptoarm-gost-3-win64-x86.files;

e cryptoarm-gost-3-linux-x64.rpm-files;
e cryptoarm-gost-3-1inux64-x86.deb-files;

e cryptoarm-gost-3-darwin-x64.files.
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[Mpnno>xxeHne 2
[MlepeyeHb BbI30BOB, MCNO/b30BaHUE KOTOPbIX Npu pa3paboTke
cuctem Ha ocHoBe CK3WN «Kpuntollpo CSP>» Bepcus 5.0
R3 KC2 (ucnonxenne 2-KpnntoAPM TOCT 3) BO3MO>XHO

Oes AOMNOJIHNTEJIbHbIX TEMATUNHECKNX I/ICCJ'Ie,EI,OBaHI/IVI

NuTtepdeiic KpuntoAPM JSON RPC API

DyHkuuns Onucanne OrpaHuyeHns Ha ncnonb3oBaHue
dyHKUMN

diagnostics MonyueHne obuwiein nHcpopmaumm o
cncTtemMe n JoCTynHOCTM
KpunTorpadu4eckoro nposaiigepa.

signAndEncrypt MonyyeHne napamerpos
KpUNTOrpacrHecknx aaropuTMos
WppoBaHmUs, CO3AAHNUS SNEKTPOHHOIA
MOAMWUCK N MPOBEPKUN 3NEKTPOHHONA
noanucu.

startView OTKpbITVE OKHA MPUNOXKEHUS

KpuntoAPM TOCT 3.

certRequests Mony4eHune napaMeTpoB 415 reHepauuu
3anpoca Ha cepTuduKar.

certificates OTKpbITVE OKOH MPUNOXKEHUS A5
paboTel ¢ cepTudpmkaTamm.

sendMail OTKpbITHE OKHa MOYTOBOrO KJWEHTA.

Crpatunua 14 n3 15



XKTAN.00102-13 95 01. Kpuntollpo CSP. KpnntoAPM T'OCT 3. lNpaBuna nonb3osaHus

Jlnct peructpaunn nameHeHui

JlncT pernctpaunn nsmexeHwuii

Homepa nuctos (ctpatuu)

Ne

N3MEHEH-
HbIX

3aMEHEH-
HbIX

HOBbIX

aHHynMpo-
BaHHbIX

Bcero
NCTOB
(cTpatuy) B
OOKYMeHTe

Ne
OOKYMEHTa

Bxoasiyunii
Ne conposo-
ONTENBHOMO
OOKYMEHTa
n pata

Mopgnuck

JaTa
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