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AHHOTauuA

HacTtoAuwee pyKoOBOACTBO COAEPMKUT MHCTPYKUMIO no wucnonb3oBaHuto CK3UW Kpuntollpo CSP
Bepcua 5.0 R3 KC2 ncnonHexne 2-KpmuntoAPM IFOCT 3 (aanee no Tekcty — KpuntoAPM FOCT 3).

MHCTPYKUMM aAMUHUCTPaTOpa 6e30MacHOCTU M NO/b30BaTeNst Pa3/IMUYHbIX aBTOMATU3UPOBAHHbIX
cuctem, wucnonb3yowmx CK3U, ponkHbl paspabatbiBaTbCA C y4eTom TpeboBaHMN  HACTOALLEro
[OKYMEHTa.

YcTaHOBKa, HacTpoiKa u ucnono3osaHne CK3U Kpuntollpo CSP Bepcua 5.0 R3 KC2 (ucnonHeHue 2-
Base), BxogAWEro B KOMMNIEKT NMOCTaBKKU, JO/IKHA OCYLLECTBAATLCA B COOTBETCTBMU C TPEOOBAHUAMMU U
pPeKoMeHAaUMAMM SKCNyaTaLMOHHOM AoKyMmeHTaumm Ha CK3U (FKTAK.00102-03).

1. O npoaykre

KpnntoAPM TOCT 3— 31O npuaoxeHue ¢ rpadpuyeckmm nosib30BaTeIbCKUM MHTepdencom ans
BbINO/IHEHWA OMepauui NO CO3LAHUID M NPOBEPKE 3NEKTPOHHOM noanucu ¢amnos, WKPPOBaAHUA U
pacwndpoBaHma, ynpasaeHns cepTudMKaTamm, pa3meLLLeHHbIX B XPaHUAULLAX KpUNTONPOBanaepa.

MpunoxeHne KpuntoAPM TOCT 3 npeacrtasneHo nog nnatpopmy ABpopa. PeanvsoBaHa
noanepika POCCUIMCKUX KpunTorpapuuecknx  CTaHAapToOB nocpeacTtsom MCNONb30BaHMUA
KpuntonpoBalaepa Kpuntolpo CSP.

B npunoxeHnn nopaepkmBaeTca paboTa C KAHOYEBbIMM HOCUTENAMM 4Yepe3 Kpuntonposanaep
Kpuntollpo CSP.

1.1. ®DYHKLUUOHANBbHOCTb BEpCUU

HpI/IJIO)KEHI/Ie TeKymeFl BEPCHUH PACCIUTAHO HA BbBIIIOJIHEHHE onepaum?l:

Onepauusa

dNEeKTPOHHaA NoANUCH 3/1EKTPOHHAA NOANUCH NPOU3BOJIbHbLIX hannos pasmepom Ao 50 M6 Ha
noggeprknsaemolx naatpopmax; pasmep ¢aina He MOXKeT ObITb
6onblie, yem cBO6OAHAA onepaTUBHAA NAaMATb

NpoBepKa 3NeKTPOHHOM noanucu ¢ainos pasmepom Ao 50 M6 Ha
noaaepsknBaembix nnatdopmax; pasmep ¢anna He MOXKeT 6biTb
6osblie, yem cBob6OAHAA onepaTUBHAA NamATb

CO3aHne NPUCOEeAUHEHHOM U OTCOeANHEHHOMN 3NEKTPOHHOM noanucu

AobaBnieHMe aNeKTpoHHOW noanucy (GyHKumMs conoanucm)

co3gaHune yCOBepLIJeHCTBOBaHHOl‘;I noanuncu

Wndposauune/ wudposBaHme n pacwuodposaHue ¢annos pasmepom ao 50 M6 Ha
noaaeprknsaemolx naatpopmax; pasmep ¢aisa He MOXKeT ObITb

pacwudppoBaHue
6onblue, yem cBO6OAHAA onepaTUBHAA NaMATb

wudpoBaHue no ctaHaapTy PKCS#7/CMS

YnpasneHue oTobparkeHne cepTUPUKATOB M NPUBA3AHHBIX K HUM 3aKPbITbIX KAtoYel
cepTMdPUKaTaMM U KNIOHAMM | OTHOCUTE/IbHO XPaHWUAUL, ANA NOAAEPKMBAEMbIX KPUNTONPOBANAEPOB

CtpaHnua 5 s 32



KTAN.00102-13 92 04. KpunTtollpo CSP. KpuntoAPM IOCT 3. PykoBoacTBO Noab3oBaTenda. ABpopa

NPOBEPKA KOPPEKTHOCTU BbIBPaHHOro cepTMduMKata C NOCTPOEHUEM
LLenoYkmM gosepun

XpaHEHME  3aKpPbITblX K/JAKYEN Ha HOCUTenAx npu  YyCAoBUK
MCcnosib3oBaHUA Kpuntonposaigepa Kpuntollpo CSP

CO34aHMe 3anpocoB Ha cepTUduKaT

MMNOPT CePTUDUKATOB C MPUBA3KOM K 3aKPbITOMY KNtOUy

9KCMOPT cepTUdMKaTOB

yAaneHue ceptudmKaTos

Pa6ora c JKYPHaNOM | 0TOBparkeHMe CnUcKa cobbITUI MO YPOBHAM AeTannsauum
co6bITUI N yBeAOMIEHUAMM

NPOCMOTP YBEAOMJIEHNI O COObITUAX

Pabota ¢ danamm B | coxpaHeHWe BCex Pe3ynbTaToB onepauuin ¢ daihiamm B Katanore Apxms
KaTtanore Apxus

1.2. Noppep)xnsaembie KpuntTonposanaepbl

B npunoxeHunun ocyulectsaseTcs nogaepKka kpuntonposaihgepa Kpuntolpo CSP Bepcumn 5.0 R3
KC2 (ncnonHeHwne 2-Base).

1.3. NoapaepyKusBaemble KAoUYeBble HOCUTENU

B npunoxeHnn nopgepmpaerca paboTta € KAwoueBbiMM HocuTenamm PytokeH IUM 2.0 USB,
Pytoken JLUM 2.0 Type-C, PytokeH 3UIM 3.0 NFC, PytokeHn 3UIM 3.0, PytokeH 3UI Type-C 3.0, JaCarta-2
FOCT yepes kpuntonposaiaep Kpmuntolpo CSP.

1.4. JlnyeHsna Ha NPOrpamMmmMHbIN NPOAYKT

Mpn nepBON yCTaHOBKE MPUNOXKEHUA aKTUBUpPYeTcA AnueHsna Ha Kpuntolpo CSP cpokom Ha 90
AHen. Ona pabotbl ¢ npunoxkeHmem KpuntoAPM TOCT 3 Heobxoamma NnueH3ns (BpemMeHHas, rogoBas
nnu 6eccpoyHas).

BpemeHHas /MueH3nA BblZAETCA MNO/b30BATENO, 3anonHuMBliemMy ¢opmMy Ha CTpaHuue
https://cryptoarm.ru/cryptoarm-gost3/ ana 3HaKOMcTBa C NPOAYKTOM Cpokom Ha 30 gHei. BpemeHHyto
NNLEH3UIO MOYKHO NOMYYUTb OAMH Pa3.

Mocne UcTe4yeHnss 03HaAKOMUTENIbHOTO Neproaa AN NONHODYHKUMOHANbHOW PaboTbl NPUNOMKEHUSA
TpebyeTca npuobpeTeHme 1 ycTaHOBKa rof0BoM UM 6eCCPOYHON NULEH3UMN. Be3 YCTaHOBKU NULLEH3UK
onepaymm nognucK, paclmnPpoBaHns BbINOJHATLCA He ByayT.

Ona npnobpeTteHuna AMUEH3nM Ha nporpammHbii NpoayKT KpuntoAPM FOCT 3 MoXHO 06paTutbea
B YNOJIHOMOYEHHYIO OpraHU3aLuio.

1.5. YcraHoBKa npunoxkeHna KpuntoAPM FOCT 3

YcTtaHoBKa M obHoBneHue npunoxeHna KpuntoAPM TOCT 3 npoucxoaut yepes nnatdopmy
ynpaBaeHnA KOpNnopaTMBHbIMU MOBUABHBIMU YCTPOMCTBAMM U NpUAoKeHnamm Aspopa LieHTp.
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[Na yCTaHOBKM MPUNOXKEHNA Yepe3 NaKeT .rPm Hy»KHO:

1.

Nou,swWN

1.6.

MepenguTe Ha CTPAHULY C AUCTPUOYTUBOM NPUNOKEHUA

CKayaiiTe Ha MOBUAbHOE YCTPOMCTBO NPUIOKEHNE

OTKpoiTe BCTpoeHHOe npuaoxKeHne «Panabi» HA MOBUIbHOM YyCTPOCTBE
MepeiiauTe B «3arpy3kn»

HaxkKmuTe Ha CKavyaHHbI dpann

BbibepuTte «YCTaHOBUTLY

Mpw ycTaHoBKe ByaeT 3anpoLwweHo NOATBEPKAEHNE HA NPeAOCTaBeHNE NPUNOKEHUIO
A0CTYNnoB, BbIbpaTb «[oaTBepamTh»

Mocne ycTaHOBKU NPUJIOKEHUE ByaeT AOCTYMNHO B 06LLEM NepeyHe AOCTYMHbIX
NPUNOXKEHN

CucremHble TpeboBaHuA

Ona npunoxeHna chopmynmpoBaHbl MUHUMA/bHbIE CUCTEMHblE TPeboBaHMA K KOHPUrypauum
obopyaosaHua nog nnatdopmy Aspopa:

OnepaunoHHaa cuctema: Aspopa 4.0;
OnepatneBHaa namaTtb: 26 v BbiWwe;
BcTpoeHHaa namAaTb: 1676 1 BbiWwe;
PaspelweHune sKkpaHa: 720x1280nuUKC U BblLE;
JocTyn K ceTn MIHTepHeT: pekomeHayem;
doTo-Kamepa: pekomeHgyem, 8MI1 1 Bblle;

Hannune pyHkumm USB-host, NFC.
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2. Hauyano pabotbl c npuaoKeHnem

PaboTta ¢ npunoxkeHnem KpuntoAPM F'OCT 3 HauMHaeTca ¢ BKNaaKku JLlOKYMEHTbI.
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3. loKymeHTbI

PaboTta c npunoxkeHnem KpuntoAPM IFOCT HaumHaeTca ¢ pa3aena [LOKyMeHTbl.

Bnrok Mpodunu npegHasHayeH p[As8 HACTPOMKM WM yNpPaBAEHWS MapameTpamu onepauui
(noanuch, wndpposBaHue, Bbibop cepTUPUKATOB U T. 4.) U Nepexoga B mactep Mognucb u wndpposaHue,
MpoBepka u pacwudppoBaHue.

Huxke pasmeluéH 610k ApxuB. 3aecb NpeacTaBaeH CMUCOK AOKYMEHTOB, KOTOpble NoJib30BaTeNb
coxpaHsaeT npu noanucaHuu/wndposaHun dainos. s 3Toro HeobxoAMMO NpuK co3gaHun npoduna
UAn npu paboTte B macTepax aKTMBMPOBATb GyHKUMIO COXPaHATb KONMUU AOKYMEHTOB U3 pe3y/ibTaToB
onepaumin. [JokyMeHTbl PACro/OXKeHbI B Nanke nosb3osaTtens B Katasore \Documents\cryptoarmgost.

B HUXKHEW NaHenn pacno/ioXKeHbl KHOMKKU ANA nepexoaa B pasaensl [LokymeHTbl, CepTuduKarhbl,
XypHan. Mpu HaxKaTMM Ha KHONKY ELWE OTKpbIBaeTCA CNMCOK BCEX Pa3Aenos.

Yepes drop-down mMeH0 MOXKHO:
e O6HOBUTb Pa3aen 1 CMUCOK AOKYMEHTOB B ApXMBe;

e CoptupoBatb no: HassaHuwo/[ate usmeHeHua/Pasmepy/Tuny — COpPTMPOBKA
[IOKYMEHTOB B 6/10Ke ApXuB;

e Bbl6bpaTb AOKYMEHTbI, KOTOPbIE YKa3aHbl B 610Ke ApXuB;

e [loMCK — MOXHO BBeCTU Ha3BaHUe AOKYMEHTAa Unun CepTMd)MKaTa ANnAa ero NnoncKa.

3.1. Co3paHue npoduna nognucu

[ns nopgnucanma u wupposaHua dainos HeobxoAnMo co3aaTb NPOdUAb NOAMUCH.

Mpodunb nognucn — WabAOH HACTPOEK ANA BbINONHEHUA ONEepPaLLMn NOANUCK, APXMBUPOBAHMUA
M WKPPOBAHUA ANA pasHbiX cuTyauui. [na obmeHa [OKYMEHTamMM C OyxranTepom Bbl MOXKeTe
YCTaHOBWTb W UCMONb30BaTb OAMH NPOdUAb, C NAPTHEPAMU — BTOPOW, C KIMEHTAMKN — TPETUN.

3.1.1. Kak co3gatb npodunb nognucu

1. OTKpbITb pasgen JOKYMeEHTbI.

2. HaxaTb Ha KHonky Co3aatb npodunb.

3. Bectu HasBaHue npodunsa 1 HaxKaTb Ha NON3YHKN Heobxoaumbix onepauymi (Mognuce,
ApxusupoBaHue, LUndposaHue). HuKe OTKpPOKTCA HACTPOMKM ANA Kax4oro BMAA
onepauui.

4. HaxaTb Ha KHOoNKy COXpaHUTb B NPaBOM BEPXHEM Yry.
3.1.2. OnucaHue nonei npopuna

e HasBaHue npopuna — HazBaHWe Nnpodumns NoAnMcKH aAna yaobceresa noncka.
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Onepauun — noanucb, apxvMeBmpoBaHue, WKdpoBaHMe, APYTMMU CIOBaMM, ONepaLmy,
KOTOpbl€ HYXXHO BblbpaTh.

B 3aBMCMMOCTM OT BbIOPaHHbIX MapameTpPoB CTaHYT AOCTYMNHbI 4ONOJHUTE/IbHbIE NOAA:

e Onepauyumsa Nognucb, 4OCTYNHbIE NOAA:

CoxpaHeHMe pe3ynbTaToB — M03BOJIAET CO34aTb Konuu ¢aiinoB B nanke ApXMB Ha
YCTPOWMCTBE.

Bbibepute ceptudukar — ana Bbibopa AOCTYMHbI IMYHbIE CEPTUPUKATLI C NPUBAKON K
3aKpPbITOMY K/touy.

CraHgapt nognucn — CMS ans cospaHua Knaccuyeckon nognucu mam CAdES-X Long
Type 1 n CAdES-T anna ycoBeplieHCTBOBaHHOM noanucu. Mpu Bbibope ctaHaapta CAdES-X
Long Type 1 unm CAdES-T TpebyeTtca 3anonHuTb none Cnyxx6a wramnos spemeHu (TSP).
Cranpapt noanucu CAdJES-X Long Type 1 n CAdES-T gocTynHbI TONbKO NPM YCTAHOBAEHHbIX
moaynax Kpuntolpo TSP Client u Kpuntolpo OCSP Client.

Bug noanucu — MNMpucoegnHéHHana nav OTcoeguHEHHAA.
KogupoBKa nognmucu — coxpaHeHue nognucm B Kogmposke BASE64 naun DER.

PacwmpeHue — BbibpaThb pacimpeHne ntorosbix dhannos B popmare .sig, .sgn, .sign, .p7s,
.bin.

e Onepauusa ApxuBMpoBaHUe, AOCTYNHAA HACTPONKa:

CoxpaHeHue pe3yNbTaToOB HA YCTPOMCTBE — MO3BOJIAET CO34aTb Konuu ¢alinos B 61oke
Apxwus.

e Onepauusa lWndposaHue, JOCTyNHbIE NONA:

CoxpaHeHue pe3ynbTaToB — MO3BO/MAET CO034aTb Konuwu ¢aisioB B nanke APXMB Ha
yCTpOMCTBE.

Bbibepute ceptuduKaTtbl — A8 BbIOOPA AOCTYMHbI IMYHbIE CEPTUPUKATLI U CEPTUDUKATDI
ApYyrnx nonb3oBaTesnen.

Anroputm wudposaHua — pann wnopyetca no ogHomy ns anropmutmos: FOCT 28147-89,
FOCT P 34.12-2015 Marma, FTOCT P 34.12-2015 Ky3Heuuk.

Koauposka ¢aitnos — coxpaHeHue 3awindpoBaHHoro ¢daiiia B Koamposke BASE64 nan
DER.

Ypanutb ucxogHble d¢ainbl nocne wudppoBaHUA — wucxogHble annbl B cayyae
yCMeLHOoro 3aBeplieHnsa onepaunm yganatotca ns ¢panaoBom cuctemsi.

3.2. PepgaktupoBaHue npodpuna nognucu

3.2.1.

1.

PeaaKktupoBaHue npoduna nognucu U3 cnucka npoduneis nognucu

B 610ke Mpodunm HaxkaTtb HAa KHOMKY Bce.
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2. BbI3BaTb KOHTEKCTHOE MEHIO (YAEepKMBATb Ha3BaHME HYXKHOro Nnpoduns).

3. HaxaTb Ha PepgakTupoBarb.
4. W3MeHWUTb HYXHble napameTpbl.

5. CoxpaHuTb.
3.3. YpaneHue npodpuna noanmcu

3.3.1. YpaneHue npoduna nognucu us cnucka npodunein nognmucu

1. B 6noke Mpodunm HaxkaTb Ha KHOMNKY Bce.

2. Bbi3BaTb KOHTEKCTHOE MeHIO (yAepKMBaTb Ha3BaHWE HYXKHOTO Npoduns).
3. Ypanurtb.

[na oTMeHbl yaaneHuna npoduaa HYKHO HaXKaTb Ha BCM/biBatolLee OKHO cBepxy KocHutecb ans
OTMeHbl YaaneHue npopuns.

3.4. NoagnucaHmne fOKYMEHTa

YT06bl NOANUCHIBAaTL AOKYMEHTbl 3/1EKTPOHHON MNOAMNWUCHIO, HYXKHO YCTAaHOBWUTb B JIMYHOE
XpaHuAuwe cepTMduKaT c NPUBA3AHHBIM K HEMY 3aKPbITbIM KHOYOM.

MoanucaTtb AOKYMEHTbI Bbl MOXKeTe B macTepe Mognucu u wudpoBaHua B paszene JOKYMEHTI.

Bbl MoXKeTe nognucatb AOKYMEHTbI, BblopaB dalinbl U3 BKNagKn ApxuB unu Bbibpas npodunb
noanucv B 6noke Mpoduamn nognucu.

3.4.1. Kak nognucaTtb JOKYMEHT, UICNO/b3yA Npoduab noanucm

1. OTKpbITb pasgen LOKYMEHTbI.
2. Co3pgaTb Npodunab NOANUCK, B KOTOPOM 33aHbl HY>KHbI€ HACTPOIMKN NOANUCHK.

3. B pasgene [OKyMeHTbl BblOpaTb HYXKHbIA Npoduab nognucu. MNpu Bbibope npodunsa B
MacTepe aBTOMATMYECKM 3anonHAITCA HacTpoiiku onepauui, coxpaHeHne pesynbTaToB
Ha YCTPOMNCTBE.

4. [A06aBUTb 4OKYMEHTbI.
5. Ha)kaTb KHONKY BbINONAHUTD.

6. BsecTu naponb 1 Ha)kaTb Ha OK.
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3.4.2.

1.
2.
3.

4.
5.

Kak nognucaTb AOKYMEHT, ucnosib3ya macrep Mognucb u wudpposaHue

HarkaTb Ha nkoHKy Moanucob n wndposaHue.
HaxaTtb Ha Moanucb B HacTpoitkax npodpuna.

HacTpouTb Hy)KHble MapameTpbl (onepauuun, COXpaHeHMe pesynbTaToB Ha YCTPOWCTBE,

napameTpbl NOANMUCK).

BepHyTbCcA Ha NpeablAyLWmMii IKPaH.

BbibpaTb ceptuduKart. OTKPOETCA CMUCOK NINYHBbIX CePTUPMKATOB. BbibpaTb HYXKHbIN U

HaaTb Ha KHOMKy Bbl6paTb.

6. [0b6aBUTb AOKYMEHTbI.

7.
8.

3.4.3.

HaxaTb KHOMKY BbINOAHUTB.

BeecTn naposb 1 Ha*KaTb Ha OK.

Kak co3aaTtb ycoBepLIeHCTBOBaHHYIO NOANUCH

YcoBepLlIEeHCTBOBAHHAsA KBanMOUUMPOBAHHAsA 3/1EKTPOHHAs MOAMMCb MOMOXKET [AO0KasaTb
IOPUANYECKYIO 3HAUMMOCTb JOKYMEHTA B CMOPHbIX CUTyauusax. Hanpumep, Koraa nomMmo aBTOPCTBa U
LEeNOCTHOCTN AOKYMeHTa (KoTopble gaeT obbluHasa K3MM) HeobxoaMmo noaTBEPAUTL, YTO cepTUDUKAT Obin
AEeNCTBUTENEH B MOMEHT NoANMUCaHNA AOKYMEHTA.

dopmat ycoBepLIeHCTBOBAHHON MNOANUCK NPeayCMATPUBAET BKAOYEHME B /IEKTPOHHYHO NOAMUCH
nHdopmaumm o BpemeHun cosgaHma noanucu (TSP) um o cratyce cepTudmMKaTa 3N1EKTPOHHOM NoannucK
(OCSP) B MOMEHT noanucaHms.

1. OTKpbITb pasgen JOKYMEHTDI.

2. Co3gatb Npoduab MOAMMCU WUAM OTKPbITb macTep Mognucn u wudposaHua. YkasaTb

cneaytolime napameTpbl NOANUCH:

e cTaHaapt — CAdES-X Long Type 1 uam CAdES-T, Bua, KoaupoBKy, dopmat dainna

NOAMMUCK, COXPAHEHME pe3ynbTaToB B APXMUB;

e onuua Wramn BpeémMmeHU Ha NnoAnNUCb BK/IKOYEHA, OTKNIKOYUTb HENTL3A;

® 3anoaHUTb B nose Cnyxba wramnos BpemeHn (TSP) agpec c/y»Kbbl, KOTOPbIN MOXHO

y3HaTb Yy MOCTaBWMKa ycnyru. Hanpumep, ycnyru cnykbbl LWITaMMNOB BPEMEHW MOTYT
npeaocTaBNATb yAocToBepstowme LEHTPbI. dopmar agpeca:
<npoToKkon>://<cepsep>[:nopt][/nyTb]. B KauyecTBe NPOTOKO/MA MOXET ObiTb YKasaH
"http" n "https";

® 3anonHUTbL B nosie Cay»K6a oHnalH crtatycos (OCSP) agpec cny»kb6bl OCSP. Yaule Bcero

agpec nponncaH B CaMmOM CepTM(bMKaTe, KOTOPbIM CO342ETCA NoOANUCH.

3. [06aBUTb AOKYMEHTbI.

4.
5.

HakaTb Ha KHOMKY BbINOAHUTD.

BeecTn naposab 1 HaxKaTb Ha Ok.

CtpaHnua 12 ns 32



KTAN.00102-13 92 04. KpunTtollpo CSP. KpuntoAPM IOCT 3. PykoBoacTBO Noab3oBaTenda. ABpopa

3.4.4. Pe3ynbTtar BbINOJIHEHUA onepaLum

B oKkHe pe3ynbTaToB onepaunii mactepa MNognucu n wnudposaHmna 6yayT nognucaHHblie daiinbl.
Mpn OTKPLITUM KOHTEKCTHOTO MeHto byayT AOCTYMHbI cieayowme GyHKUMN:

e npocmoTpeTb CBOICTBA AOKYMEHTA — MHbOPMaLMA O NOANUCK U cepTUdMKaTe NoANUCH;
e  OTKpbITb — ¢daiin oTKpoeTca B macTepe MpoBepKa u pacwumndpoBaHue;

e [06aBuTb B — OTKpPOETCA CNMCOK MmacTepos Moanucb u wudposaHue, MposepKa u
pacwudpoBaHue, a TaKkKe Npoduan nognucu;

e Ypanutb — o¢alkin 6yaer yAanéH c ycTpoilcTBa. [aa OTMEHbl HYXKHO HaxaTb Ha
BCM/bIBAlOLLLEE OKHO CBEPXY.

Mpn HaxkaTum Ha dann oTkpotoTcA CBOMCTBA AOKYMEHTa: MHPoOpmaumsa O noanucu wu
cepTudmKaTte nognucu.

3.5. WudposaHmne aoOKymeHTa

Y1066l WKNPPOBATL LOKYMEHTbl HYXHO YCTaHOBUTb B XpaHuauwe [pyrme nonb3osBaTenu
cepTuUdUKar.

3awundpoBaTb AOKYMEHTbl Bbl MoOXKeTe B MacTepe Mognucu m wudpposaHua B pasgene
A OKYyMeHTbI.

Bbl MokeTe 3awmndpoBaTb AOKYMEHTbI, BblbpaB ¢danabl n3 6n10Kka ApXuB Man Bblbpas npodunb
noanucu B 6noke Mpoduamn nognucu.

3.5.1. Kak 3awmndpoBatb JOKYMEHT, UCNONb3yA NPodUab NoanNucH

1. OTKpbITb pasgen JOKYMEHTbI.
2. Co3pgaTb Npodunab NOANUCK, B KOTOPOM 33aHbl HY»KHbI€ HAaCTPOIMKN WNPOBAHMA.

3. B pasgene [OKymeHTbl Bbl6paTb HyKHbI nNpoduab noanucu. MNpu Bbibope npodunsa B
MmacTepe aBTOMaTMYeCKM 3anosiHATcS HacTpoMKM onepauumii, coxpaHeHue pesynbTaToB
Ha yCTpoWuCTBe.

4. Bblbepute cepTudUKaTtbl U3 CNINCKA CEPTUPMKATOB APYrux nosb3osaTtenen (ecnm He 6b110
YKa3aHo B HacTpoiKax npoduns).

5. [o6aBUTb AOKYMEHTDI.

6. HaxaTb KHOMKY BbINONAHUTD.
3.5.2. Kak 3awundpoBatb AOKYMEHT, Ucnonb3ya macrep Moanucb 1 wnupposaHue

1. Hakatb Ha macTep Noagnucb 1 WndpposaHue.
2. HaxaTb Ha Moanuck B HacTpoikax npoduns.

3. WN3meHuTb onepauuto Moanuck Ha onepauuio LLinpposaHue.
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4. HacTpouTb HyKHble MapameTpbl (COXpaHeHWe pe3ynbTaToB Ha YCTPOWCTBE, anroputm
wrdpoBaHUA M KOANPOBKA dainos, Bbibop cepTuduKata n yaaneHme ncxogHboix pannos
nocne wudposaHusa).

5. BepHyTbcA Ha NpeablayLWNiA SKPaH.
6. Bbibepute cepTuduKatbl (ecnm He 6bII0 CAENAHO Ha NpeablayLLEM Wware).
7. [0o6aBUTb OKYMEHTbI.

8. HarKaTb KHOMKY BbInONAHUTD.
3.5.3. Pe3ynbrart BbINONHEHUA onepaLun

B okHe pesynbtatoB onepauun mactepa Mognucu u wudposaHua 6yayT 3alwmndpoBaHHbIe
daiinbl. Mpy OTKPLITUN KOHTEKCTHOTO MEHI0 BYyAyT AOCTYMNHbI caeayolme GyHKUUN:

e npocmoTpeTb CBOMCTBA AOKYMEHTA — Ha3BaHMWe, AaTa CO34aHWA U U3MEHEHUA, TUN
[OKyMeHTa, popmart, pasmep, nNyTb;

e OTKpbITb — daiin oTKpoeTca B macTepe Mposepka u pacwmndposBaHue;

e [l0o6aBuTb B — OTKpOeTcA cnMcok mactepos Moanucb u wudposaHue, MpoBepKa u
pacwudpoBaHue, a TaKkKe Npoduan nognucu;

e VYpanute — dann byaer ypanéH c ycrpoictBa. [ns OTMEHbI HYXHO Ha)KaTb Ha
BCM/IbIBAOLLLEE OKHO CBEPXY.

Mpy Haxkatum Ha ¢ann oTKpotoTca CBOWCTBA AOKYMEHTA: Ha3BaHWe, [aTa CO34aHuA U
M3MEHEeHUA, TN JOKYMeHTa, bopmar, pasmep, NyTb.

3.6. ApxuBupoBaHMe AOKYMEHTA

Apx1MBMpPOBaTb AOKYMEHTbl MOXHO B mactepe Moanucn n wmndpoBaHua mam cosgas npodusb
NnoAnucK ¢ onepaumen ApxmBnpoBaHue.

Ona apxmBmpoBaHUA AOKYMEHTOB AOMNOAHUTENbHbIX HACTPOEK HeT.
3.6.1. Kak apxusupoBaTb AOKYMEHT yepe3 mactep Moanucb n wnudpposaHue

1. OTKpbITb pasgen JOKyMeHTbI.

2.HaxaTtb Ha MKOHKY macTepa Moanucb n wndpposaHume.

3.HakaTb Ha Moanucb B HacTpoukax npopuns.

4.BblbpaTb onepaymio ApXuBmpoBaHume.

5.Mpun HeobxoaMmocTM BbibpaTb COXPaHATb KONUM AOKYMEHTOB U3 pe3y/1bTaToB onepaumid.
6.BepHyTbCA Ha NpeablayW i SKpaH.

7.[106aBUTb AOKYMEHTbI.

8.HaxaTb Ha BbinonHUTL.
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3.6.2. KakK apxuMBupOBaTb JOKYMEHT C NOMOLLbIO Nnpoduaa nognucu

1.O07KpbITb pasgen [LOKymeHTbl.
2.BbibpaTb paHee co3gaHHbIN Npoduab NoAnUcK ¢ onepaumnen ApxuBupoBaHue.
3.106aBUTb AOKYMEHTbI.

4.Ha)kaTb Ha BbINOAHUTD.
3.6.3. Pe3ynbtart BbINONIHEHUA onepaLun

B oKHe pesynbTaToB onepauunii mactepa Moanucu n wudpposaHua OyayT 3aapxMBUPOBaHHbIE
daiinbl. Mpn OTKPLITUN KOHTEKCTHOIO MEHI0 ByayT AOCTYMNHbI caeayolme GyHKLUK:

e npocmoTpeTb CBOMCTBA AOKYMEHTA — Has3BaHMe, AaTa CO34aHWA U U3MEHEHWS, TuN
OOKYMeHTa, dopmaT, pasmep, NyTb;

e  OTKpbITb — ByAEeT NPeaNOKEHO NPUNONKEHUE ANA OTKPbLITUA 3aapXMBMPOBAHHOIO daina;

e [06aBuTb B — OTKpOeTCcA CNMCOK macTtepos Moanucb u wudposaHue, MposepKa u
pacwudpoBaHue, a TaKkKe Npoduan nognucu;

e Ypanutb — o¢alin byaer yAanéH c ycTpoilcTBa. [N OTMEHbl HYXKHO HaxaTb Ha
BCM/IbIBAIOLLLEE OKHO CBEPXY.

Mpu HaxaTum Ha ¢alin oTKpotoTcA CBOWCTBA AOKYMEHTa: Ha3BaHWe daiina, TUMN AOKYMEHT],
dopmar, pasmep, faTa CO34aHUA U USMEHEHUS, MYTb.

3.7. MpoBepKa nognucu AOKyMeHTa

[na NnpoBepKM Nognucy A0CTaToYHO BblgenuTb Gpain pacwmpeHunem .sig, .p7s, .sgn, .sign nam .bin,
KOTOPbIA COAEPKUT I/MEKTPOHHYH NOANUCb. HUKAKMX [ONONHUTENbHbIX HACTPOEK Mpu MpoBepKe
NOAMMCU MPOU3BOAMUTD HE HYXKHO.

3.7.1. MpoBepKa NoanucK AOKYMEHTa € NomMmoLbio macTtepa lNMposepka u pacwmndpposaHue
1. OTKpbITb pasgen LOKYyMeHTbI.
2. Bbibpatb macTtep MpoBepKa u pacwndpposaHue.

3. A06aBUTb JOKYMEHTbDI.

4. Pe3ynbTaTbl NpoBepKu byayT Ha 3kpaHe (Moanucb noaTBep)KAaeHa unu MNoanucb He
noATBepKaeHa).

3.7.2. TlpoBepKa nognucu AOKYMEHTa Yepe3 KOHTEKCTHOe MEeHIo

1. OTKpbITb pasgen LOKymeHTbl.
2. B Apxwuse Bbi3BaTb KOHTEKCTHOE MEHIO Y HYXKHOro danna.

3. Bblbpatb lo6aBuTtb B — MpoBepKa u pacwmpposaHue.
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4. Pe3ynbTaTbl NpoBepKM byayT Ha 3KkpaHe (Mognucb nogrsepaeHa uav Mopgnuce He
noAaTBepyKaeHa).

3.7.3. Pe3synbtart onepauuu

B oKHe pe3ynbTaToB onepauuin mactepa MpoBepKu mn pacwmdppoBaHua OyayT 3arpyeHHble
daiinbl. Mpy OTKPLITUN KOHTEKCTHOIO MEHI0 ByayT AOCTYNHbI caeayolme GyHKLUK:

e npocmoTpeTb CBOCTBA AOKYMEHTA — MHPOpMaLMA O NOAMNUCK U cepTUdMKaTe NOAMNUCH;
e Konuposatb B nanky Apxus — daiin 6yaeTt ckonuposaH B Nanky Apxms;

e [Jlo6aButb B — OTKpoeTcA cnucok mactepoB Moanucb M wudposaHue, Mposepka u
pacwudpoBaHUe, a TakKe NPoPUAN NOANUCH;

e Ypanutb — o¢aliin byaeTr yAanéH c ycTpoicTBa. [Na OTMEHbl HYXXHO HaxaTb Ha
BCM/bIBAlOLLLEE OKHO CBEPXY.

Mpu HaxaTuM Ha alin oTKpotoTca CBOMCTBA AOKYMeHTa: uHPopmauusa O Noanucu U
cepTudmKaTe nognucu.

3.8. PacwundpoBaHme AOKyMeHTa

Ona pacwmnopoBaHus y Bac B xpaHuauwe JIMYHbIX CepTUPMKATOB AO/KEH ObITb cepTUPUKAT C
NPUBA3AHHBIM K HEMY 3aKPbITbIM K/IKO4OM, KOTOPbIN Bbln BbiIOpaH B KavecTBe cepTudmKaTa nosyyaTens
npu WndpoBaHmu.

Ona pacwmndpoBaHUs HYKHO BbIOPATb 3alindpoBaHHbIe Gaiibl C paclMpPeHMeEm .enc.
3.8.1. PacwudpoBaHue JOKYMeHTa ¢ NOMOLLbIO macTepa MposepKa u pacwumdpposaHue

1. OTKpbITb pasgen LOKYMEHTbI.

2. Bbibpatb macTep MpoBepKa M pacluMpoBaHue.

3. [ob6asuTb AoKYMeHT. HauHETCcA onepauns paclndpoBaHma.

4. BBecT Nnaponb U HaXkaTb OK.

5. Pe3ynbTaTbl NpOBEPKU ByayT Ha aKpaHe (pacwmndpoBaHHbIN paiin nnm OwmnbKa).

OwmnbKa 03HAYAET, YTO Ha YCTPOMCTBE OTCYTCTBYET INYHbIN CEPTUDMKAT C NPUBA3AHHBIM K HEMY
3aKpbITbIM K/IIOYOM, B aZLpec KOTOPOro NPoUCXoauno WnudposaHue.

3.8.2. PacwmdppoBaHMe JOKYMEHTA Yepe3 KOHTEKCTHOE MEHI0

1. OTKpbITb pasgen JOKYMEHTbI.
2. B ApxuBe Bbi3BaTb KOHTEKCTHOE MEHIO Y HY}KHOrO daina.
3. Bbibpatb flo6asuTb B — MNMpoBepKa u pacwumndposaHue.

4. BsecTv naposb 1 HaxaTb OK.
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5. Pe3ynbTaTbl NpoBEpPKKU ByayT Ha aKpaHe (pacwmndpoBaHHbIN paiin nnm OwmnbKa).
3.8.3. Pe3ynbrart BbINO/NIHEHUA onepaLun

B okHe pe3ynbTaToB onepaunit mactepa MpoBepkn n pacwmneppoBaHma 6yayTt pacwindpoBaHHbIe
daiinbl. Mpy HaXKaTUM Ha KOHTEKCTHOE MEHK0 MOXKHO:

e u3yynuTb CBOMCTBA AOKYMEHTA (HasBaHMe AOKYMeEHTa, TUMN, pasmep, AaTa CO34aHus U
N3MEHeHWsA, NyTb);

e Konuposatb B nanky Apxus — daiin 6yaeTt ckonuposaH B Nanky Apxms;

e OTKpbITb B... — OTKpPOETCA CNMCOK MacTepoB Mopnucb U wudposaHue, MNMposepKa U
pacwudpoBaHUe, a TakKe NPoPUAN NOANUCH;

e Ypanutb — dalin byaet yaanéH c yctpoicTaa.
3.9. Conoagnucb (a06aBneHmne nognucu K daiiny)
Ytobbl MNoOANUCHLIBAaTb [AOKYMEHTbI 3/IEKTPOHHON MOAMUCHLIO, HYMKHO YCTaHOBUTbL B JIMyHoe

XpaHunnuue cepmchKaT C NpnBA3aHHbIM K HEMY 3aKPbITbIM KJ1HOYOM.

Bbl moxkeTe g06aBnATb NOANUCH K YXKE noanucaHHomy dainny.

[Ona storo 8 mactep MNognuck 1 wndposaHume 3arpysnTe Ganibl C paclwMpeHnem .sig, , .p7s, .sgn,
.sign, .bin c ycTtpoiicTea.

Ona Bcex AobaBneHHbIX NoAnucelt HaCTPOMKK, TaKMe KaK KOAMPOBKA M BUA, UCMONb3YHOTCA NO
YMONYAHMIO, KaK A5 NepBOM NOAMUCH.

CTaHgapT noAmnucu, UCNoJib30BaHME LITAaMMNOB BPeMeHM, cepTUdMKaT NoAnucu, Katanor Ans
COXPaHEeHUs NOAMMCAHHOTO AOKYMEHTA Bbl MOXETe HaCTPOUTb B Npoduae NoAnUCU UAM B HAaCTPOMKax
onepaumuit B macTtepe.

3.9.1. Kak go6asutb noanucb, ucnonbsya npopuab noanucu

1.O07KpbITb pasgen [LOKymMeHTbl.

2.BbIbpaTb HYXKHbIM NPodUAb NOANUCH.

3.BbibpaTb cepTUdUKaT NoANmCK.

4.106aBUTb yKe NnoaNnUCaHHbIe AOKYMEHTbI C YCTPOMCTBA.
5.Ha»kaTb Ha BbInoNAHUTD.

6.BBectn naponeb.
3.9.2. Kak go6asutb nognucb, ucnonb3ya macrep Mognucob u wudpposaHue

1. OTKpbITb pa3aen JOKYMeEHTbI.
2.HaxaTtb Ha macTtep Mognucb 1 wndposaHue.

3.3a4aTb HacTpoiikm npoduns (onepaymsa NMoaNUCb U UHbIE NapameTpbl).
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4.BblbpaTtb cepTMdUKaT noanucu.
5.006aBuTb yXKe NognMcaHHble AOKYMEHTbI C YCTPOMCTBA.
6.HaxaTb Ha BbINONAHUTD.

7.BBectn naponb.
3.9.3. Kak go6asutb noanucb K ¢panny, pacnonoxkeHHomy B 610ke Apxms

1.O07KpbITb pasgen [LOKymeHTbl.

[
2.HaxaTb Ha KOHTEKCTHOE MEHI0 NOAMNMUCAHHOIO AOKYMEHTA. H

3.Ha»kaTb Ha OTKpPbLITD B....

4.Bbibpatb Moanucob u wudpposaHue.

5.YKa3aTb HacTponKkM npodunaa Nnoanunucu 1 Boibpatb ceptuduKaT nognucu.
6.BbINONHUTD.

7.BBectn naponb.
3.9.4. Pe3ynbTtart BbINO/IHEHUA onepaLun

B oKkHe pe3ynbTaToB onepaumin mactepa Moanucu u wudposBaHua byayT nognucaHHble dpainbl.
MpY OTKPBITUM KOHTEKCTHOTO MeHH0 ByayT AOCTYNHbI cneaytowme GyHKUUK:

e npocmoTpeTb CBOMCTBA AOKYMEHTa — MHGOPMaLUMs O NognNucK u ceptTuduUKaTe NoANUCH;
e OTKpbITb — daiin oTKpoeTca B macTepe Mposepka u pacwmdppoBaHue;

e [06aBuTb B — OTKpOeTCA CnMCOK macTtepoB Moanucb u wudposaHue, MposBepKa u
pacwmudpoBaHue, a TakKe Npoduan nognucu;

e VYpanute — doann b6yaetr yaanéH c ycrpoiictsa. [nA OTMEHbI HYXHO Ha)KkaTb Ha
BCM/IbIBAOLLLEE OKHO CBEPXY.

Mpun HaxaTum Ha dakin oTKpototca CBOMCTBA A[OKYMeHTa: uHPOpmaums O noanucu u
cepTudmKaTe noanmcu.

3.10. CHsatme nognucu c Ppaiina

Ona cHATMA noAnucKM AOCTaTOYHO BblOpaTb dainbl ¢ pacwmpeHunem .sig, .p7s, .sgn, .sign, .bin
KOTOpble COAEP’KAT 3NEKTPOHHYIO NoAnUcb. HUKAKMX AOMONHUTENbHBLIX HACTPOEK MPOU3BOAUTL He
HYKHO.

3.10.1. CHATHe nognuck ¢ ¢paina c nomoLbio mactepa MposepKa 1 pacwndposaHue

1. OTKpbITb pasaen JOKYMEHTbI.
2. OTtkpbITb MmacTep MpoBepKa u pacwumpposaHue.

3. [o6aBuTb AOKYMEHTDI.
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4, HakaTtb Ha dain.

5. B oTKpbiBWeEMCA OKHe CBOMCTBA A0KYMeHTa BbibpaTb MoKasaTb opuruHan.
3.10.2. CHATUe noanuck ¢ paina yepes KOHTEKCTHOE MEHI0

1. OTKpbITb pasgen LOKYMEHTbI.

2. OTKpbITb KOHTEKCTHOE MEeHI0 MOAMUCAHHOrO AOKYMEHTa, PAcno/IOXKEHHOro BO BK/ajKe
Apxwus.

w

BbibpaTb lo6aBuTb B — MpoBepKa u pacundppoBaHue.
4. HaxaTtb Ha daiin.

5. B oTKpbiBlEeMcA oKHe CBOMCTBA AOKyMeHTa BbibpaTb MoKasaTb opuruHan.
3.10.3. Pe3ynbTat BbINONIHEHUA ONepauun

an HaXXaT Ha KOHTEKCTHOEe MEeHI0 MOXKHO:

e u3yynTb CBOMCTBA AOKYMEHTA (HasBaHMe AOKYMEHTA, TUMN, pasmep, AaTa CO34aHUA U
N3MeHeHMA, NyTb);

e Konuposatb B nanky Apxus — daiin 6yaeTt cCkonnmposaH B Nanky Apxms;

e [Jlo6aButb B — OTKpoeTcA cnuMcok mactepos Moanucb u wudposaHue, MNMposBepka m
pacwudposBaHue, a TakxKe npoduan nognucu;

e Yaanutb — daitn byaeTt yaanéH ¢ ycTpoicTaa.
3.11. MpAamble rpynnosble onepayuu
Bbl MmoXKeTe BbINONHATL NOAMNWUCH, apXMBUpPOBaHWE U LWNGPOBaHME 33 OAHY onepauuto. OTo byayTt
npsamble rpynnoBble onepaunn. OHM BbINoHAIOTCA B MacTepe MNoanuck u wndpoBaHue.

Bbl MmoXkeTe KOMBUHMPOBaTL ONepaLmn U BbIbpaTb OHY U3 KOMBUHALWIA:

e [oanucb M apxMBUpPOBaHWE — AOKYMEHT CHayana NoAnMCbiBaeTcAa, 3aTeM apXMBUPYeTCs;

e Moanuce n wWndpoBaHUe — LOKYMEHT CHavyana NoANMCbIBaeTcA, 3aTem WwWudpyeTcs;

e ApxmnBMpoBaHue n WndpoBaHNe — LOKYMEHT CHayala apXMBMUpPYeTCs, 3aTem WndpyeTcs;

e Moanucb, apxvBMpoBaHWE W WNPPOBAHME — AOKYMEHT CHayana MOANWUCLIBAETCA, 3aTeM
apxuMBupyeTcs, NoTom WwudpyeTca.

BAXHO! Yto6bl nognucbiBaTb M 3aWMPpPOBbIBAaTb AOKYMEHTbl, Yy Bac AO/KHA OblTb
AeNcTBUTEeNbHAA NLEH3UA Ha KpunTtonposanaep Kpuntollpo CSP.

Y106bI NOANMUCLIBATL LOKYMEHTbl 3/IEKTPOHHOW MOAMWUCHIO, HYXHO YCTaHOBUTb B JIM4YHOe
XpaHuauLwe cepTMdUKaT C NPMUBA3AHHBIM K HEMY 3aKPbITbIM K/THOYOM.

Y106bl WKPPOBATb AOKYMEHTbI, HYXHO YCTAHOBWUTb B XpaHuauwe [pyrne nosab3oBaTenu
ceptTudmKar.

CtpaHunua 19 ns 32



KTAN.00102-13 92 04. KpunTtollpo CSP. KpuntoAPM IOCT 3. PykoBoacTBO Noab3oBaTenda. ABpopa

3.11.1. Mpambie rpynnosbie onepauyun B macrepe NMognuco 1 wndposaHue

1. OTKpbITb pasgen JOKYMeHTbI.

2. OTtKpbITb macTep Mognucb u wugpposaHue.

3. OTKpbITb HACTPOMKN NPOPUANSA, yKa3aTb HYXKHble ONepaLmn 1 UX napameTpbl.

4. BblbpaTb ceptuduKat/ceptudukaTbl (cepTuduKkaT Ana nognucaHma 4OKYMEHTOB, cepTuduKat
ANA WNPPOoBaAHNA LOKYMEHTOB).

5. [o6aBuTb OKYMEHTbI C YCTPOMCTBA.

6. HaxXaTb Ha BbiInOAHUTD.

7. BecTu naponb u HaxkaTb OK.
3.11.2. Mpamble rpynnosble onepauuu B npodpuae nognmucu

1.O07KpbITb pasgen [LOKymMmeHTbl.
2.BbIbpaTb HYXKHbIM NpodUab NOANMUCK, B KOTOPOM 334aHbl ONEepaLyMm U HACTPOMKKN onepaLmi.

3.Bbibpatb cepTuduKaT/cepTndukatol (cepTuduKaT gnsa noanmucaHna 4OKYMEHTOB, cepTudukaT
AnA WndpoBaHUS JOKYMEHTOB).

4.006aBUTb AOKYMEHTbI C YCTPOMNCTBA.
5.Ha)kaTb Ha BbINONAHUTD.

6.BBecTn napoab 1 HaxkaTb OK.
3.11.3. Pe3ynbTat BbINONIHEHUA OoNepauun

B oKkHe pe3ynbTaToB onepaumit mactepa Moanucu u wudpoBaHua byayT noagnuncaHHble Gpainbl.
MpY OTKPBITUM KOHTEKCTHOTO MeH0 ByayT AOCTYNHbI cneayowme GyHKUUK:

e npocmoTpeTb CBOMCTBA AOKYMEHTA — Ha3BaHMWe, [aTa CO34aHMA U U3MEHEHWA, TN
[LOKymeHTa, dopmart, pasmep, NyTb;

e OTKpbITb — daiin oTKpoeTca B macTepe Mposepka u pacwmdppoBaHue;

e [lo6aButb B — OTKpoOeTcA cnucok mactepoB Moanucb v wudposBaHue, MpoBepka u
pacwundpoBaHue, a TakKe NPoPUIN NOANUCH;

e VYpanute — doann 6yaetr yaanéH c ycrpoiictsa. [OnA OTMEHbI HYXHO Ha)KkaTb Ha
BCMN/IbIBalOLLLEE OKHO CBEPXY.

Mpu Haxatum Ha ¢ann oTKpotoTca CBOMCTBA AOKYMEHTa: Ha3BaHWe, fgaTa Co34aHus U
M3MeHeHuA, TUN AOKyMeHTa, popmar, pasmep, NyTb.

3.12. O6paTHble rpynnoBble onepayuu

Bbl MmoXKeTe BbIMONHATL paclmndpoBaHne, pa3apxMBMpPOBaHUE, MPOBEPKY U CHATME nognucu. Ans
MX BbINONHEHWA NpeAHa3HayeH mactep MpoBepKM U pacliMdpoBaHUS.
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BAXHO! YT106bI npoBepATb NoAnucb M paclindpoBbiBaTb AOKYMEHTbI, Y Bac Ha YCTPOWUCTBE
OONXKHA ObITb AeMCTBUTE/IbHAS NMLLEH3UA Ha KpunTonpoBanaep Kpuntolpo CSP.

YT106bl pacwndpoBbIBaTb SOKYMEHTbI, HYKHO YCTaHOBUTb B JIMYHOE XpaHuauwe cepTuduKat ¢
MPUBA3AHHBIM K HEMY 3aKPbITbIM K/OYOM.

Mo uToram NPoBEPKU NOAMNUCAHHBIX AOKYMEHTOB B CMMUCKE BbIBOAUTCA MHDOPMALIMA O NOAMNMUCH.

[na BbiNnoNHEHWUA 06paTHbIX onepaunin Bbibop Npoduns NoanmMcM U HACTPOMKa NapameTpos
onepauui He TpebyeTcs.

1.
2.
3.
4.

OTKpbITb pasaen [LOKyMeHTbl.
OTKpbITb MacTep MpoBepKa u pacwumndpoBaHue.
BbibpaTbh 4OKYMEHT.

BBecTn naponb 1 HaxkaTb OK, ecnu dain 6bin 3awmndpoBaH.

Ha Bknagke MMpoBepka M pacwmopoBaHue OTObBparkatoTca Xo4 W pe3ynbTaTbl BbIMNOJAHEHUS

onepaunii:

Mognucb noaTsep)KAeHa O3HAYyaeT yCnelwHyl MNPoBepKy MoAnuMcuM — noAnucb 6bina
co3gaHa AN1a NPOoBePAEMOro AOKYMEHTa, B MOCAEAYIOWEM AOKYMEHT He 6bin1 U3MEHEH.

Mopanucb He noarsepXxpaeHa O3HA4YaeT, Y4YTO Ha yCTpOVICTBe OTCYTCTBYET NNYHbIN
CepTMd)MKaT C NPUBA3AHHbIM K HEMY 3aKPbITbIM KZ1HO4YOM, B agpec KOTOPOro npomncxognno
LLIMd)pOBaHMe, nnbo noanncb He noAaTBepXKAeHa.

B OKHe pe3ynbTaToB onepaumin mactepa Mposepku M pacwudpoBaHua OyayT 3arpy’KeHHble
dannbl. Mpy OTKPBLITUN KOHTEKCTHOTO MEH0 ByayT AOCTYNHbI cneayowme GyHKUUK:

npocmoTpeTb CBOMCTBA AOKYMEHTa — MHGOPMaLMA O NogNucK 1 cepTuduUKaTe NoANUCH;
KonuposaTtb B nanky Apxus — ¢aiin byaet ckonMposaH B Nanky Apxums;

[o6aButb B — OTKpoeTca cnucok mactepos Moanucb u wudposaHue, MposepKa u
pacwudpoBaHue, a TakKe Npoduan nognucu;

Ypanute — odanin byaetr yaanéH c ycrpoiicta. [OnA OTMEHbI HYXHO Ha)KkaTb Ha
BCM/IbIBAOLLLEE OKHO CBEPXY.

Mpwn HaxaTum Ha dakin oTKpototca CBOMCTBA A[OKYMeHTa: uMHPOpmaums O noanucu u
cepTudmKaTe noanmcu.
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4. Ceptudpukarol

Ona Toro ytobbl Nonactb B pasgen CepTuduKaTbl, HY)KHO B HUKHEN NaHenu BblbpaTb pasgen
Ceptudukarbl. Mpu HaxkaTUM Ha KHOMKY ELWLE OTKpbIBAETCA CMMCOK BCEX Pa3ae/ioB.

Pasgen coctouT 13 AByX BKNaAoK: flobaBneHne ceptuPpmMKaToB 1M CNUCOK CepTUHUKATOB OAHOO
N3 XpaHuauL,

Dob6aBneHne cepTMPUKaATOB NO3BOMAET CO34aTb 3aNpOC Ha cepTUPMKAT MU MMNOPTUPOBATb
ceptudukar 13 daina.

B NnpaBoOM BEPXHEM MEHIO MOXKHO NepeKNoYaTbCA MmexXay CNUCKaMn XPaHUANLL:

e JlnyHble cepTUPUKATbl — O/1A YNPABAEHUA NIMYHbIMU CepTUDUKATAMM, Y KOTOPbIX eCcTb
NPUBA3KA K 3aKPbITOMY K/OYY;

e CepTuduKaTbl ApyrMx nonb3osBatened — cepTUPUKATbI, OTKPbLITbIE KAOUM KOTOPbIX
YCTaHOB/IEHbl Ha YCTPOWCTBO U B aAPeC KOTOPbIX MOXHO WKdPOBaTb OKYMEHTbI;

e YpoctosepAlOwWwME LEHTPbl — A/1A YNpaBieHUA  [OBEPEHHbIMU  KOPHEBbIMU
ceptudukatamm;

e Cnucku oT3blBa — A/1A YNPaB/IEHUA CMTMCKaMM OT3biBa CePTUDUKATOB;
e 3anpocbl — Aas ynpaBAeHMA 3anpocamn Ha cepTUDMKaT;
e Knwoun — anAa OTO6pa)KeHMﬂ KNnr4eBbiX KOHTeﬁHepOB.
e Yepes drop-down mMeHIO MOXHO:
e BbibpaTtb cepTUdMKaTbl — OTKPOETCA CMUCOK CEPTUPUKATOB;
e [OMUCK — MOKHO BBECTM Ha3BaHWe AOKYMEHTA UK cepTudmKaTa AN ero Nnoucka;
e O6HOBUTb pa3aen U CNUCOK CEPTUPUKATOB.
4.1. YcTaHOBKa IMMHOro ceptudukara
Ecnn y Bac cepTudmKaT Ha 3aWMWEHHOM HOCUTENE MU B JTIOKA/IbHOM XPaHUAMULLE YCTPOICTBA, TO

BOCMO/Ib3yMTECb MHCTPYKLUMEN NO YCTAaHOBKE CePTUOUKATA U3 KNOYEBOTO KOHTENHEPA.

Echm y Bac ecTb cCreHepupoBaHHbIA 3aKpbITbIA  KAKOY W Bbl NOAy4YMnM ceptudukaT B
YAocToBepAoWweM LLEHTPE, TO 418 YCTAaHOBKM cepTMdMKaTa BOCNONb3yUTECh MHCTPYKLMEN NO YCTaHOBKeE
cepTUdUKaTa C NPUBA3KOM K KNOUEBOMY KOHTEMHEPY.

Mepen nmnoptom nMYHOro ceptudmkata ybeamtecb, YTO Yy Bac AENCTBUTENbHAA NULLEH3MA Ha
Kpuntonposanaep Kpuntolpo CSP.

MpumeyaHue: pns Toro 4Ytobbl CEPTUPUMKAT Obln  AENCTBUTENbHbLIW, Yy Bac [AOJ/IKHbl ObiTb
YCTaHOB/IEHbl KOpHEBble cepTUdUKaTbl YL M aKTyanbHbIN CNMCOK 0T3biBa cepTudukatos (COC).
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4.1.1. YcraHOBKa cepTudUKaTa U3 KAIOUEBOro KOHTeliHepa
[aHHbIM cnocob BO3MOMKEH, eciin cepTUdPUKaT NPUCYTCTBYET B KOHTelHepe. MHave ¢yHKUUA
yCTaHOBKM ByaeT HegoCTynHa.
1.MoaKNoUnTL 3aWMLLEHHBIN HOCUTENDb K YCTPOWUCTBY.
2.071KpbITb pasgen Ceptudpukarbl.
3.B npaBom BepxHEM MeHI0 BblbpaTb XxpaHunumue Knroun.
4.BbI3BaTb KOHTEKCTHOE MEHIO Y HYXKHOIO KOHTenHepa.
5.BbibpaTtb YcTaHOBUTDL cCepTUPUKAT.
6.Mpn HEOH6XOAMMOCTM BBECTM NAPOJIb K KNHOYEBOMY KOHTEMHEPY.
CepTUdUKAT YCTAHOBNEH B JIMYHOE XPaHWUAULLE M OTOBpaKaeTcAa B CNUCKe. Tenepb Bbl MOXKeTe
noAnNucbiBaTb M PaclmMdpoBbIBaTb JOKYMEHTbI STUM CePTUPUKATOM.

4.1.2. YcraHOBKa cepTudUKaTa C 3aKpbITbiM Kaouom us daiina .pfx

1.OTKpbITb pa3aen Ceptudpukarbl.
2.HaxaTtb Ha UmnopT u3 ¢painna.
3.B darinosom meHezaKepe BbibpaTb pann cepTnudmKkaTta .pfx.
4.BBecTv Naponb K KoHTelHepy pfx.
5.3apaTb HOBbIN NApPOb K KNKOYEBOMY KOHTENHEPY.
CepTUPMKAT YCTAHOBNEH B JIMYHOE XpaHuAuue un otobpaxkaeTca B cnucke. Tenepb Bbl MoXeTe
noANUCbIBaTb U PaclmMdpoBbIBaTb JOKYMEHTbI STUM CepPTUPUKATOM.

4.1.3. YcraHOBKa cepTudUKaTa C NPUBA3KOM K KNIOUEBOMY KOHTeliHepy

1.OTKpbITb pasaen CeptuduKkarbl.
2.HaxaTb Ha UmnopT u3 daiina.
3.B daiinosom meHeaKepe BblbpaTbh Ppann ceptuduKaTa .cer unm .crt.

CepTnduKaT yCTaHOBNEH B /IMYHOE XpaHMAULLE M OTobparkaetcs B cnucke. Tenepb Bbl MOXKeTe
NOANMCLIBATb M pacmndpPOBbIBATL AOKYMEHTbI 3TUM CEPTUDUKATOM.

4.1.4. YcraHoBKa ceptuduKarta c nomoubio QR-Kkoaa

1. YcraHosutb Kpmntollpo CSP 5.0 R3 Ha KomnbloTep.
2. 3anyctutb ytuauty UHcTpymeHTbl Kpuntollpo.
3. B cnucke BbibpaTtb pasgen CeptuduKaTbl.

4. Bblgenntb HYXHbIM CepTUPMKAT M  HaKaTb HA KHOMKY IKCNOPTUPOBATb KJIOYM.
CepTndurKaT noanucu fonxeH bbiTb SKCNOPTUPYEMbBIM, B MPOTUBHOM C/ydae KoY Helb3A
byaeT nepeHecTML.

5. B nossuBwemca okHe Beog napons Ha PFX nponyctuTb, BBOAUTb He 0653aTe/IbHO.
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6. BbibpaTb onuuio IkcnopTuposaTtb PFX B QR-Koa,.

7. B Bbinagatowem meHio Bbibepute npunoxeHme ykasatb KpuntoAPM IFOCT 3.
8. BBecTv Naposib Ha KOHTeNHep 1 HaxaTb Ha OK.

9. 3anyctutb KpuntoAPM IOCT 3 Ha cmapTdoHe.

10. OTKpbITb pasgen CepTuduKarol.

11. BbibpaTtb flo6aButb c QR-KoAa.

12. Mpu HeobxoaMMOCTU AaTb pa3peLlleHne NPUIONKEHUO CHUMATb GOTO 1 BUAEO.
13. OtckaHMpoBaTb QR-KOA € 3KpaHa KoMNbloTEpa.

14. HazHauynTb NApONb HA KOHTEeMHep.

15. BBecTn Nnaponb ANA KOHTEMHEPA U HaxKaTb Ha OK.

16. BBect naponb Ha PFX (cm. n. 6, AaHHbIN Napo/ib MOXKeT ObITb HE 3aZaH NPU 3KCNopPTE) U
Aanee.

CepTVId)MKaT ycnewHo yCTaHOB/EH M TOTOB AO/14 noAnUCaHUA U paCLLIMd)pOBaHMﬂ 3NNEKTPOHHDbIX
AOKYMEHTOB.

4.2. YcTaHOBKa KOPHEBOro U NPOMEXYTOUHOro cepTUPUKaToB

YCTaHOBUTbL KOPHEBOW MWW TMPOMENKYTOUYHbIA CEPTUDMKAT Bbl MOXETE B XpaHWIuULLe
Ypaocrosepsowme LeHTpbl pa3gena Ceptudpukarol.

1. OTKpbITb pasgen CeptuduKarbl.

2. B npaBom BepxHem MeH0 BbibpaTb xpaHuauuLe YAoCTOBEpAIOLWMNE LLEHTPDI.
3. HaxaTb Ha KHonky UmnopT u3 daiina.

4. BbibpaTb 3arpy3uTb u3 ¢paina.

5. B ¢annosom meHepxepe BbibpaTth paiin ceptudmkara.

6. MoaTBepamMTb 3aNpOC HA YCTAHOBKY cepTudumKara.

MpM ycnewHoM uMnopTe cepTUOMKAT MNOSABUTCA B CNUCKE XpaHuauwa Yaoctosepstiowme
LLeHTPbI.

4.3. Co3paHue 3anpoca Ha cepTudUKar

YTobbl MNONYYUTb JNINYHBIA CcepTUOUKAT ANA BbINOAHEHMA KpunTorpaduyecknx onepaLunii,
HeO6XO,CI,MMO C034aTb 3anpocC Ha CepTMd)MKaT M HaNpaBUTb €ro Ha pPpacCMoOTpeEHNE B yp,OCTOBGpﬂPOLLI,VIVI
ueHTp (YU).

1. OtkpbiTb pasgen CeptTuduKarol.

2. HaxaTb Ha 3anpoc Ha cepTUPUKaT.
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3. MMpu Heobxoammoctn BbibpaTb LWabnoH ceptudukata — Mo ymonuaruio / Ceptudmkat
K3N UM / Ceptudukat K3M dumsmnueckoro nmua / Ceptudukart K3MM opuamnyeckoro nmua /
LLla6n10H ¢ pacluMpeHHbIM CIMCKOM NOJEN.

4. MMpu HeobXxoAMMOCTU aKTMBUpPOBaATb onumio Co3aaTb KaK CAaMoNoANUCAHHbIN.

5. 3anonHutb cBeaeHuAa o Bnagenvue. Habop noneit meHseTca B 3aBUCMMOCTU  OT
BblOpaHHOro WabnoHa.

6. YKasaTb napameTpbl K/KOYA: a/ITOPUTM, Ha3HAYeHWe Ka4a W BO3MOMKHOCTb €ro
9KCNOPTUPOBaTb (4aHHAA ONUMA MO3BOJIUT 3IKCNOPTUPOBATb CepPTUOMKAT BmMecTe C
3aKpbITbIM KNHOYOM AN NepeHoca Ha Apyroe yCTPOMCTBO).

7. MNpn HeobxoanMMOCTU BbIOPaTb NCNOIb30BaHUE KJloUYa M Ha3HaueHue ceptudukara.
8. HaxaTb Ha MoaTsepAUTb.

9. HaXumaTb Ha 3KpaH B paHAOMHOM NoOpAAKe, NOKa KAty He byaeT co3gaH.

10. Beectn 1 noaTBEPAMTL NAPOAb, Ha*KaTb Ha OK.

Ha ocHoBe yKasaHHbIX AaHHbIXx GOPMUPYETCA 3aNpoc Ha cepTUUKAT, KOTOPbIN oTobparkaeTcs B
XpaHuauwe 3anpocbl. MOXXHO M3y4nTb €ro CBOMCTBA, SKCMNOPTUPOBATL UAW YAANNUTD.

CospaHHbId  dalin  3anpoca Ha cepTuduMKat caegyeT HanpaBuUTb Ha pPacCMOTPEHME B
Yaoctosepstowmii ueHtp (YU). MonydeHHbit 13 YU, cepTnudmkat cnegyet MMNopTMpoBaTb Anaa paboTbl B
NPUNOXKEHUMN.

4.4. Co3paHue camonoanucaHHoro ceptudumkara

CamonoanucaHHbIi cepTUPUKAT — cepTUdUKaT, M34aHHbIA CcamMm Monb3oBaTenem, 6es
obpallleHns K OOoBEpeHHOW cTopoHe — YaocTosepsawolwemy ueHTpy. CamMonoAanucaHHbIi cepTudUuKaT
ABNAETCA OAHOBPEMEHHO /IMYHbIM M KOPHEBbIM (yCTaHaBAMBaeTCcA B JIMUHOE XpPaHUAULLE CepTUPUKATOB
1 [loBepeHHble KOPHEBbIE LLEHTPbI cepTuduKaumn).

CamonoanucaHHble cepTudUKaTbl UCMONAb3YOTCA AN ObMeHa  3aWWMPPOBAHHBIMU - UK
NOAMNUCAaHHbIMU AOKYMEHTAMU MeXAy N0AbMU, AOBEPAOWMMM APYr APYry, Hanpumep, OpPy3bamM,
Ko/ineramu.

1. OTKpbITb pasgen CeptuduKarhbl.
2. HakaTb Ha 3anpoc Ha cepTudMKar.

3. Mpu Heobxoammoctn BbibpaTb LWabnoH ceptudmkata — Mo ymonuyaruio / Ceptudmkat
K3N UM / Ceptudukat K3M ¢usmnueckoro nmua / Ceptudukat KIM opuaundeckoro amua /
LLabnoH ¢ pacluMpeHHbIM CIMCKOM NOJEN.

4. AktuBuMpoBaTb onumio Co3paTtb Kak CamonognUCaHHbIN.

5. 3anonHuntb cBeaeHuAa o Bnagenoue. Habop noneit meHseTca B 3aBUCMMOCTM OT
BblOpaHHOro WabsoHa.
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6. YKasaTb napameTpbl KAKOYA: aNropuTM, HaA3HAYeHWE KAYa W BO3MOXKHOCTb €ro
3KCMOPTUPOBaTb (4aHHAA oONUMA MO3BOJIUT 3IKCNOPTUPOBATb CepTUOMKAT BmecTe C
3aKPbITbIM KNHOYOM AN NepPeHoca Ha ApYyroe YCTPOMCTBO).

7. Mpw HeobxoaMMOCTH BblIOpaTb UCMOb30BAHME KAlOYA 1 Ha3HauyeHue cepTuduKara.
8. HaxaTb Ha MoaTeBepAUTD.
9. HaXumaTb Ha 3KpaH B paHAOMHOM NopAAKe, MOKA KAtoY He byaeT co3gaH.
10. Beect 1 noaTBEPAMTb NAPOAb, Ha*KaTb Ha OK.
Ha ocHoBe yKa3aHHbIX AaHHbIX OpPMMPYETCA CAMONOLANUCAHHDBIN cepTUDMKAT.
Mpu ycnewHon reHepauum ceptuduKaTt ycTaHaBAMBaETCA B XxpaHuauLLe JInuHble cepTUPUKATDI.

Mpu reHepaunn camonognmncaHHoro ceptudmKaTa 3anpoc Ha cepTUdUKAT He co3gaéTca.
4.5. UmnopTt ceptudmKaTos Apyrnx Nnosib3oBaTtenien

MmnopT cepTudmMKaTa, KOTOpbIM Obln OTNpaBAeH Bam APYrMm NONb30BaTesNem, NPOUCXO4UT B
pasgen cepTUdMKaToB ApyrMx nonb3osaTtenein. OH HyKeH Ana WndpoBaHNA AOKYMEHTOB B afpec 3TOro
cepTuduKarta. Takoi cepTudmkat uMmnopTmpyetca 6e3 3aKpbITOro Kawua.

1.OTKpbITb pa3gen Ceptudpukarbl.
2.0TKpbITb XpaHunuue CepTuduKaTtbl APYrux Nosib3oBaTenei.
3.HaxaTtb Ha KHonKy UmnopT u3 daiina.
4.B dainoBom meHeakepe BblbpaTb dain ceptnudmkara.
5.MoaTeBepanTb NnomeleHue cepTuduKaTa xpaHuauwe Jpyrux nonb3osarenen (Tekyuiee).
Mpn ycnewHom wumnopTe ceptudMKAT noABuTCcA B XpaHuauwe CepTuduKatbl Apyrux

nonb3oBaTenen.

4.6. YcTaHOBKa CNMUCKa OT3biBa cepTudumKaTos

Cnucok ot3biBa ceptudpmkatos (COC/CRL) — [AOKYMEHT C 3N1EKTPOHHOW MOANUCHIO
YNO/IHOMOYEHHOro N1ua YAOCTOBEPAIOLWLErO LEHTPA, BKAKOYAOWMIN B cebA CNUCOK CePUMHBbIX HOMEPOB
cepTMPUKATOB, KOTOPbIE Ha onpeaeneHHbI MOMEHT BpeMeHu Bbinn 0TO3BaHbI UM AEUCTBUE KOTOPbIX
6b110 BpEMEHHO NPMOCTAHOBNAEHO.

1. OTKpbITb pa3gen CeptuduKarsbl.

2. B npaBom BepxHeM MeHI0 BblbpaTb xpaHuaumwe CNUCKKU OT3biBa.

3. HakaTb Ha UmnopT U3 Paiina.

4. B ¢daiinoBom meHeaKepe BblbpaTbh Ppana cNMcKa 0T3biBa C paclumpeHuem .crl.
5. NoaTtBepautb fobaBneHne cepTudMKaTa B CNUCKM OT3bIBA, HaXKaB Ha BbibpaTb.

Mpu ycnewHom wumnopte COC oTobparkaetcA B xpaHuauwe CNUCKU OT3bIBAa CO CTATyCOM
JelicmeumeneH.
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Mpw BbI30BE KOHTEKCTHOFO MEHIO MOKHO:
e u3yynTb CBOMCTBA CNMCKA OT3blBAa — AaHHbIe O cepTudUKaTe;
e DJKCnopTUpoBaTb — 3KCNOPT cepTudmMKaTa B pann popmaTa .cer;

e Ypanutb — ypaneHue COC c ycTpouncTsa.

4.7. IKcnopTt NMYHOro ceptuduKara

Ona  obmeHa WKWOPOBAHHBLIMM  AAHHBIMM  C  APYTMMM  NOJb30BaTeNAMM  HeobxoaMmo
9KCNOPTUPOBaTb CePTUDMKAT 6€3 3aKPbITOrO KA.

IKcnopT cepTUPMKATA C 3aKPbLITbIM KAHOHOM HYXKEH B CNEAYIOLNX CUTYaLMAX:
® COXpaHeHMe Konun cepTudmrKaTa U CBA3AHHOTO C HUM 3aKPbITOrO KOYa;

e yaaneHne cepTuduKata M ero 3aKpbITOro Kakuya C yCTPOMCTBA A/1A YCTAHOBKM Ha gpyroe
YCTPOWCTBO.

4.7.1. IKcnopTt ceptuduKaTa 6e3 3aKpbITOro Kawua

1. OTtkpbiTb pasgen Ceptudukatbl — xpaHunuuie JinuHble cepTuduKaTbl.
2. Bbi3BaTb KOHTEKCTHOE MEHIO Y HYXKHOTO cepTudUKaTa.

3. BblbpaTb IKcnopTUpoBaTh.

4. BBecTV Napo/ib Ha KOHTENHep.

5. B oTKpbIBLIEMCA OKHE BbIOPaTb HY¥KHble HACTPOMKM (HE IKCMOPTUPOBATb 3aKPbITbIN K/tOY,
TUN KOAMPOBKM). BbIBOP 3KCMOPTa 3aKPbITOrO K/to4a MOXKET 6biTb 3ab6/10KMPOBaH, ecu
K/IOY HE 3KCNOPTUPYEMBIA.

6. MoareepauTsb.
7. BblbpaTb Nanky ANA COXpaHEeHMA 3KCMNOPTUPYEMOro cepTudUKaTa.
8. HasBsaTtb ¢aitn u NogreepaunTsb.

Mpw ycnewHoMm BbINOAHEHUM onepauumn cepTudmKaT akcnopTupyetca B dan popmara .cer.
4.7.2. SKcnopT cepTudMKaTa € 3aKpbITbIM KNKOUOM B KOHTeHep PFX

BaxkHo! Bbl moxkeTe aKcnopTUpoBaTb CEPTUOMKAT BMECTE C 3aKPbITbIM KIOYOM, €CAU KoY
nmeet dnar "akcnoptTupyembin”. B npoTMBHOM ciydae 3Ta PyHKLUMA He4O0CTYMNHa.

1. OtkpbiTb pasgen Ceptudukatbl — xpaHunuue JinuHbie ceptuduKarbl.
2. BbI3BaTb KOHTEKCTHOE MEHIO Y HYXXHOro cepTuduKara.
3. BblbpaTb IKcnopTUpoBaTh.

4. BBecTV Napo/ib Ha KOHTeNHep.
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5.

6.
7.
8.

B oTKpbiBLIEMCA OKHe BblbpaTb HyXKHble HACTPOWMKM (3KCMOPTUPOBATbL 3aKPbITbIN KOY,
TN KOAVPOBKM). BbIGOP 3KCMOpTa 3aKPbLITOrO KAtYa MOXKET 6biTb 3a6/10KMPOBAH, €C/u
KN4 He aKcnopTupyembli. 3apatb Naposb K panny .pfx.

BBecTu naponb K cepTuduKary.
BbibpaTb NanKky AnA COXpaHEeHUs 3KCNOPTMPYEMOro cepTUdUKaTa.

HasBaTb pain 1 MNoaTrsepautb.

Mpw ycnewHoM BbINOAHEHUM onepauumn ceptTudmKaT akcnopTupyeTtca B paiin popmarta .pfx.

4.8. dKcnopt cepTudPuKarta

CepTMduKaTbl  ApyrMx NOMb30BaTeNel, KOPHEBble W  MPOMENKYTOYHble  cepTUdMKaThbI
9KCNOPTMPYIOTCS 63 3aKPbITOro K/toya.

1.

2.

7.

8.

OTKpbITb pasgen CeptuduKarol.

OTKpbITb XpaHunuuwe CepTuduKatbl Apyrux nonb3oBatenei wav Yaocrosepsiowme
LLeHTPbI.

BbI3BaTb KOHTEKCTHOE MEHIO Y HYXHOro cepTudmKaTa.

BbibpaTb IKCNOPTUPOBATD.

YKasatb Tun Koanposku DER nnn BASEG4.

MoaTeepAUTDb.

BbIbpaTb Nanky gnsa coxpaHeHMa 3KCNOPTUPYEMOro cepTudmKaTa.

HasBaTtb ¢ainn n NogreepaunTsb.

Mpu ycnewHoMm BbINOAHEHUN onepauumn cepTudUKaT akcnopTMpyeTtca B pain ¢opmaTa .cer.

4.9. YpaneHue ceptuduKarta

1.

5.
6.

OTKpbITb pa3aen CeptuduKkarbl.

OTKpbITb XPaHWUAULLE, U3 KOTOPOrO HEOBX0ANMMO YAaNNTb cepTUDUMKaT.
BbI3BaTb KOHTEKCTHOE MEHIO Y HYXKHOro cepTudmKaTa.

Mpn HeobxoAMMOCTN YAaNNUTb CBA3AHHDbIN C cepTUPUKATOM KOHTENHEP.
BbibpaTtb YAanuthb.

MNoaTBepAnTb yaaneHue.

CeptuduKaT byaeT ycnewHo yaaneH u3 XpaHuanLLa.
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4.10. KnwoueBble KOHTENHEPDI

B nporpamme oTobparkatoTcA KAOYEBble KOHTEMHEpPbI, PACMO/IOXKEHHbIe Ha YCTPOWMCTBE M Ha
OTUYXKAaeMbIX HocuTenax, Hanpumep, USB-TOKeHax Uan cmapT-KapTax.

4.10.1. Kak nocmoTtpeTb cepTudUKaT B KOHTENHepe

1.Mpun HeoHX04MMOCTN NOAKNOUYNTD 3ALUNLLEHHBIA HOCUTEND K YCTPOWCTBY.
2.071KpbITb pasgen Ceptudpukarbl.

3. OTKpbITb XpaHuauLie Kntouu.

4.HaaTb Ha KOHTelHep.

OTKpoeTcs nHbopmauma o cepTuduKaTe B KOHTENHEpPE.
4.10.2. KaK ycTaHOBUTb cepTUPUKAT U3 KNHOUEBOro KOHTeliHepa

MpumeyaHue: aaHHaA GYHKLMA JOCTYNHA TOIbKO ANA KOHTEMHEPOB, B KOTOPbIX €CTb cepTUdUKaT.
1.Mpun HeoHXx04MMOCTU NOAKNOUYNTL 3ALUMNLLEHHBIA HOCUTENb K YCTPOMUCTBY.
2. OTKpbITb pasaen CeptuduKarbl.
3. OTKpbITb XpaHuauwie Kntoun.
4.BbI3BaTb KOHTEKCTHOE MEHIO Y HY)KHOTO KOHTelHepa.
5.¥YcraHoBuUTb cepTuduKar.
6.Mpn HE0H6X0AMMOCTM BBECTM NAPOJIb K KNHOYEBOMY KOHTEMHEPY.

4.10.3. YaaneHue ceptudpuKara
BAXHO! YpaneHHbIli KOHTEMHEP He NOANEKUT BOCCTaHOBAeHUIO! Bam npuaeTtca nepesbinycKkaTb
cepTudUKar.

1.OTKpbITb pasaen CeptuduKarbl.
2. OTKpbITb XpaHuauiie Kntouu.
3.BbI3BaTb KOHTEKCTHOE MEHIO Y HYXKHOTO KOHTenHepa.
4.Ypannutob.
5.YAanutb cBA3aHHbIN C KOHTEUHEPOM cepTUdUKaT

6.MoaTBepAUTb yaaneHue.

Ona oTmeHbl yaaneHna KOCHYTbCA BEPXHEN NaHe .
4.10.4. O6HOBNEHME CNUCKA KOHTEelHepoB

Ona obHOBNEHUA CNUCKA KOHTEMHepOoB Heobxoammo BbI3BaTb drop-down MeHKO M HaxaTb Ha
O6HOBUTD.
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5. ypHan
Pasgen cogepuT MHPopmMaLmio 06 ONoBELLEHUAX U KYPHaNe COObITUN.

5.1. XypHan

NHpopMmauma o cobbITUAX, NPOUCXOLALLMX B PaMKax NMPUIOKEHUS, 3anncbiBaeTcs B MypHan .
CobbITWA B XKypHaae pasfensatorcsa no ypoBHAM nornposaHus: MHpopmauma n Ownbka.

MHdopmauma BkatoyaeT B ceba Bce coobuleHMa, MHGOPMUPYIOLWLME O AENCTBUSAX, Hanpumep,
onepaunsa nognucu, sKCnopT cepTudmrKarta.

OwwnbKa coobuiaet 06 owmnbKax B paboTe NpUNONKEHUS.

Mpu BbI30BE KOHTEKCTHOINO MEHIO MOXHO IKCNOPTUPOBATb B ¢paitn M COXPaHUTL Ha YCTPOMCTBE.
5.2. Mpocmotp nHpopmauymm o cobbiTum

Ona npocmoTpa noapobHoM MHPOPMALMKM O COBBLITUM HYXKHO HaXKaTb Ha 3anWcb B CMMCKe
)KypHana.

Mpy BbI30BE KOHTEKCTHOIO MEHI0 MHPOPMALMIO O COOLITUM MOXKHO IKCNOPTUPOBATL B daiin.

an HaXXaTnun Ha MOUCK MOXKHO OCyLWwecTBNATb MOUCK NO KNko4YeBbiM C/i0OBaM.

Yepes drop-down MeHIO MOXKHO:

1. BbibpaTb onoBeweHUA — MHOXKECTBEHHbIN BblOOP OMOBELLEHUI, KOTopble B
AanbHeNWeM MOKHO IKCNOPTUPOBATD;

2. ®unbTp — OTKPOETCA OKHO BblibOpa Cneayowmx napameTpos:
e BblbpaTb gaty — BbIOOpP KasieH4apHOM AaTbl AW AMaNa3oH AaT;
e [punoxkeHue — BbibOpP pasgena, B KOTOPOM BO3HUK/IO COObITHE;
e YpoBeHb — BbIOOP YpPOBEHb NOrMPOBaHNA (MHPOpPMaLMa Uan owmnbKa).

Ona oTmeHbl napameTpa GpuUAbTPAUUM HEOOXOAMMO HaxKaTb HAa OTMEHY A8 KOHKPETHOro
napameTpa.

CrpaHunua 30 ns 32



KTAN.00102-13 92 04. KpunTtollpo CSP. KpuntoAPM IOCT 3. PykoBoacTBO Noab3oBaTenda. ABpopa

6. KnoueBble Hocutenu
Paa,u,en coaepxRuT MHd)OpMaLI,MIO no pa60Te C KAno4yeBbiMU HOCUTENAMMA.

6.1. Pa6oTa ¢ 3alMLWEHHBIMU HOCUTENAMM

B mobunbHom npunoxeHmn KpuntoAPM TOCT 3 noapepkuBaetca paboTta C  KAouyeBbiMU
HocuTenamm Yepes Kpuntonposaraep Kpuntolpo CSP:

e PyToKeH 3LiMN 2.0 USB;

e Pytoken 3UMN 2.0 Type-C;

e PytokeH 3UIM 3.0 USB;

e Pytoken 3N 3.0 Type-C;

e CmapTt-KapTta PyTokeH 3LIM 3.0 NFC;

e JaCarta-2 IOCT.

6.2. MNopgknoueHue 3aWMULLEHHBIX HOCUTENEn

BaxkHo! YcTpoicTBO A0MKHO nogaepmnsatb GyHKUMio USB-OTG ans paboTbl ¢ USB-ToKeHamu.

3awmwéHHble Hocutenn USB m Type-C [0CTaTOMHO BCTaBUTb B Pasbem YCTPOMCTBA WU
NOAKNOUYUTDL Yepes NepexoaHuK.

Ona nogknoyeHna cmapTt-Kaptbl NFC Heobxogmmo:
e BKAOUNTb PyHKUMIO NFC Ha ycTpoiicTae;

® [PUIOKUTb CMAPT-KapTy K 3a4Hein naHen yCTpoMCTBa.

6.3. YcTaHOBKa Kaouen

1. 3anyctutb npunoxkeHne KpuntoAPM IOCT 3.

2. TMoAKNo4YNTb 3aLUULLEHHDBIA HOCUTEb.

3. OtkpbITb pasgen Ceptupukartbl — Knroum.

4. YcTaHOBUTb CepTUPMKAT Yepe3 KOHTEKCTHOE MEHHO.

5. OTKpbITbIV KNHOY YCTAHOBMUTCA B XpaHuAuLLe JiInuHble ceptuduKarbl.
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7. InueHsunm

7.1. YcraHoBKa anueHsum KpuntoAPM IOCT 3

[Nna yCTaHOBKM K/tOYA aKTMBALMU IMLEH3UN HYXKHO NepeiTn B pasaen O npunoxkeHuu (Ewé — O
NPUNOXKEHUU — BecTu AnueH3unIo). BBECTU KNKOY aKTUBALMM NMLLEH3MN U HaXKaTb Ha MoaTsepauThb.

Mpwn yCI'IeLLIHOﬁ YCTaHOBKeE obHoBUTCA MHd)OpMaLI,Mﬂ O CTaTyCce U aate Uctev4eHnAa 1nueH3nn.

7.2. YcraHoBKa anueHsum Kpunrtollpo CSP

YCTaHOBKa KAlOYa aKTMBAUMM NULLEH3MW NPOU3BOAUTCA Yepe3 MOJIb30BaTeNbCKUn UHTepdenc
npunoxeHuna Kpuntolpo CSP (HKTAW.00102-03 91 10. Kpuntolpo CSP. PykoBoACTBO agMUHUCTPATOPaA
6esonacHocTn. ABpopa).
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