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1 O PYKOBOJCTBE IIOJIb3OBATEJIA

Hacrogammim mokyMeHT comepXuT omnmcaHue sKkcinryaTtanym "KpunroAPM", yHusepcais-
HOT'O IIPOrPaMMHOIO CPeZCTBA IS I POBAHMS M JIEKTPOHHOVI IIOIIVICY JTaHHBIX.

PyKOBOZICTBO IIpeTHa3HAUeHO IS IIVPOKOTO Kpyra IojIb30BaTeslert. B HeM oOBsICHSIOTCS
OCHOBHBIE ITOHSATMS B oOJIacTy Kpurrrorpadmueckort 3ammTsl MHpOpMarm, oapodbHo omnm-
cbIBaeTcs paboTa ¢ caMoVi IIPOrpPaMMOVL, OT YCTAaHOBKM ¥ HACTPOVIKM 0 KOHKpeTHBIX 3amad. C
IIOMOIIIBIO IIPOrPAMMBI BBl CMOYKeTe ITOMIVCHIBATh JIEKTPOHHOV ITOIICHIO JOKYMEHTHI U IIPO-
BEPSITh ee KOPPEKTHOCTh, M@ poBaTh M pacmmdpoBbiBaTh darvibl, padborars ¢ 11 pOBEIMI
cepTudMKaTaMI 1 MHOTO€ IIPYTOe.

Marepwna pacrioslaraeTcst o npuHIMIy «3amada -> Perenne». OmvicaHne compoBoX/a-
eTCs IIpuMepaMyl, WUTIOCTpamsMn U Ttofckaskamu. [1onp3yiiTech TOMCKOM MO TEKCTY PYKO-
BojctBa (Ctrl+F), 310 BaM OMOXKeET OBICTPO HANTH HY)KHBIN pa3/eil.
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2 BBEIOEHUE

OBUIVE CBEOEHWMS O IIPOTPAMME

IIIndposanme

mmdposBaHue U pacidpoBaHe OTAeIbHBIX (PallIoB, ITaKeTOB 1
apXVBOB JaHHBIX;

nepemmdposaHue daiia B apec M3MEHEHHOTO CITVCKa IToJTyYa-
TeJieu;

pasMep mmdpyeMbIX JaHHBIX OrpaHIYeH TOJIBKO parijIoBO CH-
CTEeMOTI V1 JOCTYITHBIM CBOOOHBIM MECTOM;

OITHOBpeMeHHOe I poBaHyie HeOrPaHNYEeHHOTO KOJIIecTBa
daiios;

yIasieHvie MCXOIHOTO dparia IocsIe mmdpoBaHys, B T.4U. TapaHTUPOBaHHOe yIaJIeHue;
mmdgposaHme JaHHBIX 110 ctaHgapty PKCS#7, CMS;

3aJlaHNe pacIIpeHnI BBIXOTHBIX pariyIoB (110 yMOT4aHMIO - *. enc).

DnekTpoHHasA nognvck (I11)

3JIeKTPOHHas IIOJIINCH OTHAEeIbHBIX (PavlIOB, [TaKeTOB JaHHBIX 11 apXVBOB;

BapyaHTHI 2JIeKTPOHHOV ITOJIIVICH: IepBIYHas, [JOIOIHNUTe IbHas (ITOIVCh JOKYyMeHTa
HeCKOJIBKVIMM JIVILIAMV) VI 3aBePSIOIIas (MepapXis JIeKTPOHHBIX ITOIIIVICET ¢ coOoe-
HVeM YETKOV ITOCJIeI0BaTeIbHOCTY HOAIIVCY JOKYMEHTOB B OpraHmM3alum);
KJIaCCUYeCKMI ¥ yCOBePIIIeHCTBOBAHHBIN (POpMaThl 3JIeKTPOHHOVI IOIIVICH;

pexuM «KBarmduiposaHHas HOAMNCH» (TEXHOJIOTS, KOTOpasi II03BOJIgeT C TOUYHO-
CTBIO OIIpeJIeIIATh, SIBJISIeTCS I CepTUdMKAT ITOAIVCY KBaIM(PUILIVPOBAaHHbBIM VIV HET)
nojgepKKa HOBOroO HallMOHAJIBHOTO cTaHapTa ar1eKkTpoHHoV nogmvcy [OCT P 34.10-
2012

HIpVIMeHeHVe paclViPeHHbIX CBOVICTB 2J1eKTPOHHOV ITOATINCH (BpeMs CO3[IaHMs ITOIIN-
CV1, KOMMeHTapui1 I10JIb30BaTeJIs);

3JIeKTPOHHasI IIOAIVCh, OT/IeJIeHHas OT IIOJIIChIBaeMBbIX JIaHHBIX VI COBMeIlleHHas C
JTaHHBIMM);

ynasieHMe dparia Iocsie MOAIVICH, B T.4. TapaHTUPpOBaHHOe yIaJleHue;

pa3Mep IOAINMCBIBAEMBIX TAaHHBIX OrPaHYeH TOJIBKO ParviyIoBOVL CHICTEMOTI V1 TOCTYII-
HBIM CBOOOTHBIM MECTOM;

OIHOBpeMeHHasl 00paboTKa HeorpaHYeHHOTO KOJIM4ecTBa arIos;

IevyaTh JIEKTPOHHOV ITOAICY Ha OyMaskHBIVI HOCUTETb.

Hane>xHoe xpaHeHMe KJII0MeBOV MH(pOpMannmn

U1 XpaHeHMs Krodepoit mHpopManym “KpunroAPM” nonnepxusaet paboty ¢ USB
TOKeHaM¥ 11 cMapT-KapTamu Pytoken S, Pyroken DL, Pyroken DI Flash, PyToken
DUIT Bluetooth, Pyroken Lite, Pyroken Lite SD, JaCarta PKI, JaCarta PKI/Flash, JaCarta
I'OCT, JaCarta 'OCT/Flash, JaCarta LT, eToken NG-FLASH (Java), eToken PRO,
eToken PRO (Java), eToken I'OCT, eToken PRO (Java), eToken T'OCT, eToken NG-
FLASH (Java), ESMART Token SC 64K, ESMART Token USB 64K, Gemalto IDClassic

nopgepxka nHrepderica PKCS#11

YILOCTOBEPEHI/IE TOYHOTO BpeMeHM IIOAIIVCH 3JIEKTPOHHBIX JOKYMEHTOB

9JIEKTPOHHAas ITOAIIVICh CO IIITaMIIOM Bpe€MEH,
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IIPOCMOTP ¥ ITpOBepKa ITaMIla BpeMeH! Ha ITOIIMICAaHHOM JJOKYMeHTe;
IIPOCMOTP ¥ ITpOoBepKa ITamiia BpemeHu Ha DI 1.

HJ’IVITQJ’IBHOQ (apxmsﬂoe) XpaHe€HME 3J3JIEKTPOHHBIX OOKYMEHTOB, IIOAIIVMCaHHBIX YyCO-

BEPILEHCTBOBAHHOM 3JIEKTPOHHOV IIOAIINCH

nongepxxka ¢popmata CAdES X Long (ycoBepitieHCTBOBaHHas 3JIeKTPOHHA ITOIINCE);
IIOKa3aTeJIbCTBO MOMEHTa IOIINCH JOKYMeHTa U AeVICTBUTEIbHOCTh cepTudrKaTa
KJTIOYa MOAIINCY Ha 3TOT MOMEHT CTaTyCOB IIPY CO3AaHMM 2JIeKTPOHHOV ITOIIIVICH U
IpoBepKe ee KOPPEeKTHOCT;

BO3MOXKHOCTD JIOKa3aTe/IbcTBa KOPPeKTHOCTY ITOJIIVICK U 11eJIOCTHOCTH dpariyia J1axe I10-
cJle VICTedeHMs CpoKa JeVICTBIS cepTudmKaTa ITOIIVICHA.

ABTOoMaTM3anms paboThI ¢ IIPOrpaMMoO

VIHIVIBVIy JIbHBI€ HACTPOVIKY, KOTOPbIe MOI'YT YCKOPWUTh BBIIIOJTHEHVIE OTHOTUITHBIX
oreparur;

KpuIrrorpadyeckiie orepanmm «OIHUM KIMKOM»;

BO3MOXXHOCTb y[IaJIEHHOT'O af]MMHIUCTpUpoBaHmsa padoudero mecta B PKI mHppacTpyk-

Type.

BcrpanBaame kpunrorpadgpun B MHGOpMaLIOHHbIE CUCTEMBI

“KpunroAPM SDK” - 6ubimoreka kpunrorpadndeckux yHKIIN (co3IaHa B COOTBET-
CTBUM CO CTaHZAapTaMV KOMIIOHEHTHOV Mofiesvt KoMItaHmy Microsoft). B komIuiekT rmocras-
KV BXOOUT AOKYMEeHTals sl pa3paboTuMKOB, ITie ONVCHIBAIOTCS CIIOCOOBI MHTET palyy
“KpuntoAPM” ¢ BHemHMMM IIporpaMMaMy Ha ypOBHe IIPOrpaMMHOI0 KOJ1a, IIpMBeIeHbl
Ha3HaueHVe, XapaKTepUCTMKY, PYHKIIMM IIPOrpaMMBbl, a TakKKe IIPVIMephI UCIIOIb30BaHM
OCHOBHBIX OIIepaliViL.

Hoazep>kKa MeXXIyHapOIHBIX CTaHAAPTOB 1 peKOMeHIAINIL B 0071acT 3aIlThI H-
dopmarmm (X.509v1, v3, PKCS#7, PKCS#11, CMS, CAdES);

COOTBeTCTBIE TpeOoBaHMSM 3aKOHOAaTeNTbcTBa Poccmrickont Demeparm;
IIPEITPOEKTHBIV V1 IIPOEKTHBIVI KOHCAJITVHT CO CTOPOHBI CITeIVaIMCTOB B 00J1acTy 3a-
IIUTBL THPOPMAIIMV 1 37IeKTPOHHOV IIOIIVICH;

oA poOHO TOKYMeHTMpOBaHHbIe (PyHKIINL;

IIOCTOSIHHOE pa3BuUTHe PyHKIIVOHAIBHBIX BO3MOXKHOCTEV IIPOrPaMMHOIO IIPOYKTa;
XOPOIIIO IIPOlyMaHHBIV II0JIb30BaTeIbLCKUIL MHTepderic;

TexHI4YecKas IIoJIfIepKKa 1 COIIPOBOXKIEHIe.

Co3panmne pabounx mect B Vi pacTpykrype PKI

nonzep>kka padotsl ¢ Microsoft Certificate Authority n I[TAK «Kpwurmrrollpo YLI»;
VICIIOJIb30BaHVe B KayecTBe pabodero MecTa I B3aMMOJIEVICTBYIS C Y TOCTOBEPSIOIIVIM
LIEHTPOM

IPOCMOTP MHOPMAIINI 1 IIpoBepKa TeKYIIIero craTyca IudpoBoro cepriudmkara, 3a-
poca;

0OHOBJIEHVIE CIIVICKOB OTO3BaHHBIX CEPTMUKATOB ITPOVI3BOIMTCS IO BCEM YIIOCTOBEPS-
IOIIVIM IIeHTpaM (KaK KOPHEBOMY, TaK ¥ IIPOMEeXYTOYHBIM), BXOISAIMM B ITyTh cepTn-
dmKaryi mpoBepsieMoro cepTuduKaTa;

revyaTh Ha OyMaKHBIVI HOCUTeITb MH(OpMaIIn o cepTrdmKare, 3arpoce;

VIMITOPT ¥ 9KCIIOPT CepTMUKATOB, 3aIIPOCOB, CIVICKOB;
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e pabora co CIpaBOYHMKOM Ha3HauYeHUN CepTdIKaTOB;
e IPOCMOTP CIIVICKa KJIFOUEBBIX KOHTeVIHEPOB.
e HojjepXXkKa XpaHwinia g posbix cepTrdukaros mist Active Directory

Ynpasnenune kpunronposanaepamu (CK3W)

e TIOMJIEP>KKa POCCUVICKOTO cepTrdMIIMpOBaHHOrO Kpumronposaraepa “KpurrrolIpo
CSP”

e TOnepXKKa CTaHIAPTHBIX KPUIITOIIPOBariaepos, Bxoxasmmx B roctapky OC Windows

e TmonepXXKa KPUIITOIPOBalepoB, pa3paboTaHHbIX 10 TexHostornu Microsoft CSP
("Signal COM CSP”, “ViPNet CSP”, “AVEST CSP”, “Tumar CSP”);

e mnopaepxka Kpunrorposaraepa KpumnrolIpo YOK CSP (CK3M “KpunrolIpo CSP” Bep-
cum 3.6.1 BapuaHT ucrosHeHs 8);

e IIPOCMOTp CHMCKA yCTaHOBJIEHHBIX VI pa3pellleHHBbIX K VCIIOIb30BaHUIO KPUIITOIIpOBali-
IIepoB 1 VX IIapaMeTpOB;

e IPOCMOTP U PWIIBTpALIM CHVICKA KPUIITOIIPOBaIIePOB.

MopyapHasa apxuTeKTypa

e Monyne TSP nipefHasHayeH 11 YIOCTOBEpeHVsI TOYHOTO BpeMeHVI CO3IaHs 3J1eK-
TPOHHBIX JOKYMEHTOB C IIOMOIIIBIO IIITAMIIOB BpeMeH

e Monyne OCSP nipeHasHadeH 115 IIOJTyYeHNs B peaJlbHOM BpeMeHM MH(opMalum o
cTaryce IMQPOBBIX cepTUdPUKaTOB

e Mopyms “KpunroAPM Browser plug-in” (BxomuT B cocTaB OucTpuOyTHBa) IpegHa3Ha-
YeH IS M poBaHs 11 pabOTHI ¢ 3JIeKTPOHHOV TIOAICEHIO B TIOMYJISIPHBIX BeO-
Opaysepax.

o JIna xomiuiekta «KpuntoAPM CranpapTPRO» momysm TSP 1 OCSP BximroueHs! B co-
CTaB

2.2 TPEBOBAHWMI K AIIITAPATYPE Y IPOTPAMMHOMY OBECITEUEHWIO

B aTom pasperne nepeunciieHsl MMHMMa IbHBIE TpeOOBaHMs K aIlllapaTHOM ¥ IIPOrpaMMHO
JacTy pabouero MecTa, cepsepa, a TakKe TexXHUYecKre TpeboBaHMs K ceTy, KOTopble obecrieyaT
cTabmiIbHYI0 paboTy rporpammel «KpunroAPM».

2.2.1 TIOOOEPXXVBAEMBIE OIIEPAITMOHHBIE CICTEMbI
ITporpamma «KpunrroAPM» paboTaeT B ciielyfoIyx ollepallOHHbIX CHCTeMax:

32-paspsannsble xwineHTtckue: Windows 8.1/8/7/Vista/ XP
32-paspsnable cepepHble: Windows Server 2008/2003
64-paspsnssle wieHTcke: Windows 8.1/8/7
64-paspsaasle cepepHble: Windows Server 2008 R2

2.2.2 MWHVMAJIbHBIE TPEBOBAHMS K AIIITAPATHOV YACTWU

TexHu4ueckne TpeGoBaHM K pabodyeMy MecTy

Texauueckas XapaKTepUuCTNKa MuHMaIbHOE 3HaUEeHMe

ITpoueccop Intel Celeron 1,8 I'T1g,

OneparvBHas aMsTh 256 Mbant
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CB0OOOIHOE MeCTO Ha KeCTKOM IVICKE 35 Mbairt

CereBov1 afanrep 100 MowuT

TexHnueckne TpeGoBaHMA K cepBepy

Texauueckas XapaKTepUCTMKa MunanMaIbHOE 3HaUYEHME

ITporeccop Intel Celeron 1,8 I'T1g

OneparvBHas aMsTh 256 Moant

CB0O0OOIHOE MeCTO Ha KeCTKOM IVICKE 35 Mbairt

CereBoi1 azanrep 100 MGuT

YcraHosnenHas onepanyonHasi cuctema (OC) 2003 Server (32 6ura)

YcranosienHas CYDB/] Microsoft Access, MySQL 5.0, Microsoft
SQL

Microsoft Data Access Component Tpebyerca

Cepsep 11S 6.0

TexHn4geckme TpeOOBaHMS K CETM:

e Bce paboyrie CTaHIINN VI CepBep TO/DKHBI OBITh COEMVHEHBI JIOKAJTBHO CETHIO IIPOV3BO-
IINTEJIbHOCTRIO He MeHee 100 Mowt/ c;

e gocTyIl K ceTu VIHTepHeT (U1 cOo3/1aHMs yCOBePIIIeHCTBOBAHHOW IOIIVICH).

2.2.3 MWUHVUMAJIbHBIE TPEBOBAHMS K IIPOTPAMMHOM YACTU

JIJIsi KOPpeKTHOVI yCTaHOBKM UM 3KCIUTyaTarmy mporpammel «KpuntoAPM» Ha pabouem
MecTe HeoOXOIMMO HasIi4ye CIIedyIoIero IporpaMMHOroO o0ecrieueHs:

e cepsuc-naku XP SP2/ 2003 SP1 (B 3aBucumMocTy OT ycTaHosiieHHOM OC);

e BeO-Opaysep Microsoft Internet Explorer sepcum 6.0 11 BbitIe.
2.3 TPEBOBAHM K COBMECTVIMOCTU

2.3.1 ITIOOOEP>XXKMBAEMBIE KPUIITOIIPOBAVIIEPBI

ITpenycranosienHsle kpunrorrposanaepbl OC MS Windows:
- Microsoft Base Cryptographic Provider v1.0
- Microsoft Base DSS Cryptographic Provider
- Microsoft Enhanced Cryptographic Provider v1.0
- Microsoft Strong Cryptographic Provider
- Microsoft Enhanced RSA and AES Cryptographic Provider

Kpunroniposanipeps: KpunrolIpo CSP (sepcun 2.0, 3.0, 3.6, 3.9, 4.0).

Paspaborunk- kommaams «KPUITTO-TTPO», Poccmst, www.cryptopro.ru
- Crypto-Pro GOST R 34.10-2001 Cryptographic Service Provider
- Crypto-Pro GOST R 34.10-2001 KC1 CSP
- Crypto-Pro GOST R 34.10-2001 KC2 CSP
- Crypto-Pro Cryptographic Service Provider
- CryptoProGOST R 34.10-2001 UEC CSP
- Crypto-Pro GOST R 34.10-2012 Cryptographic Service Provider
- Crypto-Pro GOST R 34.10-2012 Strong Cryptographic Service Provider
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e Kpunrollpo Pyroken CSP, coBmectHas paspaborka xommaumit «KPUTITO-ITPO» u
«AKTHMB», OCHOBaHHas Ha MHTerparum Kpurromnposangepa «KpumrolIpo CSP» 1 USB-
TokeHa «PyToken DLIT», Poccus, http:/ /www.rutoken.ru;

e Kpunrollpo eToken CSP, coBmectHas paspaborka kommaaum «KPUITTO-ITPO» u
Ananyiye», ocHOBaHHasi Ha WMHTerpauym Kpunronposanaepa «Kpumrollpo CSP» n
USB-tokena eToken, Poccus, http:/ /www.aladdin-rd.ru;

e ViPNet CSP, paspaborunk - komnanms «VHporekc», Poccnms, http:/ /www.infotecs.ru;

2.3.2 TIOOOEPXXVBAEMBIE OTUY KIAEMBIE KJTFOUEBBIE HOCUTEIU
[11s1 HazleXXHOro XpaHeHMs KiltoueBor MH@opmanym B mporpamme «KpuntoAPM» BeImiors-
HeHa COBMeCTMMOCTb C psiZIoM Hanboslee TIOMyJISPHBIX MOJIesIell OTdy KIaeMbIX HocuTesIei (To-

KEHOB) POCCUVICKIIX KOMITaHIA:

Mogenm JaCarta (xkommaams «Aladdin», http:/ /www.aladdin-rd.ru)
— cmapr-kapthl JaCarta PKI, JaCarta TOCT,
— USB-tokennbr JaCarta PKI, JaCarta PKI/Flash, JaCarta T'OCT, JaCarta
I'OCT/Flash, JaCarta LT.
Mognenm eToken (kommarms «Aladdin», http://www.aladdin-rd.ru)
- cmapt-kapTel eToken PRO (32K/64K), eToken PRO 72K (Java), eToken I'OCT,
— USB-tokens! eToken PRO 72K (Java), eToken 'OCT, eToken NG-FLASH (Java).

Mognenn PyrokeH (kommaHms «AKTUB», http:/ /www.rutoken.ru)
- Pyroken S 32K0, 64K6 1 128K06
- Pytoken S aus3 ®CTOK 32K6, 64K06 11 128K0
- Pytoken DUII, Pyroken DLIIT cepr. ®CB, Pyroken DLIIT micro, PyToken DLIIT
micro cept @Cb 64K

YHusBepcanbpHas 371eKTpoHHasA KapTa (KoMmmaHmst OAO «YDK», caiiT mponsBoimnTeris)

Mopem1 ESMART (OOO "VHTesuleKTyaIbHBIe CICTEMBI yITpaBileHus OuzHecoM")
- ESMART Token SC 64K
- ESMART Token USB 64K

Gemalto IDClassic (3AO '"TAMMA-KAPT")

10


http://www.rutoken.ru/partners/tech/cryptopro.html
http://www.aktiv-company.ru/
http://www.rutoken.ru/products/all/rutoken-ds/
http://www.rutoken.ru/
http://www.rutoken.ru/partners/tech/cryptopro.html
http://www.aktiv-company.ru/
http://www.aladdin-rd.ru/
http://www.infotecs.ru/
http://www.aladdin-rd.ru/
http://www.aladdin-rd.ru/
http://www.rutoken.ru/
http://www.rutoken.ru/
http://www.uecard.ru/

OO0 «ndposble TEXHOTIOTUI» PyxoBopcTso 110 padote ¢ «KpunroAPM» 5.3, ©2015

2.3.3 OBPABOTKA CEPTU®UKATOB PA3JIMUHBIX YIOCTOBEPSIOIIMX IIEHTPOB
ITostb30BaTeI IPUIIOXKEHMs VMMeIOT BO3MOXHOCTh paboTaTh C cepTudUKaTaMy, BBIITY-

IIeHHBIMM KaK POCCUVICKVIMM, TaK ¥ 3apyOeXXHbIMI yiiocToBepsomymy teHTpamu (YLI):

e Ob6pabotka ceptudmkaTos Y1l 13 crmcka ToBepeHHBIX yiocToBepsommx eHTpos OI'VIL]
(mopnepxmsarortve asroput™m T'OCT P 34.11/34.10-2001), canit MuHaKOMCBs131 PD

e Ob6paboTka ceprudmkaros Y1, BBIIyIIEHHBIX C WCIOJIb30BaHMEM CepTUMUIIMPOBAHHBIX
cpencts m3pganus ceptudmkaros (Kpumrrollpo VLI, YL Mockosckont obracti, 3A0 «Ymo-
cropepsrornit LleaTp» Cankr-Iletepbypra, Harmonansasiz Y1 v 1ip.)

e OOpaboTka cepTndMKaTOB, BBITYIIEHHBIX C CIOIb30BaHeM HecepTU(UIIMPOBaHHEIX (3a-
pyOexHBIX) cpencTs m3gaHus ceprudmkaros (VerySign, Thawte).

24 BEPCUM ITPOTPAMMbBI I CUCTEMA JIMIIEH3UPOBAHMSI

Bepcns «KpunroAPM Crapt»

becruiatHag Bepcust mporpammel. PasperiaeT nmopmmceiBaTh U MM poBaTh daviibl C IpU-
MeHeHMeM Kpurtorposarigepos Microsoft. C momomipio Bepcuy «CtapT» BBl MOXKeTe ITpoBe-
PSATh KOPPEKTHOCTh 3JIeKTPOHHOVI MOAIVCK Ipu padoTe ¢ kpunrorposaigepom «Kpurrollpo
CSP».

Bepcns «KpunroAPM Cranpapt»

ITonxodyHKIIMOHaTIbHAsSL Bepcus Iporpammel. IIpenHasHaveHa 1t nopmmcu 1 mmdpo-
BaHMs 31eKTpoHHBIX AaHHBIX. [logmepxmBaer poccmvickme I'OCT anroputMel mommmcu u

i poBaHML.

Bepcns «KpunroAPM Cranpapt [Iroc»

PacimpenHas Bepcys MporpaMMBI IS I PpoBaHMs ¥ HOAIVCK JaHHBIX. B oTiuame or
crargaptHoit Bepcuy, «KpunroAPM Cranpapt ITmoc» nopgmepxusaeT paboTy ¢ TOKeHaMu U

CMapT-KapTaMu ¢ Kpurrrorpadwen “Ha 60opTy” 1 Hem3BIeKaeMbIMI KITIOYaMIA.

YT10oOBI yHPOCTUTH IIEepBBle IIary II0 M3ydeHMIo nporpammel “KpuntoAPM”, Mbl n3-

' ! \  MEHWIV CBOIO JIIIEH3VOHHYIO IOINTUKY. Tereps TeM, KTO BII€pBble 3HAKOMWUTCS C

L ¥

BO3MOKHOCTSIMV IIpOTPaMMBbI, He TpeOyeTcs 3alpalvBaTh BpeMeHHYIO JIMIIeH3Mo. B
tedgeHvie 30 gHeVt ¢ MoMeHTa ycraHOBKM “KpunroAPM” pabotaert B pexxime “Crangapt [Tmoc”
C MaKCYMaJIbHBIM HaOOpOM (PYHKITMOHAJIBHBIX BO3MOYKHOCTETL.

OsnaxkomuresibHasg Bepcusg HE s xkommepueckoro mcnonb3oBaHms. [lo mcreuenvm 30

IHeV IIporpaMMa aBTOMaTMUecKy Ilepekiodaercss Ha Bepcuio “Crapr”’, KOTOpas mMeeT psif
orpaHMYeHUN 110 CPaBHEeHUIO C II0JIHOYHKIIMOHAILHOV BepCHer.
[1s1 mepexozia Ha APYTYIO BEPCUIO JOCTATOYHO IIPOCTO HPMOOpecT 1 YCTaHOBUTD CIIEIIN-

aJIbHYIO JINIIeH3MIO (IlepeycTaHaB/IMBaTh IIporpaMMy He TpeOyeTcs).

—

1
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2.5 KOMIUIEKTbBI, B COCTAB KOTOPBIX BKITFOUEH « KPUTITOAPM»

KpunrroAPM Cranpapt PRO

KprntoAPM YOK

KpunrroTpu

eToken KpuniroAPM

CK3W KpunroAPM 4

Kowmrutekt, cocrositumit 3 ymmuensuin Ha «KpuntoAPM Cran-
mapt», «Kpumrollpo TSP Client», «KpumnroITpo OCSP Client».
[IpenHasHaveH IS CO3MaHMSI M IIPOBEPKM YCOBEPIIEHCTBO-
BaHHOTO (popMaTa JIEKTPOHHOVI TIOMTIVICHA.

Kowmrwiekt, cocrosiimit 3 ymuensun Ha «KpunroAPM Cran-
mapT», eguHoro aucrpubyrmsa Ha «KpuntoAPM» n «Kpur-
tolIpo YOK CSP», cunrsiBaTtensa kapT YOK. Ilo3Bosger rmoamm-
CBIBATh C ITOMOIIIBIO YHUBEPCAJILHON IEKTPOHHON KapThl (IIpu
HaJIMamM JIMYHOTO cepTudmKara) abcoIoTHO JIf00bIe paribl.

Kowmruiekt, cocrosiumit m3 iuieHsun Ha «KpuntoAPM Cran-
napt», «KpumrolIpo CSP» n kiroueBoro Hocuresst «PyToKeH».

Kowmruiekr, cocrosiumit m3 imiensun Ha «KpuntoAPM Crans-
napt», «Kpumrollpo CSP» m wioueBoro Hocuress eToken
PRO.

4 Bepcus mnporpammbl «KpunroAPM», mmMeer cepTudmKaThb
coorBeTcTBUA DCH PD.
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3 TIOArOTOBKA K PABOTE C IIPOTPAMMOM

3.1 YCTAHOBKA IIPOTPAMMBI

Ycranoska nporpammbl «KpuntoAPM» 11ojDKHaA OCYIIECTBIISTECS TI0JIb30BaTeIeM, VIMelo-
VM ITpaBa AJMVHVCTpaTOpa CUCTeMBbI.
1. L1 ycranosku nporpaMmbl «KpunroAPM» samycrure Ha ncnonHenme davor Trusted-
Desktop x.x.exe (re x.x. - HoMep Bepcun). OTKpoeTtcs MmacTep ycraHOBKM «KpunroAPM».
2. Ha srom m1are BbibepuTe BapuaHT yCTaHOBKA:
e BrIcTpas yctaHOBKa (peKOMeH/yeTcs)
BricTpasi ycraHOBKa ITpOorpaMMBbl, BKJIIOYaeT Bee IOTI0IHUTe IbHbIe KOMITOHeHTHI. TpeOyer
HanOoJIpIIIero oobeMa MecTa Ha JIVICKe.
e HacrpanBaeMas ycTaHOBKa
YcranoBKka ¢ BEIOOPOM [OIOITHUTEIbHBIX KOMIIOHEHTOB (MOyJIeVt K mporpaMmMe). PekomeHy-
eTcs IS ONIBITHBIX I10JTb30BaTeJIe.

'ﬁ! MacTep ycranoexn "KpuntoAPM® = =] [ﬂ]

Bac npuBETCTBYET MAcTep YCTAHOBHH
"KpunTtoAPM Cranpapt” 5.3.0.8926 n
"KpunToAPM Mnwoc" 1.0.2.8926

MacTep YCTEHOBWMT “KpunToAPM™ Ha Ball KoMnboTep, [AnA
NPOAOTHEHMA HapkmuTe “fanee”, onA BeIX0ga Ms MacTepa
YCTAHOBKM - OJTMEHE",

NPEAYNPEA AEHWE: [laHHaA nporpaMmMa SalMIWLeEHs SaKoHaMH
ofi SBTOPCKMY NPAEAX M MEXIYHIPOAHEIMK COTMALLEHMAMM,

(@) BeicTpanA yoTaHoeKa (peroMeHayeTos)

() HacTpavBaeMan YCTaHOBKA

Copyright 000 "LindpoBbie TEXHONOMMK®, 2015

< Hazan [ Lanee = ][ OTMeHa ]

3. Haxwure [danee mis mpomosbkeHMsl ycTaHOBKM (i OTMeHa IS BBIXOAa M3 MacTepa
YCTaHOBKM).

4. Crrepyromym mIar 3aBUCUT OT TOTO, KaKOV BUJL YCTAaHOBKY BBI BBIOPaJINL.

ITpn BEIOOpPE OBICTPOVI YCTAHOBKM BbI CPa3y IIePexOIyTe Ha CIIeIYIOIIIIL IIIar YCTAaHOBKA.

HpT/I BI)IGOpe HaCTpaI/IBaeMOﬁ YCTaHOBKM Bbl MOXXETE YKa3aTb:

- KaKye 13 MOJ1yJieyl Hy>KHO YCTaHOBUTD
- OUPEeKTOPUIO Ha BallleM KOMITbIoTepe, Ky/la IIpijIoKeHye OyJieT ycTaHOBIJIeHO.

13
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’1_]{';—! MacTtep ycranoexn "KpunmoAPM" E'E' @ﬂ

HacrpanBaeMan yCTaHOBKA c
BribepuTe NapaMeTpel YCTEHOBKM KOMNOHEHTOE NporpaMteEl,

AnA MSMEHEHWA MNAPAMETPOE YCTaHOBKM KEKOro-nibo KOMNOHEHTE LWENKHUTE
EDDTBETL‘FE}'HDLLI.HH 3HE4Y0K B pacnonoeHHOM HHHE ASpEBE,

|E| ....... g;l r'f{_l:ll-1I'ITI:I.l!'|F'r“"1 ':TEIHJ:I.E’II:ITr MDﬂ'}'ﬂb NOO0EPHKEH mmﬁm
e Mogyne TSP WTaMNos spemeqn (TSP,
Mogyns OCSP

Moayne “YCOBEPWEHCTE

e 7 | Moayne Bru':'-.'ser Plugan | fng yeraHosKkM 3TOMD KOMMOHEHTS
B = '| pUNTCAPM MAkoc Heobxoaumo 7216KAE Ha mecTkomn

FI gvl Moayne PRCS#11 OWCKE.
i | 1} I
Ofbsop

< Hazaa ][ Hanee = ][ OTMeEHa

COOTBETCTBYIOLIUV ITyHKT U HaxkmuTe HauaTs.

rj{i‘;—! MacTep ycranoerw "KpunroAPM" EI'E'@

NHULUEeHZnoOHHOe CornaleHne
HDH{E.I'I':.I'[&L_FE, BEHMMaTENEHO NPOYTHTE CNEAYHIWEE NMUEHSHMOHHOE

cornaweH4e,

JHIOEH3IHOHHOE COITAIITIEHHE |

BaaMmaTennHO 03HAKOMBTECE ¢ VCIOBHAMH  HACTOAMErD
JHOEHIHOHHOTO COTJIANIEHHS OpeXIe ¢HeM VCTAHABJIHBATh,
KONHPOEATE HIH HHBIM 00pazoM HCOOILIOBATE NPOTPAMMY 118
IBM KpuoroAPM.

Hactoamee mmieHsmoHHoe cormamende (manee - Cormamenme)
ABNASTCA FOPHMOMYECKH ODA3aTeNbHBIM JOKYMEHTOM, 3AKITFOYAESMBIM

s
wrarrrmrr Kmnrrrarrrrats o lrrdenanr e cavrramarsrrss rr Passrr rearrarrrrr mar

A NPUHUMELD YCNOBWA AEHHOMD NMUEHZMOHHOND COrNaLEHIMA

Copyright 000 "LindpoBeie TexHonorn®, 2015

[ MevyataTe ] [ < Hazaa ][ Havatb ][ OTMeHa

6. HauHnercs ycTaHOBKa IIporpamMMbl Ha KOMITBIOTEP.
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5. OsHakoOMBTECH C YOIOBVEAMN JIMLEH3VMOHHOI'O COIVIallIeHWM , B ClIy4dae COIJlacVid OTMEThTE

7. Ilo okoHuUaHWM yCcTaHOBKM HaXMuTe KHOIIKY I'oToBo. /111 3aBepiiieHns yCTaHOBKM Ilepesa-

rpy3uTe KOMIIBIOTEP.
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8. Tlocye ycraHOBKM ITpOrpaMMBbl

PyxoBopcTso 110 padote ¢ «KpunroAPM» 5.3, ©2015

e B MeHio IIyck > IIporpammel nosgsurcd rpyima «KpunroAPM», KoTopast cooep>XUT MeHIO

BBI30Ba IVIaBHOrO OKHa IrporpaMMsbl «KprnnTtoAPM», mokyMeHTanyy mosib3oBaTesIs 1 Ipo-

rpammuicta B dopmare PDF 11 MeHIo MacTepa yjajleHs IPOrpaMMBI.

® B yKa3aHHOM IIpV yCTaHOBKe KaTajiore (1o ymordaHuio B KaTajiore Program Files) OymyT

cosgassl nofgkaTtasiorn Digt\Trusted\Desktop.

ITporpamma «KpunroAPM» pacmpocTpaHssi-

' "N €TC € yXXe BBEI€HHBIM KJIIIOUOM BpeMeHHOT?I
-

JIMTIEH31V, KOTOPpas HadlHaeT IeVICTBOBAaTh C

MOMEHTa YCTaHOBKMU U 3allyCKa IIpOorpaMMbl.

BpeMmeHHas JInIIeH31s BBIIIATCS. CPOKOM Ha 1
MecsiI], TIOC/Ie VICTeYeHVsl KOTOPOTO ITOJTh30-
BaTeJIb IOJDKEH IPUOOpecTV IOCTOSHHYIO
mvmensyo. 3a 10 mHew 10 OKOHYaHMS CpoKa
JEVICTBYSI BPEMEeHHOVI JINIIEH3U IIporpaMMa
Oyner mnpemynpexaars o HeoOXOIMMOCTI
IIPUOOPECTV ITOCTOSHHYIO JINIIEH3NIO.

.

MpuobpeTeHne ANLEHZMA

=5)

OdropMnTb 3aKa3 Y NPONSBOANTENA

CTaTYC NMUEHZHMA

JMUEH3MA HELEACTEMTENEHE MK OTCYTCTEYET

Ana npogomkeHua paboTel HeobxoaMMo NPMOBPECTH NMUEH3MO

@ K‘{I'Ill'l'b OHNAHH B HHTEpHET-Marasuie

Ecnu mosib3oBaTestb He BBeJT IIOCTOAHHYIO JIMIIEH3UIO B T€YeHNe 30 IHEer ¢ MOMeHTa yCTaHOBKW,

I10 MICT€UYEHMIM O3HaKOMUTEJIPHOTO IIep1oda ITporpaMMa aBTOMaTUMYECKN IIEPEKIIIOYaeTCs Ha Bep-

cmo “Crapt”, KOTOpas MMeeT sl OrpaHYeHNI IT0 CpaBHEHWUIO C TI0JTHO(YHKIIVIOHAIEHOVL Bep-

CUEeT.

3.2 YCTAHOBKA JIMLIEH3UU K IPOTPAMME

Bepcusi «KpunroAPM CrapT» He TpeOyeT permcrpanum v BpeMsl ee VMCIOIb30BaHMs He

orpanmyeHo. Bepcvm «KpuntoAPM Crarmapt» 1 «KpunroAPM Cranpaprt Ilmroc» TpebyroT

BBOZIa JIMIIEH3MOHHOTO Kmouda. O ToM, Kak IpuodpecTn JmIleH3Mo K Imporpamme «Kpwirro-

APM>», untante B I1aBe KyOouTs mporpaMmy.

y' N Peeucmpayus npodyxma 004xHa ocyuecmbBasimovca noavsobamensem, umeruwum npaba aomu-

Soom
- o HUcmpamopa CUCmembl.

3aperucrpuposath nporpamMmy «KpuntoAPM» (ycTaHOBUTB JIMIIEH3MIO K IIPOrpaMMe) Bbl

MOJKeTe CIIeTyIOIIVIMI CITocobaMui:

e dyepes r11aBHOe OKHO (ITomomipk > YcTaHOBUTE IUIIEH3MIO)

-
€ KpuntoAPM
Daiin  Mpodunw  Hactpolikn m
i 3 Kpatkoe pykoBoACTED NOMB30BATENA E
Mognucate Mposepute 30 Wing PykoBogcTEC NOAB3COBATENA nar
2] Ceprudmkatel PykoeoacTeO Nporpammncta
LD NudHoe XpaHWANLLE cepTi ™
{5 Ceprudmkarer apyrux non TexHuueckan nogjepxka -
{1 NpemexyTounsie uenTpel Kyrnwte KpuntoAPM
ce|
{I:l lloBepenHbie KopHEBBIE Ly YCTEHOBMTE NMLEHIMHD -
[f:| CepTrdunkatel gomeHa dig
{T:| CNWcokK aKKpequToBaHHBL O nporpamme Elo
2-1=| 3anpoce Ha cepTrdnkar '
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e Yepe3 3HAYOK Ha INTaHeJIV 3a/ia4 (YCTaHOBKa J'II’IHQHBI/II/I)

0 nporpamme...

MNoanucatk...
[oBaenTe Nognnce...
33BEpUTE NOANKUCE...
Jawndpoeate..

Moanucate v 3aWndpoEaTe...

MpoeepuTs NoANKCE. .

CHATE M NPOBEPUTE NOANNCE. .
Pacwndposate...
MpocMoTpETE AOKYMEHT. .,

PaclundpoeaTe U NPOEEPUTE NOAMNCE..

KeanngmumpoeanHan nognuce

v ¥npowenHeni peknm padoTel

HacTtpoiikn 4
Otkpeite KpunToAPM
Beiog

. v @

Hactponts...

RU PNy B2
= 30092014

YToOBbI 3aperncTpmpoBaTh IPOrpaMMy, BBIIIOJIHUTE CIIeAyTOIIie IIIariL:
1. B oxne O mporpaMmme HaXMUTe Ha KHOIIKY YCTaHOBUTH JINIIEH3UIO:

0 nporpamme E

Mporpamma «KpunToAPM: npeaHasHaYeHa ANA PeWeHHA 330a4M 33K ThI
MHBOPMELMK B MrOCY ASPCTBEHHBIX CTPYKTYPEX M OMSHECE, 8 TAKHE 3aUMTE NMYHGORA
NEPEMMCKK, AOMALIHWX AOKYMEHTOB M hainoe,

CTaTyc NMUEH3MK
MHUEHEMA JERCTEMTENLHS

MHDOPMEALWA 0 MMUEHSWM | PaspeleHHEIE KPWNTONPOBaAaEps]

=
AN
<
@)
—
8
b4
Q
X

EBepaia nporpammel

Homep chopkm

CEpHiAHBIN HOMED NMMLEHZMK

LaTa MCTEHEHUA MMUEH3MK
McnonesosaHke moayna PKCS#11
HMcnonesoBanke mogyna TSP

TecToBan reHepauMAa 3anpoca Ha ...

McnonezosaHue mogyna OCSP

TecToBan reHepauma sanpoca 5 0.,
WMnone30BaHME MoaynA “YCoBepL. ..

KpunToAPM Ctangapt Mmwoc 5
5.3.0.892¢
TDSCA-KRHPE-CGRWR-FCEHC-AAD ..
BeccpoqHan

BrniodeHo

Brnto4eHo

YenewHo

BrniodeHo

Heyaauro (MpoBepbTe KOPPEKTHOC, ..
BrniodeHo

[ ¥ CTaHOBMTE MMUEHIMID ]

Lo ]
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2. JHoctyn K pyHKIMOHAIBHOCTHU ITporpaMmMbl «KpuntoAPM» 11 ero MomysisiM peryyipyercs
uLeHsusIMI. BeeyTe H@OpPMAIINIO COMIacHO BBIIAHHOV BaM JINIIEH3N:

~ -
Beegute nHdopMaLMo O AMUEHZMK Iﬁ

NMueHsKA Ha KpunmoAPM

MonesosaTens | MeaHos MeaH MeaHosW4

CepuiiHEIA HOMED MMUEH3MM  TDSHO

MALEHZMA Ha KpunTalpo TSP Client

CEpPMAHEIM HOMED MMUEHSMM  TAL 2

MALEHZMA Ha KpunTalpo OCSP Client

CepMitHei HoMEp nMueHsM - DA PSS ORE

[ Ok ][ OTmeHa ]

ITpu ycnertom perncrpanyv mporpaMMsl «KpuntoAPM» Bo3HUKHeET coobImieHvie 06 3ToM.

B saxnankxe VIndopmanmsa o auiieH3sum oTobpaxaercss MHPOpPMAIMA B COOTBETCTBUM C
VICIIOJIb3YeMOV JIniieH3men Ha rporpaMmy «KprunrtoAPM»:

e Bepcyus NPOAYyKTa

e HoMep cOOpKM AMCTPUOYTVBA IPOTrPaMMBI

e CepUVHBIV HOMEP JIVIEeH3UN

e VM IIOJIB30BATeJISA IIPOrPaMMBbI

e OpraHmsauys, KOTOPYIO IIpeACTaBsIgeT II0JIb30BaTeIb

e a/pec 3JIeKTPOHHOV IIOYTHI IT0JIb30BaTe I

*  VICIIOJIL30BaHVe [JOIOJIHUTEIbHBIX MOTYyJIeVt
e Jpyrue

?
. Ipu pabome ¢ Modysem TSP npoBepsaemcs cmamyc AuyeH3uu Ha npopammuoe obecneueHue
«Kpunmollpo TSP Client».

¥ Ipu padome c Modysem OCSP npoBepsemcs cmamyc Auyen3uu Ha npozpammHoe obecneverie
.| «Kpunmollpo OCSP Client».

ITpu ncnionb3oBanMy JmileH3MM K KoMIwieKTy «KpuntoAPM CranmaptPRO» aBToMaTtige-
CKM BKJIIOUAOTCA JmileHsuu Ha Momysm TSP 1 OCSP.

3.3 YOAJEHUE TIPOTPAMMBI

Yaamte nporpamMmy «KpnmroAPM» MOXHO CII€IYIOITMM CIIOCOOaMIA:
e CTaHJAPTHBIMU CpeJICTBaMM oIlepallMoHHON cucTeMbl Windows;
e  CIIOMONIBIO MPOrPpaMMBbl YCTaHOBKM U yaasieHns «KpunrrtoAPM»;
e Uepe3 IJIaBHOE MEHIO OIepallVIOHHOV CHICTeMBbI

Ona ynaneansa «KpuntoAPM» crangapTHbIMU cpeacrBamy Windows:
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1.

Haxxvmre Ha xHOnKy Ilyck, B rimaBHOM MeHto Windows otkporite Ilanesnns ynpassieHus. B
okHe Hacrporika nmapaMeTpoB KOMIBbIOTepa aKTUBU3MPYMTe ApiblK IIporpaMmer 1 Kom-
IOHEeHTHL.

OTKpoeTcsd OJHOMMEeHHOe OKHO, B KOTOPOM IlepednciIeHbl IIporpaMMBbl, YCTaHOBJICHHbIE Ha
KoMIieioTepe. Beibepure B crvicke nporpammy «KpuntoAPM», HaXMuTe Ha KHONKY Ynia-
JIUTH VI IOATBEpANTe pellleHre 00 yaaJeHnn.

Xom mporiecca ynaseHus OymeT oTodpakaTkcsd B Ble MHIOMKATOpa Iporpecca B Crielaib-
HoM okHe. [To 3aBepiienuu mporiecca nporpamma «KpunroAPM» OyaeT yaaieHa ¢ KOMITb-
foTepa 1 13 CIIMCKa JIeMeHTOB Y cTaHOBJIEHHbIe POrPaMMBI.

s ynanenaus «KpunroAPM» depes rj1aBHOe MEHIO OIlepallMOHHON CUCTEeMbI:

1.

Hanpawure Ilyck > Bce nporpammel >KpunroAPM. B crincke navinmure Ymanure Kpunro-
APM vt akTMBU3UPYWITE KOMaH/Ly.

| KpuntodPM
& KpuntoAPM
|| PykoBoacTED NONbL30BEATENA
| | PykoBOACTED NporpamMncTa
W Yaanute KpuntoAPM

J EPAMTO-MPO

1  Hazag

Haunercsa ynaenue mporpammbl «KpuntoAPM». Xop, mipotiecca oToOpakaeTcs B BUjle H-
AVKaTOpa IIporpecca.

‘,||'-!‘

7

*
LT A

WaéTt yaanersue KpuntoAPM CtangapT ...

wily,
fpant

*

ITocite 3aBepImieHNMs 3TOrO IIpoIlecca BOSHUMKHET coolIieHMe ¢ mHPOpMaIyern o0 TOM, 4To
nporpamma ynaieHa. Haxvmre Ha kHoniky I'oToBo.

' 14 308epulenus npoyeoypul YoaseHUs Heobxo0UMo BuinoiHums nepesa 3KY KOMNbvromepa.
o I p poyedypoL y pesazpysxy ep

L

s ynaneaus «KpuntoAPM» ¢ moMomipro Macrepa yCTaHOBKN:

1.

3anycture Ha ncnonHeHne daiwt TrustedDesktop x.x.exe w3 mycTpuOyTiBa IIPOTrpaMMEL
Ortkpoetcsa mactep ycranoBku «KpunroAPM». HaxkmuTe kHonky Haee.

2. OtKpoeTcs OKHO, B KOTOPOM BBIOEpUTe Ooepariio YaaamThb:
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\_32! | HMsMeEHUTE
ad

,D,DEEIBJ'IEHME MNK yoaneHWe oTAENbHbIX KOMMNOHEHTOE.

\ll BoccTaHoEMTE
MmpaBneHye oMok, BOSHWKLLIMX NOCAE NOCNEAHER YCTAHOBKKM, MYTEM

BOCCTAHOBNEHMA HEAOCTSHLLMY W NOBPEXAEHHEX DEMN0E, APNEIKOE 1
sanucel peecTpa.

@ YaanuTe

YaaneHue KpunToAPM® C BAlEro KOMABKITEDS.

3. BosHukHeT cooOIrieHMe ¢ IIpeyIoKeHeM BBIIIOJIHUTD MPOIelypy yaajleHMs: HaXMUTe Ha
KHOIIKY YIaanTh.

4. Haunercsa ynasienue nporpaMmsl «KpunroAPM». Xoz mporiecca orobpaxaeTcs B Bue MH-
AVKaTopa mporpecca.

ARl
ST A,

Ma&éT yaaneHwe KpunToAPM CTanaapT ...

W1y
“ryant

&l

Fpgid

5. Tlocse 3aBepIeHNs: 3TOro Mpolecca BO3HMKHET cooOIeHue ¢ MHMOpMayern o TOM, U4TO
nporpamma ygaineHa. Haxmure Ha kHonky I'oToso.

' 451 3aBepuieris npoyeoypsl YoaieHus Heobxo0uMo vinoiHums nepesa 3KY KOMMNbvromepa.
& - p poyedypeL Y epesazpysky p

L

3.4 BAPMAHTBI PABOTBI C IPOTPAMMOWM

Bbl MoxxeTe paboTaTh ¢ mporpammon «KpunroAPM», BeiOpas Hamboslee yA0OHBIV I Bac
BapUaHT:
e [J1aBHOE OKHO IIpOrpaMMBbl: IpedHa3Ha4YeHO 71 BBIIOJIHEHNs KPUIITOOIIepallnii, a Takxke

YIIpaBJIeHVA KpVIHTOHpOBaVI}IepaMVI, CepTT/Iq)VIKaTaMVI " HaCTPOVIKaMVI IIporpaMMbI

e 3HayYOK Ha ITaHeJIV 3a/ia4, KOTOPBIV MMeeT KOHTeKCTHOe MeHIO C IIOJIHBIM IlepedHeM oIlepa-
1087178
e IlIposognmk Windows (KOHTeKCTHOe MeHIO (paria)

34.1 TIJIABHOE OKHO ITPOTPAMMBI

B steBom wacTy II1aBHOrO OKHa PacIIoyIOKeHO JiepeBo 00BeKTOB, KOTOpoe BKJIIoYaeT B ceOsi
OocHOBHBIe pasfieribl: «CepTuduKaThl», «3arpocsl Ha cepTudmkar», «Crmckm oT3biBa cepTudm-
KaToB», «CIVCKM JIOBepeHHBIX CepTUdUKaTOB» U «DJIeKTpOHHbIe KiIoun». B mpasoit uactu

IJIaBHOTO OKHA OTOOpakaroTcsl 0ObeKTHI, BXOAIINE B pa3/Iesibl epeBa V3 JIEBOVI €T0 YacT:
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r ™y
€ KpuntoAPM E@g

®aiin  Mpodwnn  Hactpoiikn  Momowes

23 & B o * &
Moanucate Mposepute 3N Wudposate Pacwmngposats | OBnosute | Cozpate Mmnopt
=& Tunel NOKANBHBX XPaHWAKLL

-|5) NMwunoe xpanunne ceprudukaros

5] Ceprudmkarel gpyrvx nonssosatensii

{2 NpomexyTounbie uenTps cepTugmkadm
|2 Aosepennsie kopHesbie ueHTPEI CepTRdMKALMAI
-|5) Ceprudnkater gomena digt.local

{r'_:] Cnucok akkpeanTosanHex YL

-] 3anpocel Ha ceprudmkar

-{Z) 3anpocel Ha nomyuerne ceprndukara

-|[5] 2anpocel Ha anHynuposanne (oTseie) cepTudm
CNWCKW 0T36IE3 CEPTUGNKATOE

E% CRWCKM 40EEPEHHED CEPTUNKATOE

005 JNEKTPOHHBIE KAHO4YKM

(1 Mmanoe ¥PaHWIMLLE CEpTHHMKATOB

= CepTrduKate! 4pyrux Nonb30EaTENEH
@Hpamwawme LEHTREI CEpTHHMEALMM
El,ﬂosepEHHble KOPHEBIE LIEHTPEI CEPTUGUKALIN

E]Cepmq:uxaml Acnena digt.local

Bel MoxxeTe paboTaTh ¢ cepTmdmKaTamy, COVICKaMM, BBIIOJIHSATH KPUIITOOIIEpalii He-
CKOJIBKMMM CIIOCOOaMI:
e HemnocpencrseHHO B caMmXx IIallKax JepeBa, VICIIOIb3ysl KOHTEKCTHOe MeHIO (OTKPBIBAETCS

IIpaBoV KJIaBUIIIeV MBIV Ha 00beKTe / ITyCTOM I10JIe):

-

€ KpuntoAPM

®Qaiin  lMpodunn Hactpoiikn [Momotys

Y | B &

v £ Bl 253

Moanucate [Mposepute 31 Wudposate Pacwmdpposats | OBHoeute | ®unetp | Cospate Vimnopt
=-E& EEPT“‘b"KaTb' /  Bnageney Opranunsauus
Lfl‘ SuSHoe Sp AR eI AraTOE o . WNearos Meax Visarosu Internet Widaits P
Q___j Ceptudukathl Apyriux NoNb30BaTENEN MposepuTs cratyc ,
-|_J MNMpomMexyTouHble LEHTPbI CEpTUdUKaLNN
Yaanute

-{Z) AoBepeHHbIe KOPHEEbIE LEHTPBI CEPTMdMKALIMAN

W«;i[_] Cnucok akkpeauToearHbix YL Sxcnopt

-1-|&| 3anpocbi Ha cepTudukar %
= e P o Ceovicrea

--{_] 3anpocel Ha nony4eHue cepTudukata

--{] 3anpockl Ha aHHynMpoBaHue (oT3bIE) cepTdUKaTa

-[§%] Cnnckw oT3biBa CepTuduKaTOB Mevats

% Cnuckun gosepeHHbix cepTUdUKaTOE

M

lMpoeepka Ha kBaNWPUUMPOBAHHOCTD

OBHOBUTE

258 JNEKTPOHHBIE KHOYK

¢ C IIOMOIIBIO CIIElVaJIbHBIX 3HAYKOB, pa3MEII€HHbIX Hall AJ€peBOM IIallOK Ha CrerMaJIbHOM

ITaHeJINn:

r N
€3 KpuntoAPM E@g

®aidn  Mpodwuan  Hactpodkn  [MNomows

53

JBHOBWUTE

) B B

Mognucate [MNpoeepwute 3N Wndposate Pacwndposate Punetp | Cozgate Mmnopt

?" 2
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¢ Yepe3 BEPpXHIOIO IIaHeJIb ITIaBHOI'O OKHa:

r@ KpunTtoAPM : m

Daiin  [Npodwan Hacrpofikn  MNomowes

v 3] B A5l ?
Mognucate [Mposepute 31 Wndgposate Pacwmdposate | OBnoeute | Tunetp
EE} Ceprudunkatel #  Bnageney

NMuyHoe xpanunuwe cepTndUKaTos o
Q, P L prug " Meance Mean Meanosn

----- | CepTUdgmEaTl 4pyrvx NoNB30BaTENER

[b MpoMekyToUHBIE LEHTRE CEpTHEUKALNKT
[ﬁ JoEepeHHbIE KOPHEBBIE LIEHTPEI CepTUdMKaLMI

----- = Ceptudmkater gomena digt.local

Bo3Mo xHOCTM BepxHerl IIaHe IV IJITaBHOTO OKHa
«®an». 31ech BBI MOXeTe BEIOpATh HY)KHYIO BaM OIlepariyio.

-
€3 KpuntolPM

e ——
m Mpodwan  Hactpofkn  Momows

Moanwucats...

JoBaenTts nognnce... aT
3EEEPHTE NOANKCE...
Jawmndposats..

[ Mognucate w 3awndpoBate...

MposepuTe Nognnce...
CHATE W NpOBEPNTE NOAMNCE...

Pacwimngpoeate...

MpocMoTpeTs A0KYMEHT...

Paclundposate M NPOBEPUTE NOAMMCE...

Beioog,

«IIpodnmm». Mento 11 BeIOOpa Tpod I (MHAMBUAYaIEHOV HACTPOVIKM) 10 YMOJTYaHUIO U
yrpasiieHus rpodpwramm. [Tpodiue no yMordaHmio OTMedeH XUPHBIM TP TOM.

=
& KpuntoAPM

Daiin Hactpoikn  MNomows

[na gupekTopa -

Mognwe ' Pocankoronb Hp

¥npaenenuwe npodrnamu

----- ©c epTUdMKaTEI ApyTHx Nonb3cEaTENER

[E5) NpomesyTounble LEHTPEI cepTdUKALIN
...[[7] [loBeperHbIE KOPHEBBIE LIEHTPLI CEpTUMKALE

[b CepTudmkatel gomena digt.local

----- IF_:'] Cnucok akkpesuToeaHHe YL

«HacTponkn». MeHro [1J1 yrpapJieH1s 00IIMMY HacTPOVIKaMI ITIpOrpaMMBbl
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@ KpHmﬂnﬂ\.PM -

Padn  MNpodguaw

¥npaeneHwe HacTpoRkamm

Moanucate [Mpoeepute WppoBaTE I
-] Ceprudukatel Tune .
Ib MuyHee xpannaniLe cepTudgrkaTos =

A0) Ceptwdmkatel apyrux nonssosatensii BEice
@ MpomMexyTOYHBIE LEHTPEI CEPTUGMKALIMN |-I:~=”_|HF.

PyxoBomctso 1o paborte ¢ «KpuntoAPM» 5.3, ©2015

«[Tomomb». MeHI0, B KOTOPOM BBl MOXKeTe OTKPBITh KpaTKOe WJIV IOJIHOe PYKOBOICTBO IIOJIb-

30BarTelsl, pyKOBOACTBO IIpOIrpaMMMICTa, HepeVITT/I Ha BeD CTpaHULy TeXHNYECKOM TIIOOOEP KK
IV VIHTepHeT-MarasyHa, IIOJIY4YUTb JIOT IIpOrpaMMBbl, YCTaHOBUTDL JIMIIEH3VIO M ITIPOCMOTPETH

VH@OPMAILIVIO O IIpOrpaMMe.

@ KpuntoAPM

®aiin  Mpodunn  Hactpoiiku

KpaTtkoe pykoBOACTEO NONL30BATENSA

v
Moanucate [Mpoeeputs 3M  Lng: PyKOBOACTED NONb30BATENA

=-482] Ceptudukatel ’ PykosoacTec nporpammuncta
) JInuHoe XpaHuaunLLEe cepT
-{Z) Ceptudmkarter gpyrux nosn
h:_:] ﬂpomexyroqnb]e LEHTPb l'lonqurb nor Kle‘ITOAPMB

u JoBepeHHble KOPHEBBIE L Kynute KpuntoAPM
-] CNNCOK aKKPEANTOBAHHBI
=-[=| 3anpocsl Ha cepTudukar

-{Z) 3anpocsl Ha noayuenue ¢ O nporpamme

TexHuueckas NoAaepKKa

YcTaHoBuTE NNUEHINHD

2

MnopT

Nbl NOK3

) nykHog
| Ceptudy
) Mpome;
| Nosepe

D 3anpocm Ha aHHYNMpoBaHWE [OTSEIE) CEPTWPIKATS

[

3.4.2 «KPUNITOAPM» HA ITAHEJIV 3ATAY

Ber Mmoxere paboTath ¢ mporpammoint «KpuntoAPM» depe3 yBemoMsleHMe Ha ITaHeIM 3a-

ad.

B HacTpovikax mporpaMMEI BEI MOXKeTe yKa3aTb, YTo0bl «KpuntoAPM» mpucyTcTBOBaI Ha

ITaHeJIM 3a/1a4 B IIpaBOM HVDKHEM YIJIY 9KpaHa KOMIIbIOTEepa HJIT 6BICTPOFO BBIIIOJTHEHWMA KPUII-

TorpadmyIecKmx oreparmrl.
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Ll e

Y¥cranoeka nn UEHZHMI

O nporpamme,.,

Mognucate..
JdobaenTe NOgNKCE...
JaBEPUTE NOANKVCE, .,
Jawmdpoeate...

Moanuecate v 3awndpoeaTe..

MpoBepUTE NOANKCE..,

CHATE M NPOBEPUTE NOAMKCE...
Pacwwngpoeate..,
MpocMoTpeTs AoKyMEHT...

Pacuindposate W NpoBEpUTE NOANNC. ..

KeanudwumpoeaHHan nognnce

v ¥npowerHei pesknm paboTe

HacTpoiikun »
Otepeme KpuntoAPM
Bexog,
®
Hactpouts...

b r,

RU P ¢ 1mie ||
2092014

ITpn nBoviHOM mieTuKe Ha 3HauKe «KpunrroAPM» oTKpbIBaeTcs IJlaBHOe OKHO ITPOrPaMMBbl.

MCHOHBSYH 3Ha4OK yBeJOMJIE€HVIS Ha IIaHeJIV 3aija4, Bbl MOJKeTe:

YCTAaHOBUTE JINIIeH3MI0 K rrporpamme «KpunnroAPM»

IIPOCMOTpeTh MHGOopMalnio o mporpamme «KpurrroAPM»
INOAITNCHIBATH d)aI7[J'IBI M IIPOBEPATb KOPPEKTHOCTD ITOITIVICIL

M@ poBaTh 1 pacimMdpPOBbIBATE DATIIbL

yCTaHaBJIMBAaTh IIOIIATOBBIVI PEXVM BBIIIOJIHEHNMS KpuIrTooreparmii n pexnm «Ksasm-
dpuipoBaHHas TTOIINICH
BBIOMpPATL HACTPOVIKI [UIS BBILOIHEHYSI KPUIITOOLePaIT

paboTaTh yepes «KprmrroAPM» C pabourmu KaTaJIoraMu (rram-

k1 Bxomsimme/Vicxomsiime)
IepexofIUTh K paboTe ¢ ITPOrpaMMOvi B IJTaBHOM OKHe

J171s1 BBITIOJTHEHMS OTlepalinil yepes IaHeIb 3a1ay:

Otxponrre niporpammy «KpuntoAPM» (Ilyck > ITporpammer > «KpunroAPM»)

3Ha4ok «KpunToAPM» nogBuTcs B ITpaBOM yIJly Ha ITaHeIV 3a7a4

ITpaBort KJ1aBuIIIeV! MBIV OTKPOVITe KOHTEKCTHOe MeHIO 1 BbIOepuTe HY )KHYIO OIlepariyio.

Hasee cnemyvite maraM I ToMorHMKa BEIOpaHHOV OIIepariyiL.
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3.4.3

YEPE3 KOHTEKCTHOE MEHIO ®AWIIA

Bol MoxxeTe paboTaTh ¢ mporpammoint «KpuntoAPM» B ITpoBonamke Windows yepes KoH-

TEeKCTHOe MEeHIO darvra:

Kommerntapun

‘('k..» 1213 MNLASE Lnseceancsdhng vy 1 KB

Orxpoits

Mewars

Wamenuts

KpuntoAPM > Moznucare...
Jo€asnte noanuce...
> 33B2pWTb NOAMMCa...
3awwndposats...

OrxpbiTe € NOMOLLBIO >
Mognucate u 3alwmdposats...

MpoBepuTs NOANKC...

» CHare v nposepus 31

BOCCTaHOBUTE NPEXHIOIO BEPCMIO Pacumdposats...
Ompasure » MpocMOoTpETh AOKYMEHT ..
Boipesars PaclundposaTe N NPOBEINTL MOANUC...

Konupoears Mposepka cepTdnKaTa Ha KaBaNNOUYMPOEIHHOCTE
Co3aare apamik KeanndnuspoearHas ncanuce
YnpoLyeHrbIi pexum peboTol

Mpoguan 4

DTOT BapMaHT I103BOJIsIeT OBICTPO M YIOOHO BBIIOIHATH OCHOBHBIE OIlepalliyi C 3J1eKTPOH-

HBIMV JaHHBIMII:

IOIITMCATh JIEKTPOHHOV IOIIVCHIO

IIPOBEPUTH KOPPEKTHOCTD HOIIICHU

3a1_m/1@ poBaTb

pacidpoBaThk daribl

OJTHOBPEeMEeHHO 3alldpoBaTh 1 HOANNCATD JITAaHHBIE

OIHOBPEMEHHO DaCHIVICbDOBaTB JIAHHBIE ¥ TPOBEPUTH KOPPEKTHOCTL 3JIEKTPOHHOM

IIOJIIICA
YCTaHOBUTB PEXMMBI BBIIIOJIHEHNSI KPUIITOOIIepaInil: «YIIpolleHHbIN», «KBammdnrim-

POBaHHas ITOAIIVICH>»
IIPOBEPUTD ABJIAETCA JIN CepTT/ICpVIKaT KBaJ'IVICl)T/ILIVIpOBaHHBIM

BBIOpaTh HACTPOVIKY /TSI BBITTOJTHEHVISI KPUIITOOIIE PaLIVIA

s BeiotHeHMs1 onepaunit B [Iposoganke Windows:

1. Ortkpornire B IIpoBonHMKe HAaIIKy, TAe HAXOAUTCS arl, I KOTOPOro HeOOXOIVIMO BBIIIOI-

HUTH OIleparuio (3ammdpoBaTh, IIOAINCATD U T.IL.).

2. IlpaBoVi KIaBuIlleVi MBIV OTKPOVTe KOHTeKCTHOe MeHIo0 daila WIM cpa3y HeCKOJIbKMX

dparnstoB 1 BEIOEpUITE HY>KHYIO OITepalliIO.

3. Hartee ciemymte 1aram [ToMorntHmKa BEIOpaHHOT OIlepariim.

B ciryuae ecvt BBI BEIOpasIv [jIst oIlepalinv cpasy HeCcKOJIBKO (paruioB, oHM OyayT obpabo-

TaHBbI ITOCJIe0BaTeJIbHO.
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Haumnnas ¢ Bepcun 4.5 nporpamma «KpunroAPM» Gostee TecHO MHTeTrpMpoBaHa ¢ ollepa-
nmoHHOM cuctemMont Windows. Ber MoxeTe paboTaTh C HOANVMCAHHBIMM (TUII COBMEIIEHHOV
Hofamvick) v/ v 3ammdpoBaHHBIMY JaHHBIMI Yepes cTaHgapTHoe okHO CBOVICTBA.

(@l Oruer Ner dne 2102 2012 155
M| Oruer N OTicpeirs 1
@ Ovruer N2 SkyDrive Pro r k
05 Oruerng  7-ZiP !
[l oruerhg @ KpuntolPM r B

I:ITI'ZFII:rITI:m C NOMMOLLLBHD...

E STEKTPOE CeoiicTea %

B oxre CBovIcTBa ITOSBIIAIOTCS JOIIOTHWTEIFHBIE 3aK/IaIKIA:
Saxsiagka Ilogmmce. B aTO11 3aK/IajIKe BBI MOXKETe:
e I[IPOCMOTPETH IIOAIVICAaHHBIe TaHHbIe (KHOIKa IIpocMoTpeTs HarrpoTus nMeHn darvia) 1
COXPaHUTD VX Ha JIOKaJIbHBIVI KOMITBIOTEp VIV OTUYKAaeMbIll HocuTelb (kHorka Coxpa-

HUTB).
| OBiwme | @ Momwcs | BezonacHocTs
Moo oHbIE AEHHBIE C:hUsers‘useriDocuments omuete\OmueT
OTHpBITEIE AAHHBIE: OmeT N22 docx
II'Ipom::TpETbI I CoxpaHnTe I

® IIPOCMOTPETH CJIeAYIONIyIo MHopMaIimio (kHomKa [IpocmoTpeTs):
o 0 mobaBIIeHHOM K (pavly 271eKTPOHHOV HOIAIIVICH
o o0 ceprudmKare, C IOMOIIBIO KOTOPOTo OBUI IOomVcaH ¢arvul, 1 ero cTaTyce
O O LITaMIIaX BpeMeH! Ha IIOIIIVCH U IOAIIChIBaeMble TaHHbBIX
e o0aBuTh monmch (KkHomka IoammicaTs).
® 3aBepuUThb HOANNCH (0OpaTNTe BHUMAaHVIE, 9TO AePeBO IOMIIVICEV TOIIBKO ABY XY POBHEBOE,

T.e. 3aBepUTh 3aBepsroltyio DI yxxe Hesb3s)
e pacneuaraTh MH@OpMario (kHomKa IIedaTs) o DI - B HoBoM OkHe Opaysepa MS IE Oyzer
cpopmupoBaHa IedaTHas popma ¢ MHPOpMaIert O IHOIIINCH.

e 00OHOBUTB MH@OPMAIINIO O TIOACH (KHOITKa OOHOBUTS).
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DNepeso noanucei

Bnageney Damunna

~* Onbra OxoThHAE

I |
[I'Innnucam” JaEepUTE ” [MpocmoTpeTs ] [ DBHOBWTE ]

[evats

3axazka [MInudposanme. B 310N 3aK1a71Ke BB MOXeTe:
IIPOCMOTPETBH Iy Th, 10 KOTOPOMY COXpaHeH 3aldpoBaHHBIN daivy;
ImpocMoTpeTh 3ammdpoBanHb darot (KHomka ITpocMoTrpers psmoMm co crpokont darin

VICXOJTHBIX JaHHBIX);
COXPaHWUTh MCXOAHBIN (arwl (pacmmdpoBaHHbBIe JaHHBIE) 10 yKa3aHHOMY ITyTH (KHOIIKa

CoxpaHuUTB);

besonacHocTs | MNoppoGHo I [penbiaylLMe BEpcn

Dfwme @ lnposaHwe

llnchpoEaHHEIA thaiin: ChUsers usersDocuments omyets Omyet N

Faiin voxopHe ganHen:  OmueT NE1.docsig

(Toscvorpen ] (_Capssm ]

PyxoBomctso 1o paborte ¢ «KpuntoAPM» 5.3, ©2015

IIPOCMOTpeTh MHGPOPMaIINIO O cepTudMKaTax IIoIyJdaTesier 3aidpoBaHHbIX JTaHHBIX U MX

crarycol (KHoriKa ITpocMoTpeTs);

CepTMhMKaTEl NoNYYaTENSA SAUMDPPOESHHED AAHHED

CepwiiHel...  PHO Opra... Mogp... Oon.. Wen..

: I!_----I!E
[%J3E33F.. Bacn.. Ba
(%5 4FB8D... Onwr... dlgt O
B76EDFS.. Mem.. WMNP.. Me
4 | m b

[ [pfaents ” Yoanuts ][npOCMOTPETb] [ OBHOBUTE ]
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Ceptuduxar pacrmdpoBaHs JaHHBIX OTMeYaeTCsl 3HAUKOM - BJ. Ceptudmnxarom pac-
11 poBaHMs CTAHOBUTCS HEePBbINT 13 CIVICKa cepTudMKaT I10jTydaTesier, IMeIOIINI 3aKPbITHIV
o4, OcTaibHbIe CepTUdVKATBI OTMEYAIOTCS CTAHIAPTHBIMI 3HAYKAMIA.
BbI MoXxeTe pacmpuTh/COKPaTUTh CIIMCOK CepTUQMKATOB IojTydaTesient darvia (KHOII-
k1 [100aBUTE 11 YaaIMTh COOTBETCTBEHHO).
ITpu HaxkaTn Ha KHONIKY ITpumennTs 1w OK gaHHBIE OyayT IIOBTOPHO 3aldpoBaHbI B
ajipec M3MEeHEeHHOTO CIIVICKa IToJTyJaTeIert.
Taxxe BBl MOXeTe IIPOCMOTPETh Pe3yJIbTaThl IIPOBEPKIM KOPPEKTHOCTY 3JIeKTPOHHOV ITOfI-
mvicu B JiroboM crangapTHoM okHe OC Windows 11 oripeniesinTh BO3MOXKHOCTD paciiidpoBaHs
IOKYMeHTa II0 CIeliaJTbHOMY 3HauKy.

¥ annvie 3HAUKU N0 YMOAUAHUIO He NOABAAIOMCA, HeobX00uMo B napamenmpax npoepammbol G-
| uums npobepxy cmamyca dokymermob ¢ II1 u wuppobarnvix apxubob 6 I[poBooruxe.

OrmcaHme

ITonrmcannei a1 (IpoBepka KOPPEKTHOCTH 3J1eKTPOHHOV IOIINCH

W
Z
Q
fe
o
A

He IIpOBOJIWIach)

ITonrcaHHbIV darl, 7IeKTPOHHAs HOIINCh KOPpPeKTHa

ITommmcanybIn q)aI?m, 3JIEKTPOHHAsI IIOOIVICh HEKOPPEKTHA

-
4
L

ITonrvcanHbIi darl, HET IIOJIHOTO JIoBepusl K cepTudmKaTaM HOAINCH

(otcyrcrByer COC)

ITommcaHHBIN dpar?m, IIOOIIVICh IOBpEeXIeHa

Ornepanyis IpoBepKu OCTaHOBJIeHA B CIIydasix:
e pasmep dpamia IIpeBbIIIaeT OrpaHUYeHNe, YKa3aHHOe B IIapaMeT-
pax K ImporpamMmme

& @

e JIeKTpOHHAas MOAIVCH OT[e/IeHHas, U i1 Hee OTCYTCTBYeT IOJ-
IVICAaHHBIN arul

&

PSP

[MndpposanHbI darl (IlpoBepka darvia He IIPOBOANIIACD)

M posaHHBI darisl, MOXKHO paciMdpoBaTh

MndpposanHel dal, MOXHO pacimdpoBaTb, HO cepTudMKaT pac-
M poBaHNs HelelICTBUTelIeH

MndposaHHbI darul, HET MOJIHOTO JAoBepus K cepTuduKaTy pacimd-

poBaHIA

ndposannbI daiwl, pacidpoBaTh HeJIb3sd
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3.5 IIPOBEPKA HAJIMUMS TOCT- KPUIITOIIPOBAVIEPA

IIpn xaxpgom 3amycke mporpamMmbl «KpunTtoAPM» ocyiiecTsisieTcsl ITpoBepKa yCTaHOB-
JIGHHBIX B CHICTeMe KPWIITOIIPOBaMepoB, MCIOJIb3yIomMX B cBoent pabote agroputmer [OCT.
Ecyin xpumnronposariziepel He 0OHapy KeHBl, TO IOSIBIISIeTCS COOTBETCTBYIOIIee IIpeyIpexie-
HUe.

’ =

Otcyrcreyer FTOCT-kpuntonposaiigep @

Ha aaHHoM KoMnbloTepe He 0BHapyKeH KpUNTONPOBaiaAEeD, UCMONb3 YOI
MOCT-anropuTm. bes MOCT-KpunTonpoBaiaepa Bol HE CMOXETE MCNONb30BaTh
KBanMbULPOBaHHYIO MOANMKCh.

¥3HaTb noapobHee o KpUNToNpoBaiaepe 1 NpuobpecTi Kyrwe
NUUEH3MIO Bbl MOXKETE Ha HalLeM caiTe.

[ He nokasbiBaTh OKHO NPK CREAYIOWEM 3aNYCKE NPOrpaMMb

[ OK ][ OTtmeHa J

Bbl MoXXeTe HacTpouTh OTOOpakeHVe JAaHHOTO IIpeayIpeXaeHls B HaCTPOVIKax IlapaMeT-
POB IporpaMMBbI BO BKJIaziKe «O01e».

KpunmonpoBaiidepri, ucnosvsyrousue areopummst TOCT, 1eobxo0umst 045 nOAHOUEHHOU pa-

ﬂl} bomu.
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4 ITAPAMETPBI IIPOTPAMMBI
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Yto0bI OIlepaTMBHO BBIIOJIHATE KPUIITOOIIEPAlllili, Bbl MOXKETE yCTaHAaBJIMBATh CII€VaJIb-

Hble TTpopwI (MHOMBUAYaIbHBIE HACTPOVKN) U HACTPOUTb PeXWUMBI pabOThL. [ Kaxmon

CUTyalun MOXHO YCTaHOBUTD CcOOCTBEHHBIN HpOCpI/IJ'[B JJI4 BBITIOJIHEHWMA KpI/Il'ITOI’paq)T/IT-IeCKT/IX

orrepamuy, padoTeI ¢ cepTrdMKaTaMy 1 T.II. (BBIOpaTh KPUIITOIIPOBaliep, cepTndmKaTel, THUII

KpunrorpaduyiecKx aJIrOpUTMOB, YKa3aTh I10JTydaTesieVt JaHHbBIX U Ap.)

HHH obmeHa HOOKYMEHTaMI C 6YXFaHTepOM BBI MOXETE yCTaHOBUTD U1 VICIIOJIb30BaTb OAVH

npodwiIb, C MapTHeEpaMy — BTOPOW, C KJIMeHTaMy — TPeTUIA.
B aTOM paspgesie BB HarzieTe cileAyoNIyo MHPOpMaLINIO:

¢ Kaxk ympasisiTe HaCTpOVIKaMU ITpOrpaMMBbl
e Kak ynpasiars npodpwisimMm

41 ITAPAMETPBI [IPOTPAMMbBI

B r1ase IlapameTpbl mporpaMMel Bbl HalijieTe MHGPOPMAaIIMIO O TOM, KaK YCTaHOBUTH 00-

IIvie HaCTPOVIKU IIPOrpaMMBblL.

41.1 OBUIME HACTPOVIKI

HacTtpowutsb 6a30Bble TapaMeTpBl IIPOrpaMMBI BBl MOXKeTe depe3 IJITaBHOe OKHO IIPOrPaMMBL.

HHSI STOI'O BBIITIOJIHNTE CJIETYIOIIMe Iarv:

1. Ha Bepxmen mnaHe;m IJIaBHOrO OKHa oTkpourte MeHI0 Hacrponikm > Ympasiaenne

HacTpOVIKaMI:

€ KpuntoAPM

Daiin  MNpodwnw Momows

¥npaeneHwe HacTpoRkamm

&

Meanucate Mpoeepute M Wngpoeate Pacwngposate | O6HoBMT

=4 CepTudmkarsl

~{0) Muuroe xpannnnwe ceprudnkarcs
-2 CepTrdnkaTel Apyrux Nons30EaTENER
-|J) NpomexgyTounble ueHTpEl cepTdmkalm
-|Z) Nosepennbie kopHesbie UeHTpEI cepTdmkaL
-|C) Ceprudmkatel gomena digt.local
{El Cnucok akkpeguToBaHHe Y1,

2. B okne ITapametpsl HanguTe 3ax1agky Hacrporikm > O61mme:

Twnel nokante

[ Munce E
[I::ICemed:umn
[Iill'lpn:-maw_-,-’
EI,E,DEEFIEHH
[I::ICemed:umn

29



OO0 «ndposrle TEXHOIOT MM PyxoBopcTso 110 padote ¢ «KpunroAPM» 5.3, ©2015

€9 Mapamerpe @
[=)- HacTpoiiku 06“—“’19
e ["] AsTOMaTHUECKM 3aNYCKaTh NporpaMMy npu Bxoae B Windows

i~ [NapaMeTpbl NPOKcM-cepsepa
- Browser plug-in

|| CeopaumBaTs B cUCTEMHLIN TPEN NpK CBEPTLIBaHMM OKHA

|| CBOpaunBaTh B CUCTEMHBIN TPEl NPU 33KPLITUX OKHa

[=)- CnpaBoYHUKK
i HasHaueHns cepTudmkaTa HaCTpoitkn NpoBEpKK CTaTYCa AOKYMEHTOB B MPoBOAHMKE
‘..-HasHaueHua NoANMcH =
[=- KpunTonposaiaepbl || BkniouM T NpoBepKy cTaTyca AokyMeHTos ¢ 3 B MposoaHuKe
-PaspelweHHble MaKCHMENBHEI DaS batina: He 6o 81920
‘... YCTEHOBREHHbBIE
- Mpodunmn [7] BrntoumTs nposepky cTaTyca widposaHHbIX 3pXMEOE B MPOBOAHUKE

HacTpoikn accoumalyin paclumpeninil Gainnos

[T NposepsaTs accoumalym Npu cTapTe NporpamMb

MpoBepKa Hanu4Ma KpUNTONPOBaAEPoB, Ucnonb3yiowmnx MOCT-anropuTMel

I

|| NpoBepsaTe Npu KaxxaoM 3anycke KpuntoAPMa

MpoBepka cepTUhMKATOB
[V] OTRAtOUMTE NPOBEPKY NMYHBIX CEPTUHMKATOB MO CIMCKaM 0T3bIBa

=l
|| OTKNKOUMTD NOMCK CEPTUMKATOB Ha TOKEHaX B OKHe Buibopa cepTudmkaTos

3. B okne BbI MOXXeTe HaCTPOWTB:
e ABTOMaTMYeCKMUI 3allycK IIporpaMMsl IIpu Bxoge B Windows;
e CpopaumBaHMe IJIaBHOT'O OKHAa IIpOTpaMMBI B CHCTeMHBIVI TpeVl (IlaHeIb 3a7ay) IIpu
CBEpTHIBAaHMUM,/ 3aKPBITUV OKHa;
e TIposepky craTyca mokymeHTOB B IIpoBonHmnke Windows;
e Accoumaumm pacivpeHni paios;
e [IpoBepKy Ha/IM4Ms KpUOTOIPOBaViIepoB, UcIIob3ytomyx aaroputmel [OCT;
e IIposepky cepTudmKarTos.

Hacrpornka npoBepkmn craryca foKyMeHTOB B lIpoBogHmKe

3auacTyio IpoBepKa CTaTyca JOKYMeHTa, IIOANMCAHHOIO 3JIeKTPOHHOV IIOIIVICHIO, 3aHMU-
MaeT CJIMIIIKOM MHOTO BpeMeHU M3-3a OueHb OOJIBIIIOro pasMepa IIposepsieMoro daivia. Bl
MOXKeTe OrpaHMYNTBh yKa3aTh MaKCMMAaJIBHBIVI pa3Mep IS IpoBepsieMbIX alIoB 1, TeM ca-
MBIM, COKpaTHUTe CBOe BpeMsl Ha 00paboTKy darwios. [I1st 3TOro nocraBbTe rajIouKy HAIIPOTWB
CTPOKM BKJIIOUMTB IIPOBEPKY cTaTyca HOKyMeHTOB c DIl B IIpoBogHMKe 1 yKaKuTe IIpefierib-
HBIV (MaKCVMaJIBHBIN) pasMep IpoBepseMbIX (aIos.

HacTpolikK NpoBEpKK CTETYCE DOKYMEHTOE B MNPOB0OHMKE
BrNO4YWMTE NpoBepKY CTaTyCa AoKyMeHToB C 301 B MNpoBoaHMKE
MaKCUMansHLIA pazmep daiina, He Gonee | 31000| : faiT

(| BrntoumTe Nposepky cTaTyca WHdPOBaHHLIX apXWB0E & MNposoaHMKeE

? Mnoeda abmomamuueckan npoBepka cmamyca NOONUCAHHBIX UAU 3AUUPPOBAHHBIX 00KY-
— Mmenmob moxem pabomams Hekoppexmuo. Ieao 6 mom, koruuecnbo overlays 6 onepayuoHHoU
cucmeme Windows oepanuteno 15-10 asemenmamu. Ecau y Bac ycmanoBaeno MH020 npoepamm, Komopbsle
UCNoAb3yIom 21emMenmul overlays 045 omobpaxeHus UHGOpMAYULL, MO AeMeHnbl npusoxenus «Kpun-
moAPM» moeym npocmo He nonacme 6 3mo kosurecmbo u coombemcmbenHo He 0moodparxanmvcs.
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Hacrporika accormanmi paciuvpeHun gansios

Bbl camocTogTesIbHO MOXeTe HacTpanBaThb/ MeHSITh/ HOIOJIHSATEH CIMCOK (PallJIOBBIX pac-
HIMpeHnT! (HaIIp., *.sig), MMEeIOIINX accopalinio ¢ mporpammont «KpunroAPM».

I mpocMoTpa 1 perakTrpoBaHys crivicka Ha BepxHert maHe v I71aBHOTO OKHa OTKPOVITE
Menro Cepsuc > [lapamerprl mporpaMmmel > O01me 11 HaXMIUTe Ha KHONKY CHMHXpOHM3aLsL.

HacTpoiiki acCouMalydin paclukpeHie Gainnos

MpoBepATE ACCOLMALIM NP CTAPTE NporpamMMe!

B okae CuxpoHm3anms comepXuTcs MoapobHast nHdopMaling 00 yCTaHOBJIEHHBIX paHee
acconmarvisix:
e «Pacmmpenue» - HasBaHMe pacIIpeHN I dania.
e «HasBaHme HacTPOVIKI» - HACTPOVIKA, B KOTOPOVI II0 YMOJTYaHMIO BHIOPaHO JaHHOe pacIivi-
penme.
e «Hasnauenmne» - HasHaueHMe PaIOB C yKa3aHHBIM paclivpeHVeM B Imporpamme «Kpur-
TOAPMb».
o «Tvm» - onpenensembt Windows tur dariia.
-

.
CyHXpoHKM3IaLMA Iél
@ BribepuTe pacuMpeHia Gainos, ANA KOTOPEIX Bal XOTHTE CHATE SCCOLMALIMANM
C NporpamMMoit KpunToAPM,
PacwupeHue HasBaHWE HaCT POk HazHaqeHne Tun
pem 3M v Wkwposanwe  pem_auto_file
xml 3M unm WngposaHne XML Document
e m o b
OTMETHUTE BCE [ CHATE SCC0LMALMID ] [ Beixog ]
L A

Knonka CHATB accolmalinio 1o3posisieT BBIOOPOYHO CHSTE (y[Ia/IUTh) accolmaluio ¢ darn-
JIOBBIX pacIIpeHutt. YTo0bI cHATH acconmariyio ¢ rmporpammont «KpunroAPM» y Bcero crivcka
damI0BBIX pacIIVIpeHNI, HAXMIUTe Ha KHONKY OTMeTuTs Bee 1 3aTeM CHATH Bee.

Boccranosuts acconyanyio i pacivpeHuii, KOTOpble YKa3aHbl B HACTPOVIKAaX, MOXKHO B
caMoVl HacTpoViKe, HaXkaB KHOIIKY YcTaHOBUTH acconmanmio. ITompobHee 06 sToMm umTarite B
r1aBe HacTpoviky onepanyiv Imoamvct.
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Hacrporika mpoBepkm Haauumsa KpPUITOIPOBaMAepOB, MCHOJIL3YIOLINX aJITOPUTMBI

IroCT

ITpu xaxgom sanycke KpunroAPM niposepsieT, ycTaHOBJIEH JIV B CHICTeMe KPUIITOITpOBavi-
nep ¢ nogngepxkon ajaroputmos I'OCT. Ecin Takovt KpunrorpoBsariep He OyieT oOHapykeH,
KpuntoAPM nokaxeT npenynpexieHue.

Ecym mcnonp3oBaHMe Takoro KpuIITOIIpoBamjepa He Ipeliosiaraercs, mpeayIpexieHye
MOJKHO OTKJIFOUNTD, CHSB Tajiouky «[IposepsiTh pu KaxkmoM 3amycke KpuntoAPM».

MpoBEPKE HANMHWA KPUNTONPOB3HAEPOE, MOMONE3YHOWMX MOCT-anropuTHE

¥ | MpoEEPATE NpW KaXAoM 3anyoke KpunToAPMa

Hacrponika IIpoBepkm cepTudmkaTos
Haunnasg c sepcun 5.3, KpunntoAPM nposepsieT jimyHble cepTUUKATHI 110 CIIICKaM OT3bI-
Ba TOJIBKO eCJIV 3Ta IIpOBepKa BBIIIOJIHAETCS MOJIb30BaTesleM BpyuHylo. I1pu HeobxommmocTm
aBTOMaTUYEeCKYIO IPOBEPKY MOXXHO BKIIIOUWUTh CHAB rajlouKy «OTKIIIOUNUTH IIPOBEPKY JIMUHBIX
cepTndMKATOB IO CIVICKaM OT3bIBa».
MpoEERKE CEPTHDMKATOE

o | OTKNKYKTE NPOBEPEY NMYHEL: CEPTHOHKATOE NO CMMCKAM OT3EIES

OTKAKYHTE NOHCK cepTHBMEATOE Ha TOKEHaX B OkHE Bbibopa cepTHEHKATOE

l'asmouka «OTKITIOUNTH MTOVCK CepTM@UKATOB Ha TOKeHax B OKHe BBIOOpa cepTudUKaTOB»
IIO3BOJISIeT He BBIIOJIHATH HOMCK CepTU(UKATOB Ha OTUY>KIaeMbIX HOCUTEIISAX. DTO IIO3BOJISET
HEMHOTO yCKOPWUTh paboTy OKHa B CIydae, eCiv He ITperIoslaraeTcs MCIoIb30BaHNe OTIy K/Ia-
eMbIX HocuTesient. ITpu ycTaHOBKe 3TOVI TaJIOuKM B OKHe BhIOOpa cepTndmKaTos OyayT oToOpa-

KaTbCA TOJIBKO CepTVIq)VIKaTBI W3 XpaHInia JIMIHbIX CepTVIqDVIKaTOB.

4.1.2 PEXUM «KBAJIMO®UILIMPOBAHHAJ ITOOIINCH»

JlaHHBIT peXXVM HaKJIaJIbIBaeT CrelyaIbHoe orpaHndeHre Ha paboTy ¢ 1mdpoBeIMI cep-
TndvkaTamu. ITpy BKITIOYeHUN JTaHHOTO peXXyMa BaM CTaHYT JIOCTYITHBI TOJIBKO CepTUdUKaTHI
OT y/IOCTOBepsIOIINX 1IeHTPOB, aKKpeanToBaHHbIX MumkoMcsssu Poccurickon ®epeparim. B
KauecTse PVIbTpa MCIOIb3yeTCsl aKTyaIbHbIV CIMCOK aKKpeuToBaHHBIX Y1, pasmeraembin
Ha noptasie Munkomcssisu (http:/ /e-trust.gosuslugi.ru).
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b ; MopTan ynonHOMO4YeHHOro (pefiepansHOro oprada B 06nacTy UCnonb30BaHUA 3NEKTPOHHOW NoAnNucKU

AKKPEOWTALINA ~ | TONOBHOW YL| PEECTPbl ~ | MOHWTOPWHI ¥L| HOPMATWBHLIE JOKYMEHThI KOHTAKTEI

JaHHbBINH pasnen coAepKUT NepeYyeHb AKKpeAUTOBaHHBIX YAOCTOBEPSIOWMX LEHTPOB “e CkauaTh XML-NpeacTapneHne
[ONOBHOI YO TOBEDAWMWIA LIEHTD
DuneTp
HassaHue: OrPH: McesnoHum NAKa: Craryc akkpeguTaumn: Mopoa:
—Bce - [=] —Bce— =
CpencTea YL Knacc cpeacTs 3M:
—Bee— |Z| —-Bee —E
[MpUMEHKTE Cepocute

Beero 3anuceii: 352. Ctpanuup!: |l [2][3]... (24

HaumeHoeanune YL Mopen Craryc

4, ABTOHOMHAA HEKOMMEPHECKAA OPraH3aLMa CELNANM3HPOBAHHOND ONepaTopa cBAsH «BEMNMHOOHANOM benropod DNencTayeT

(}, ABTOHOMHAA HEKOMMEDYECKAA OPraHN3aLMA [IEN0BON BECTHUK benropog DefcTayeT

), ABTOHOMHOE YUPEXIEHNE XaHTH-MAHCHIACKOrD ABTOHOMHOIO OKPYra-KOrpbl «KOrOPCKUI HaYYHO-UCCTIE0BATENBCKAN MHCTUTYT XaHTbI-MaHCHitck NelicTayeT
MHPOPMALMOHHBIX TEXHOMOTHIi»

4 AOMMHMCTPALMA BpAHCKOI oGnacT BpsaHCK DNelicTayeT

~\,  AOMWHUCTpaLMA Maskl Pecnybnukn BypaTUA 1 NpaBuTenscTBa PecnyGnikn BypaTua VnaH-¥aa DNelicTayeT

L AamuHucTpaums KocTpomckoi oGnactu KocTpoma [efnicTeyeT

AKUMOHEPHDBIA KOMMEDPYeCKrA OaHK "MOCKOBCKMIA MIHAYCTpHaNbHEIR DaHK" (OTKpbITOE akuMoHepHoe oOwecTeo) Mocksa LedcTayeT

Hactpouts pexxnm «KpasmmdnimpoBaHHas IOAINCH» BBl MOXKeTe Ha BepxHeVl ITaHeIn MH-
crpyMeHTOB B MeHI0 HacTponikm > Yrpassienne HacTpoviKamu > PeXXMMbI:

= =
€3 Mapamerps! 5]
=- Hacrpoﬁm KBaJ’IMd)MllMDOBaHHaﬂ noanucb
[ aHHbI PEXUM HEKNaAbIBAET OrpaHUYEHWE Ha MCNONb30BaHWe cepTUduKaToB. B
i MapameTpbl NPOKCM-Cepeepa pexumMe KBanubuLMpoBaHHOIM Noanuan ByayT A0CTyNHbI TONBKO CEPTUDMKATI,
... Browser plug-n KOTOPbIE BblAaHb! YAOCTOBEPSIOWMMIA LIEHTPaMK, SKKPEAUTOBaHHEIMI
2L MuHKOMCBR3M Pocan.
(=) Cnpaso|HMKM
i HasHa4eHua cepTudukaTta BKIOYATE PEXUM KBaNMBULMPOBEHHOM NOAMMCH
- HasHa4YeHUsa noanucn -
3 V| ABTOoMaTHYECKM 0BHOBNATE CNMCOK BKKPEAWTOBAHHBIX
=- Kpumonposaunepbl e i
PaspewetHbie He nokasbiBaTh KOpHEBbIE CEPTUOMKATEI C MCTEKLIMM CPOKOM AEHCTEUA
- YCTaHOBNEHHble
- Tpodmnm TSL
Bepoua: 6216
LNata obHoBneHus: 29.04.2015 07:04:52
BBICTpO BKJIIFOUMTH / OTKIIIOUYUTDH PEXXVM BBl MOXKeTe: MpoeepuTs nogmMcs...

CHATE 1 NPoBEPWTE NOANKCE...
e Yepe3 KOHTEKCTHOE MEHIO IIpOorpaMMBbl Ha ITaHeJIM 3a1a4d

Pacwndpoeates...

e uepe3 KOHTEKCTHOE MeHIO JIF000ro darmia Mpoctotpers aoeymer..

Paclundpoeate U NpoBEPUTE NOANKCE...

Crmcok akkpennToBaHHBI Y1l ITOCTOSHHO OOHOBIISIETCH.

Ynobuee HacTpouTh aBTOMaTHMUeCKOe OOHOBJIEHNE CIIVICKA aK- Fecrporn ’
6 6 Ortkperme KpunnmoAPM
KPeOUTOBAHHBIX YIOCTOBEPSIOMINX LEHTPOB, YTOOBI He OOHOB- E—

JIATh KaXIbIl pa3 BpyuHyo. 1 3TOro ycraHosure diar T
HAIIpOTUB CTPOKM ABTOMaTHUeCcKy OOHOBIATH COMCOK aK-

HactpouTts...

KpenuTtoBaHHBIX YII.
AU PN 805 I
20092014 | |

O6HoBUTH mauHbI crncok (TSL) BB MoXeTe B JIT000V MO-
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MeHT. B BepxHeM MeHIo m1aBHoOro okHa otkpourte Cepsuc > Ilapamerpsl nmporpaMmmel > Pe-

JKVMMBI 11 BBIOpIITe BapyaHT OOHOBJIEHST CITHCKA:

e OOGHOBUTH uepe3 VIHTepHeT: BapMaHT yIOOHO WCIIOIB30BaTh PV CTaOVIIBHOM OBICTpOM

VMHTEepHET-KaHalle,

e 3arpys3uTe w3 daiia: ey JOCTyIl K VMHTep-
HeTy 3aTpydHeH/OTCYTCTByeT, peKOMeHIyeM
cKavaThb CHMCOK B Buae damia c Iopraia

MwuHKOMCBSI3U («CKaLIaTB

HpejicTaB/IeHye») ¥ YCTaHOBUTbL BPYYHYIO.

®arw1 TSL mmeet dpopmat *.xml

Ynopsagouute ¥ Hogas nanka

8 » Awamncrparop » arpyn > <[4 || Moo dazpyees 2]

» AgmuHucTpatop b 3arpy3xu »

HOPMATUBHBIE JOKYMEHTHI KOHTAKTbI

“e Cravatb XML-npencTaeneHme

CONoBHOW YAOCTOBEPAOUIMIA LIEHTD

' 0 VsBpanHoe Wma

& 3arpysku
"5l HepasHue mecTa .

B PaBouwii cron

m

- BuBaunotekn

Jata

¥ Buageo ) TSLExt.1.0

@ JokymeHTbl
[=| Vz0Bpaxenus

J‘ Mysbika |

1M KomnbtoTep
ﬁ JNokaneHem guck (C:)

a Documents (D:)

- e DICEE R

" |59 m

Het gaHHbIx ang
nNpeAsapuTENBHOrO NPOCMOTPa.

»

Wma daiina: TSLExt.1.0

~ | @aiin TSL (i) -

[ OTkpbiTh Iv] [ OtmeHa ]

«KprunrtoAPM» obnHOBUT cricok. Ecyiv ycTaHOBJIEHHBIVI Ha Balll KOMITBIOTEP CIIMCOK II0-

IpeXXHeMy aKTyaJsleH, TO IIporpaMMa COOOIIUT 00 3TOM:

|
emm———

TEK'_'ll'LLI,EH BEPCHA CNWCKD aKKPESVMTOBAHHBIX YAOCTOBEPAHILLIMY LIEHTROEB
HOBEE WAW COOTEETCTEYET YCTaHABNHWEBIEM o,
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HJ’IFI YJIO6CTBa pa6OTBI CO CIIMCKaMV KOPpHEBBIX CepTT/ICbT/IKaTOB BbI MOJXeTe OTK/IFOUUTD I10-

Ka3 KOPHEeBBIX CepTM@MKATOB € MCTEKIIMM CPOKOM JIeVICTBMSIL.

KeanuduunpoBaHHaA Noanuch

N aHHBI PEAMM HAKNAABIBAET OrPAHMYEHME HA MOMONB30BEHWE CEPTHDMKATOR, B
PEHMME KEANMDULMPOBEHHDIA Nogmkuo ByayT A0CTYNHE! TONBKD CEPTMRMKETBI,
KOTOPBIE BElAEHE! YAOCTOBEDAKIUMMA LEHTPEMM,, SKKpEedHTOBaHHBIMK
MUHKOMCBAZI POCo4M,

BHADYMTE PEHIAM KEANMOULMPOESHHDIA NOAMMCH
ABTOMATMHECKN 0OHOBNATE CMMCOK AKKDEOMTOBAHHBIX YL

He NoKasbIBaTh KOPHEBEIE CEPTHHMKATEI C MCTEKILMM CROKOM ASACTEMA

HonomHuTenbHYI0 MHPOpMaluio o padboTe ¢ KBaInpULIMPOBAHHBIMI cepTrdMKaTaMI BbI
y3HaeTe B OHHOVIMEHHOVI IJIaBe.

4.1.3 IIAPAMETPBI [IPOKCH-CEPBEPA

ITporpamme «KpunroAPM» 117151 TIOJTHOIIEHHOV paOoThI TpebyeTcs MoKIIoueHne K ceT
VIHTepHeT, UTO IO3BOJIAET ONEpPaTMBHO 3arpy’kaTh CIIVMICKM OT3bIBa CepTUUKATOB W CIIVICKM
akkpeauTosanHbIX YLI. Ecyiv BeIXOI B ceThb OrpaHMYeH IIPOKCU-CEPBEPOM, TO BbI MOXKeTe
HaCTPOUTD IIapaMeTPhl JOCTYIIA.

€ Mapamerper @
- HacTpoitkn lMapameTpbl NPOKCU-cepBepa
Obwme
7 -
PesHbl MCNonb30BaTE HACTPOAKK NPOKCH-CEPEEPa
MapaMeTpil NpoKoM-Cepeepa MapaMeTpel ADCTYNa

----- Browser plug-in
[=)- CNpaBo-HHKK
HazHaueHun cepTudmkaTa

() AHOHMMHENA oCTYr

(@) OBbMHER aYTEHTHDMKALMA

HasHa4eHMsa noanvoi () KpaTkan NpoBepka NoanMHHOCTI
=5 Kpnnmnposaf&nepbl () BcTpoeHHas NpoBEpKa NoANMHHOCTI Windows
i PaspelenHEe () BcTpoeHHas NPoBEPKa NoAMMHHOCTI Windows unu Kerberos
¥CTaHOBNEHHbIE
- Mpodini Anpec Npokoi-cepeepa:

WMA none3osaTens: MNapone:

Hemaau nacmpoiiku napamempo8 docrmyna Bv. MosKeme Y3HaAMsy Y CUCTEMHO20 AOMUHUCTIPAIMOpA.
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414 YI'IPOI_I_IFHHBIVI PEXXVM

PexxviM 1103BOJISIET BBIIIOJIHSITH TUIIOBbIE KPVIITOOIIEPALIVIVL «B OAVIH KJIVIK», CKpbIBasi OOJIb-
IIMHCTBO mIaros. ITpm ympoIieHHOM peXXyMe IIporpaMMa MCIOoIb3yeT B KadecTse I1abIoHa Ty
HaCTPOVIKY, KOTOpasl yCTaHOBJIeHa "o yModaHuio". B aToMm crydae Bo BpeMst onepanmm IIpo-
rpaMMOV 3arpallBaeTcsl BBOJ, TOJIBKO TeX IlapaMeTpoB, KOTOpble He yKas3aHbl B JIaHHOU
HacTpovike. OcTajIbHBIE ATV OIePamyy BBIIOJIHAIOTCS IIPOTPaMMOVI aBTOMATUYeCKV COTJIaCHO
yKasaHHBIM B HaCTPOVIKe ITapaMeTpaM.

BrmrounTs «ynpoIeHHbIT peXyM» BBl MOXKeTe Ha BepXHeVi IIaHe/ IV MHCTPYMEeHTOB B MEHIO
Hacrpovikn> Ynpasnenne HacTporikamu > Pe>kxumel. [1J14 yCcTaHOBKYM YITPOIIIEHHOIO peXXyuMa
VICIIONIB3YTITe dpyiar BKIFOUNUTE YIIPOIIeHHBIVI PEXXVM.

'@ Napamerpes {mesim]
- HacTpoi KeanuduumpoBaHHas noanuce
Obwwe
Pexame! A3r+b81 DEXGIM HAKNAALISIET ONPHIYEHNE HA MCNONL30BAHME CEpTIKdIaTOSs. B
MapaneTPo! NPOKOI-CEPBEpa PEXMNE KBANVIPOBAHHON NOAMMOI SyAYT QOCT YNl TONDKO CEPTHIMKATDI,
Browser plugn KOTOPGIE BbIAAHE! YAOCTOBEDAOWIMI LEHTDAMM, SKKDEANTOSAMHEIMIA
=] Cnpasoumsm orcassu Pocom.
Hasrasersis cepTishvxara V| BRAIONHTD PEXMM KBANMESIDOBA+e40i1 NOANKOA
s R V| ABToMaTIECKM ODHOBNATL CTMCOK BKKPEAMTOBaHHIX Y|
=} Kpsnronposaiaepet
Paspeweresie V| He NoKasbiBaTD KOPHESHIE CEpTIdUXATEI C MCTEKILIMM CPOKOM ASICTENA
YCTanosneHrbie
Mpodwin ™t
Bepoa: 6334
Aata obrosnermes: 09.06.2015 14:02:14
Obsosnerme
[ OfmosuTh Yepes MrepreT ] [ Sarpysum> u3 darna
YNpOWEHHbIN PEXUM
YNPOULEHHDET PEXMM NOIBONRET CXPLITE BONBWMHCTEO Waros MacTepos., U
WCNOMDIYET HACTPOMKM, YCTAHOBNEHHDIE ASHCTEYIOULM Npodunen,
[¥] Bxmossrms ynpowersasst pesins
L OK }\ [ Ornenia ] [ NpvesaTs
ITpu oTKIIOYeHUV JAaHHOTO peXXrMa BO BpeMs BBIIIOJIHeHVs L
CHRTb " ﬂpOBEpHTb NoANKUCE...
onepanym Bam OyayT pocrynHbl BCE marn Macrepa s yka- BT
MpoCMoTRETE AOKYMEHT. ..
3aHMSI HeOOXOIMMBIX IIapaMeTpoB BPYUYHYIO. S
BbICTpO BKITFOUUMTH / OTKJIIOUUTDH pe)KT/IM BbI MOXXeTe:
Hactpoiikn 3
o qepes KOHTEKCTHOE MEHIO HpOl"paMMbI Ha ITaHeJIV 3a1a4
Orteperme KpuntoAPM
e Uepe3 KOHTEKCTHOEe MeHIO JIo0oro darvia
Beixog
w i
Hacrpoure...
4.2 TIPOo®UIN
- 805 | |
YT1oObI omlepaTMBHO BBIIOIHATE KPUIITOOIIEpAINVI, BBl MO- B e |
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JKeTe yCTaHaBJIMBATh CIlellMasibHble ITpoduIn (111abI0HbI, MHAMBUIYyaIbHbBIe HACTPOVIKM). [1y1s
KaKIOVI CUTYalMVI MOXKHO CO3IATh VI VCIIOJIb30BaTh COOCTBEHHBIN MPO(MWIIb IJIS BHIITOJTHEHVIS
Kpunrorpaduyaeckmx oreparyii, padoTel ¢ ceprudmkaramMmu n T.IL. ITogpobHee o ToM, Kakue
Ipod 1IN Bbl MOXKeTe CO31aTh ¥ MCIIOIb30BaTh, UMTaTe B IVIaBe YIIpaBjIeHUe IIPOPMIAMM.

@ Mepamerpe: (552
-1 HacTpoixm Npodmnn
Obeane Mpodsinn KONOALIYETCA ANA CONDAHEHHA SACTO MCNOMBIYEHDIX NAPANETROS NPH
Pesal NOAMMCAHIE W ussbposarim Gaianos. Mpodsno, MCNOMLSYERDIA N0 YHOM4SHNID, NOSBONRET
MBpaHETDL! NPOROH-CEPBEDS BeNONHATE ONEPALMA B YTIDOULEHHON B e,
Browser phug-n
= Cnpasou3HARs f—— e,
[ ]
HasHALERUA CEPTIRATA Iil ? |
HEBHAYEHMA NOAMMDY
= ":F"":ma'_""w Wra npaduins KpaTHOE omuscaHie
g-kin Al
You . S sranrepun Ans pabaTo ¢ DHC
Mpodsus {EPmnrurb
{53 caaua oTueTHoCTH E OMC
{:d,}jnemmt TOprM
4 m L
OK OTHeHa ] [ MpyretTe

Pabora ¢ HacTpoVIKaMVI BBITIOJIHSIETCS Yepe3 ITaHesIb MHCTPYMeHTOB B MeHIo HacTporikn >
Ynpasienne Hactpovikamm > ITpodwnm mmbo IIpodwmm > Yopasinenue npodwmisimu. s
Bac JJOCTYITHO KOHTEKCTHOe MeHIO (ITpaBoVi KJIaBUITIeVI MBIV Ha HAaCTPOVIKe / ITyCTOM II0JIe):
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MMA HAaCTpoikK KpaTroe onucaHue

Byxrantepus Ana paboTtel ¢ dHC

%Cnaqa OTHET Mcnonezoeate No YMoAYaHMHD
Z-Jner:TanHblf

¥aanuTe
Co3gaTe KOMMHD

Mepenmenceats

Mranopt

JkcnopT
7]

DuneTp

CJBHOBWTE

CBpocute grAsTp

CeoWcTEa

E1te ogve BapmaHT paOOTHI ¢ HACTPOVIKAMM — CHelTMasIbHble 3HAUKM:

@ 2 5 EEeEa

1 - CospaTe npod e

2 - VimnopTrpoBaTh IpodIb

3 - DKcnopTrpoBaTh IIpOPWIb

4 - QwIbTPOBaTh NMPOMUIIN II0 OIIpesieIeHHOMY IapaMeTpy
5 - Cozpars Koo npod s

6 - IlepenmenoBats 11popmib

7 - YcraHOBUTH NPOWIIB 10 YMOITYaHUIO

8 - IIpocMOTpeTh/ M3MEeHUTh CBOVICTBA ITPOIIIS

9 - Ynaymre npodwib

421 CO3OAHUE HOBOTO ITPO®WIIA
JJ11 co3mmaHvsl HOBOVI HACTPOVIKY BBIIIOJTHEHVIS OIlepallvii:

1. Ha BepxHen maHe/m IJIaBHOTO OKHa OTKpoWTe IyHKT MeHIo IIpodwman > Ynpasierue
MpodMIAMI V1 BBI30BUTE KOHTEKCTHOE MEHIO ITpaBoVl KJIaBUIIIEV MBIIIN. BeiOepnre myHKT
Co3maTh HOBBIVI IPOPWIIE!
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MNpodunu

Mpodns MCNONb3YETCA ANA COXPAEHEHWA YACTO MOMONE3YEMbIX NAPEMETPOE NPK
MOAMMCEHKMA W WivbpoBaHkK (iainos. Mpodine, MONONE3YEMEIA N0 YMOMHEHKKD, NOZB0NAST
ELINQMHATE OMNEPALAM B YIPOWEHHOM B1AE,

B 22 ¥ 2=

Ma npoduana KpaTkoe onMcaHue
%nyramepmn AnAa paboTel © PHC
%Pucanmrunb

{Q}}Cnaua OTHETHOCTH B OMC
%BHEKTPDHHE TOprK

Co3gate HoBBIA Npodnib

WMrmnopt

IkcnopT

L] F
DuneTp 1

CBpoouTe uabTp

OBHOBWTE

2. Orkpoetcs okHo ITapameTpsl HaCTpOVIKNA.

MapameTpsl HacTpoHKK ﬁ

= NMpodwins Mpoduns
- Ofwme
B A&HHOM PASAENE Bl MOKETE HACTPOMTE NapPaMETPEl ANA:
- Moanuce ~ BRINOMHEHWA ONEPALMIA NOAMMCA,
- LLMposaHe - WidpoBaHNA 1 PACLMBPOBEHKA,
- PacwmbposaHie ~ MCMONE30B3HMA NONMTHE CEPTHOMKATOS,

- HACTPOMKK KETANOros XpaHeHWA Gaiinos,

- MHTepdelic nonesosaTEnA h -
- HECTPOlKK MHTEPdENCE NoNL30BATENA.

- MoNUTHKE CEPTMDMKETOE

- Bepudmkalya cepTuduraTos MNoapobHee ob ynpaeneH NpodMNAMK Bl MOKETE YEHaTE B DYKOEOACTES NONL30BSTENA,
- QICSP
- KaTtanorn

B cO31aBaeMOM HpO(i)Vme BbI MOXXeTe YCTaHOBUTD CJIEIYIOIINe IIapaMeTpPbl:

o01mmye mapameTpsl (Ha3BaHMe, ONVICAHIE T T.I1.)

IIapaMeTpPhI ITOAIIVICIL

ImapaMeTpsl M@ POBaHMSI

IIapaMeTphbl DaCH_U/ICbDOBaHVISI

mapaMeTphl VIIPaBIeHMI MHTeP@ericoM II0JIE30BaTe IS

ITapaMeTpPhl VMCITOJIb30BaHVIA TTOJIMTUK CeDTVICbT/IKaTOB

apaMeTpsl Bepudukarmm ceptudmKaTron

HapameTpsl paboTsl ¢ TSP-cyx60om (CityX0071 IITTaMIIOB BpeMeHT1)

napameTpsl paboTel ¢ OCSP-ciyx00m (CrryK00v1 akTyasIbHBIX CTaTyCOB)

ITogpoOHee 0 TOM, KaK yCTaHOBUTB HapaMeTphl HACTPOVIKM KPUIITOOIIepalluil, YUTalTe B

IJIaBe O6mme HaCTPOVIKU.

3. CoxpaHuTe yKasaHHbBIe IapaMeTpbl HACTpOVIKM (KHONKa ITprMeHUTS).
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4. CosgaHHasi HACTPOVIKA OTOOPA3UTCs B CIIVICKe HaCTpOeK.

4.2.2 ITIEPEMUMEHOBAHWE ITIPO®WIISI
YT0oO6BI IIeperMeHOBaTh MPOPWIb:

1. Ha BepxHeri 11aHe M I7IaBHOTO OKHa OTKpowmTe ITyHKT MeHIo IIpodwm > Ynpasnenue
npodnsrsamn. VI3 ciivicka Beibepte podviIb, KOTOPHIVT HEOOXOIVMO IepeIMeHOBaTh, V1 C
ITOMOIIBI0 KOHTEKCTHOT'O MeHIO WIN CIlell.3Havka Ha ITaHeJI MHCTPYMEeHTOB BeIOepuTe
nyHKT IleperimeHOBaTh.

2. Bsepgure HOBOe MM IS yKa3aHHOTO IIPOPWIISL.

3. IIpodwib OyaeT neperiMeHOBaH.

4.2.3 CO3OAHME KOIINU ITPODPWIIA
YT0ORI CO311aTh KOMIMIO CYIIIeCTBYIOIIeV HaCcTPOVIKIA:

1. Ha BepxHern naHeny I71aBHOTO OKHa OTKpowTe IyHKT MeHto ITpodwm > Ynpasienne
npodwasimMu. VI3 crvicka BeIOepuTe IpodiIb, KOO KOTOPOro HeoOxoaymo co3aarb. C
IIOMOIIIbIO KOHTEKCTHOTO MEHIO VI CIlell.3HauKa Ha ITaHe Il MHCTPyMeHTOB BblOepuTe
nyHKT Co3gaTh KONMIo

Mpodwunu
Mpodne MCNONE3YETCA ANA COMPAHEHMA Y3CTO MONONE3YEMBIX NAPSMETDOE NP

MOAMWCEHKMK W WWbpoBaHKK dainos. Mpodkne, MCNONE3YEMEIA N0 YMOMYaHKID, NO3B0NAET
BEINOMHATE ONEPELMK B YPOWEHHOM BHIE.

CEINERENEA 0 E21 - IR
Mma Mpodmna [ Cosgare konuio L’me QnMCaHKE

nyramepma Ana paboTel c PHC
%Pncanmrnnb
Cua'-la OTYETHOCTH B OMC

SNEeKTPOHBIE TOPr

2. B crmcke nogBUTCS HOBBIV ITpodpwib 11071 HasBaHMeM "Kord (Ha3BaHMe KOIIMPYeMOIo
npodwrs)". OH BKIIIOYaeT Bce ITapaMeTPhl TOTO ITPodwIIs, KOTOPHINI Oblyla CKOIMPOBAH:

MMA npodna KpaTkoe onucaHue

nyramepmn Ana paboTel c @HC
Pocankorons
Cnaqa aTHETHOCTH B OMC

FKonKA InekTpoHsIE TOprM

':"nerchpole TOprK

4.24 VYCTAHOBKA MNPO®WIA IIO YMOTYAHMUIO
BeI MOXeTe yCTaHOBWUTB OIVH W3 VCIIOIIB3YeMBIX BaMV Hpodrien Kak "VCII0Ib3yeMBIVT IO
yMoyrdaHmio" (OH Oy/IeT MCIIOIb30BaThCsl aBTOMATIYecKy, Korja He BBIOpaH HV OJIVH W3 IIPO-
dwien).
YT006BI yCTaHOBUTB IIPOMIUIH ITO YMOITIAHVIO:
1. Ha BepxHert maHe M IJIaBHOTO OKHa OTKpoviTe ITyHKT MeHio IIpodmmm > Ynpasiienne
npodwIsiMi. B KOHTEKCTHOM MeHIO ITpod1Is, KOTOPHIN IVTaHVIPYeTe VCIIOIb30BaTh I10
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YMOJIHYaHVIIO, WINV Ha IIaHeJIM MHCTPYMEHTOB BBI6epT/ITe IIYHKT Victmostp30BaTh 1O ymMmoirgaa-
HWMIO:

& &/ 7] =2E)E @

MMA npodwna KpaTioe onucaHue
Byxrantepua
%F‘oca [—— | Menone3ceaTe Mo yMONYaHUID

45-"' Caaqa oTY4eTHOCTH B OMC

¥aanuTe
3NEKTPOHEIE TOPrH =

Co3g8aTe KoMUY

Mepenmenceate

2. ITpu sToMm yKasaHHBIV ITpod1Ib OyIeT ycTaHOBIIeH Kak "ITpodwuis 1o ymordanvio".

° HpOC})I/IJ'IB, y'CTaHOBJ'IEHHBITZ 110 yMOJ/I9aHUIO, obo3HavaeTcs HVIKTOI‘paMMOV[ % .

e B obmem crvicke podiib, MCIOIB3YEMBIVI ITO YMOITYaHWIO, BBIIeJIeH XXUPHBIM TP TOM:

i -— — ——
ST —————————

Dain Hactpolikw  MNomowe

v byxrantepma o & B
Mognug Pocankoronk ibpoeate | OBHoewte | Co
EI@ Ce Caaua oTuetHooTh B OMC KANEHEN XPaHWNLL,
% 3J'IEKTF|'DHI:IIE TDFI'FH b= XFIEHHJ'IHLLI,E CEFITHCI:
MKATEl APYTHK NoALS
= ¥npaeneHwe npodunamm ¢ APy
EXYTOUHBIE LEEHTRBI O

IE_ JoBEpEHHBIE KOPHEBBIE LEHTPBI CEPTURUEaLNI

5] Ceprudmkarel gomena digt.local ]
S T dukatel gomena digt.|

IEHHEBIE KOPHEERIE LEH

425 OWILTPALIMA IIPODVIEN

Be1 MoxeTe prstbTpOBaTh POMIIN B CIIMCKE ITOC/IeTyIOIIM ITapaMeTpaM:
* VM HACTPOVIKU
e KpaTKoe OIliicaHle

YT006B! OTPMITETPOBATE HACTPOVIKIA

1. Ha BepxHem maHe/ INIaBHOTO OKHa OTKpoWTe MyHKT MeHio IIpodwmmi > YnpasiaeHnue
npodwIsAMM, B KOHTEKCTHOM MEHIO WIV Ha IIaHeJIV VHCTPYMEHTOB BbIOepuTe ITyHKT
DuneTp.

2. B okHe YcraHOBKa mIbTpa yKaXuTe IHapaMeTphbl, IO KOTOPBIM HEOOXOOMMO OTOOpaTh
npodpvwm «KpunroAPM»:
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i Ycranoeka duneTpa uw
MA Npodwana: [CMEDJKMTGI vl Byxrantepua
KpaTkoe onMcaHWe: [nmﬁge vl
[ Chpac ] [ OF; ] ’ QTMEHE l

3. Cmmmcok npodwuient OyieT oTPMIBTPOBaH II0 YKa3aHHBIM BaMV ITapaMeTpaM:
MNpodunu
Mpodne MCNONEZYETCA ANA COXPEHEHWA YECTO MCNONBL3YEMEIX NEPAMETPOE MPK

NOAMMCEHMIA 1 WdpoBaHuK dalinoe. Mpodne, MCNOMB3YEMEIA MO YMONYEHWKD, MO3BONAET
BbINONHATE OMNEPALYAM B YTIPOWEHHOM BHIE,

¥ W8] ) || |k

Wma npocna (*Byxrantepua™) KpaTHoE OMUCEHKE
nyranTepMﬂ N na paboTtel c ®HC

4. BepHyTbCS K MICXOIHOMY CIVCKY IIpodpuIernt BB MOXeTe, COpocB (prIbTp:
Mpodwunu
Mpodune MCNONB3YETCA ANA COXPAHEHWA YACTO MONMONB3YEMBIX MAPAMETPOE NP

NOAMKCEHMA W WdpoBaHMK hainos. Mpoduns, MCNoNE3YEMEIM MO YMOMYEHMKD, NO3E0NAE
BhIMONHATE OMENELIAN B YIPOWEHHOM BMIE.

= e @ BEEE @

Mma npoduna (Byxrantepua™) K. paTKOE OMMCEHKME

Mcnonesoeate no YMONYaHWHD

Yaanute
Co3aaTte KonuH

MepenmeHoBaTe

Mmnopt

Jrcnopt

v Ounetp

CBHOBWTE

| CEpocnTe GuALTR

CeoicTea
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4.2.6 DKCIIOPT IPO®UIIS
ITpn oGHOBIIeHMM WM TlepeycTaHOBKe ITporpaMmmbl «KpuntoAPM» pekomeHyeTcsl 3KC-

HOPTUPOBATh MCIIOJIb3yeMble B paboTe mpodruin BeiroHeHns onepatinit B XML-dpopmar.
YT0ORI 3KCITOPTUPOBATh HACTPOVIKY B (pari:

1. Ha Bepxnel maHem IJIaBHOTO OKHa OTKpowTe ITyHKT MeHio IIpodwmian > Ynpasriernue
npodwisiMmy, BeIOepuTe HPOPWIIb, KOTOPBII HEOOXOOMMO 3KCIOPTUpPOBaTh. B KOH-
TEeKCTHOM MeHIO 0ObeKTa VIV Ha ITaHeJIM HCTPYMEHTOB BBIOepUTe ITYHKT DKCIOPT.

2. B oxne npoBomHMKa BBeATE MM SKCIIOPTHPYyeMoro dparijia ¢ HaCTPOVIKOA:

3. VkasaHHbBI IIpodwiIb OyeT sKcrIopTHpoBaHa B a1 B popmare *.xml. [Tpu sxcriopre He-
CKOJIBKMX IIpodmient, OymeT co3maBaThes ogvH *.xml dpaiis, comepikarini Bce SKCIIOPTUPY-
eMble ITpOoPVIIN.

4.2.7 VIMIIOPT ITIPO®WIIA

ITpu oOHOBIeHUM WM TIepeycTaHoBKe mporpaMMbl «KpuntoAPM» BBl MOXeTe MMIIOPTU-
poBaTh paHee coxpaHeHHbIe B XML-dopmaTe mpodnint BEITOIHEHWS OIlepariyii.

YT0o06B! MMIIOPTHPOBATE havI C IIpodrIeM:

1. Ha BepxHer 1taHes M I7JaBHOTO OKHa OTKpowMTe ITyHKT MeHIo IIpodnmi > YupasiaeHnue
npodwasamu. [Tpason K1aBuIert MBIV OTKPOVITe KOHTEKCTHOe MEeHIO VIV Ha I1aHesIu VH-
CTPYMEHTOB BbIOepuTe IyHKT VIMIOpPT:

2. B oxne nposomHMKa BeIOepuTe paiwi ¢ mpodwieM B popmate .xml

3. B crmcok nmpodwient OyjieT MMIIOPTHUPOBaH yKa3aHHas BaMy ITPOWIb.

4.2.8 YIOAJIEHUE IIPOOWIILA
s ynaneHws mpodpwis:

1. Ha BepxHern naHeu Ii1aBHOro oKHa OTKpowTe ITyHKT MeHro ITpodnmm > Yopasiennue
npodnisiMu, BeIOeprTe IPOdIIIb, KOTOPEI HEOOXOOVMO yIAJIUTh. B KOHTEKCTHOM MeHIO
oOBeKTa WV Ha ITaHe/IV MTHCTPYMEHTOB BBIOepTe IyHKT Y IaInTh:

2. Ha sampoc cucTeMbl ITIOOTBEPOTE CBOE pellleHle.

3. VYxasaHHBIV IpodwIb OyIeT yaasieH 13 CIyCcKa.

4.3 YHOPABJIEHUE ITPO®WISIMU

B m1aBe Ympasienne npodmiasiMu Bl HallzieTe MHPOPMAIIMIO O TOM, KaKye IapaMeTpbl
BBl MOXKeTe HaCTPOWUTD ISl BBIIIOJIHEHVIS KPUIITOOIIepaluL.

Ha BepxHent maHesM IJIaBHOTO OKHa OTKpowTe HNyHKT MeHIo IIpodwmam > Ympasienue
podwIsIMI 11 BBI3OBUTe KOHTEKCTHOE MEHIO IIpaBoVl KilaBuilell Mbly. Beroepure rmyHkT Co-

34aTh HOBBIVI IPOdWIIb:

MapameTpesl HACTpORKK Lﬁ

= Mpodmns Mpodunb
- Ofwme
B AaHHOM pasaene Bbl MOXETE HACTPOMTE NEPaMeTPEl ANA:
- Moanucs - BEINONHEHWNA ONEPELIAIA NoAMMCA,
- LUnbposaHue - WKhPOBaHWA W PaCLMGPOBaHMA,
- PacwmdposaHie - MCMOME30BEHUA NOMMTHK CEPTHRMKATOE,

- HACTPOIKI KETANOros XpaHeHua dalinos,

- WHTephelic nons30BaTENA o .
- HACTPOiikK MHTepdelica NoNb30BaTENA.

- MoMTHKE CePTHOMKETOE
- BEPMOMKALYIA CEPTHHMKETOS NMoapobHee ob ynpasneHu NpodMnaMK Bbl MOXETE Y3HATE B DYKOBOACTEE NONL30BATENS,
- QCSP

- KaTanoru
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431 HACTPOMIKA OBIIIUNX ITAPAMETPOB ITPO®WUJIS
C pasnena «O61mme» HaumMHaeTcs co3gaHue Jroboro nmpodws. 3meck BbI YKas3bIBaeTe MM

HOBOI'O HpOCbVIHﬂ " ero KpaTkoe OIlMcaHmne, MOXeTe€ HaCTpOWUTb OTIIpaBKy IIOAIINCaH-

HBIX / SaILIVICI)pOBaHHBIX JaHHBIX ITO BHEKTpOHHOVI 1moure v Ip.

1. B paspgesnie Obmme n yKaxmnre:

Vimsa npodwg,

Kpatkoe onmcanme mpodwis (s yero 6yaeT UCIIOIb30BaThCs IIPOPWIh),

Tpebyetcs 5 106aBIsATE MHAOPMAIINIO O HOAIVICK B paciiedaTbIBaeMbIll (ITpocMaT-

pVIBaeMbIVi) IOKyMeHT,

CnenyeT JIt OTIIPABJIATDH BBIXOHBIE JaHHbBIE 110 'E)J'IeKTpOHHOI;I IIo4re,

CepTudukaT, KOTOPBIVI OyIeT MCIIOIb30BaThCd I HMOANMCAHMS, NP POBaHU 1

pacumdpoBaHys JaHHBIX (KHOIKa BeIOpaTs). YKasaHHBIN cepTudmKaT Ipy Heob-

XOOAVIMOCTVL MOKHO YIAJIVITh 3 HACTPOEK (KHOHKa y,IIaJ'II/ITB), a TakK’ke ITPOCMOTPETH

oOIITyI0 1 IeTaIbHYI0 MHPOpMaImio o HeM (KHomKa ITpocMoTpeTs).

ITapons k xnouy (PIN-kom).

Bmy ONnyu Mul coé’emyeM UCNoAb308ams KpaiHe 0CHIOPOXHO, MOAbKO 8 mex cumyayusix, K020a

xouemcs u3babumoca om pyuro2o 6600a nuu-x00a, 0axe ¢ Yuemom NOHUXKEHU YPOBHA 3auju-

wennocmu. ITomnume: xpanenue napos k 3akpvimomy xkawouy 6 npoguse moxem Ovims Hebes-

ONACHBIM.

-

-
MapameTpel HAcTpolikn &J
[=-Npodwmne OGLI.I,ME

- Obuwe WMmA npodmna:
- MNoanmcs
- LLIndpoBaHie Byxrantepua
- PacwmdpoBaHe
- MHTEpdEic NonbsoBaTEnA KpaTkoe onucaHue:
- MonvTHKa cepTUdMKaToS [Lna paBoTsl © GHC
- BEpUUKALIMA CEPTUDMKETOE
. TSP
- OCSP
- KaTanorn

MpocMoTp AOKYMEHTOS

LobaenaTs MHdJDp:*laLlJﬂlCl 0 MOANMCH B PACNEYaTEIEIEMEIR

(MpocMaTpuBaEMEI) AoKyMEHT
Ornpaska Gainos No 3NeKTPOHHOA NoHTE
OTNpasKTE BEIXoAHbIE QaNmbl No 3NEKTPOHHOA NoYTe
OTKPLITE OKHO MOYTOBOMO KIMEHTE
CepTUMKET NOAMMCH, WMDPOBaHUA W pacMdpoBaHUa
Brageneu cepTudikaTa: CN=WsaHos WMeaH WeaHosud, O=Lludposeie TExHONOM KM
[ MpacMoTRETE ] [ Bribpate... ] ’ YaaniTe
MNapont & knoyy (PIN-+oa):
OK ] [ OTmMeHa ] [ MpUMEHUTE
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4.3.2 HACTPOVIKWM OITEPALIMY ITOOIIVICU
HJ’[F[ YCTaHOBKU IlapaMeTpPOB ITOAIIVICVL B HaCTpOV[Ke BBITIOJIHUTE CJIENYyIOoIIMe Iarvi:

1. Ha BepxHen naHeu I71aBHOIO OKHa OTKpowTe IyHKT MeHIo IIpodwmi > Ynpasneane
mpoduIsAMI. DTO XKe Bbl MOXeTe cJle/laTh Yyepe3 KOHTeKCTHOM MeHIO dhavijia Wi Ha IaHesIn
VHCTPYMeHTOB: BbiOepuTe ITyHKT ITpodpwmim.

2. OrtkpoiiTe Ty HaCTPOVIKY, B KOTOPOVI HEOOXOIMMO YCTaHOBUTD/ M3MEHUTH ITapaMeTphl. B
okHe ITapameTps1 HacTponku oTkponTe pasaen Ilogmvice.

MNMoanuce
MapaMeTpel Nognc
THN X3W anropuTHa: ISH.A-l -
DOPHMET NOAMMCA: Il{nacmqemaﬂ 'I
MnonssosaHWe NoANKMoI: ID3HBI{DMHEH VI

KOMMEHTEDMIA K MOAMMOM:

MAeHTUDMKETOD pECYpCa:

MoMewaTs MMA McxoaHoro gaina B none WaeHTudukarop pecypea”
BMouaTh BDEMA COSASHWA MOATMOA

BKNWO4ETE B NOAMKMCE WTAMN BPEMEHK Ha NoAnMCE Ha NoANKMCbIBaEMBIE 0aHHbIE

BrniouaTte B NoAnuos: IBce CEPTHDMKATEI MYTH CEPTHOMKaLMN A

CoXpaHATL NoAMMCE B 0T AENbHOM daine
YAanaTe MCX0AHEIA H3AN NoCne Co3AEHKA NOSMHCH
BrixoaHoi QopMaT M paclumpeHie daina noganoi
") DER. - KogupoEKa * | sig @) BASES4 - KoaWpoBKa * sig

[] oTrArouMTE cnyrefHbIE SaronoBkM
BRMHDYETE SPXMEMPOEEHNE

aHOBWTb aCCoLMaLMED

COXpPEHATE CTRYKTYDY BACHKEHHOCTH KSTaNoros
3. YkaxwnTe napaMeTpbl 3JIeKTPOHHOVI ITOAIIVICIL:

Twur x3mI-aJiropmT™Ma, Ha OCHOBe KOTOPOro OyzeT co3/iaBaThCs 3JIeKTPOHHAs MOAINCH (BbI-
OepuTe M3 BbIIaaroIero crvcka). CIcok 3aBUICUT OT TOTO, KaKOV KPUITTOIIpOBaViiep BBI VIC-

HoJIb3yeTe ISt paboThI

DopmaT IoAmvCcH: Klaccudeckasi WiV yCOBepIlIeHCTBOBAaHHAs

- KJIacCM4IecKast

Conepxmumoe KIodent 1 cepTU@UKATOB II03BOJISIET YCTAaHOBUTH aBTOPCTBO 3JIEKTPOHHOTO
IIOKyMeHTa, OJHaKO B VCIIOJIb3yeMoM cerofHsa dopmate DII He dpukcupyeTcs BpeMs eé€ cosfa-
HUSA U CTaTyC cepTMdMKaTa OTKPBITOrO KI0Ua Ha MOMEHT IIOAIVCK (JeVICTBUTe/IeH, OTO3BaH,
HPUOCTaHOBJIeH). DTO 3aTpPyOHsAeT IIpollefypy [oKasaTeJIbCTBa IIOJIMHHOCTY 3JIeKTPOHHO
TIOMIIVICIA.

- yCOBepIIIeHCTBOBaAaHHA

YcoBepiieHcTBOBaHHAas 37IeKTPOHHAs MOAMNCE. IIpeqHasHaueHa IS paspelleHns CIIOpoB
MeX[1y IOANMCHIBAIOIIeN 1 IIPOBepsIoIlell CTOPOHaMI, KOTOpble MOTYT BO3HMKATh B OTHa/IeH-
HOM OyZyIIeM, Ja’ke TOIbI CITyCTs MOMEHTA VX CO3aHVIs.
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Vicriosip30BaHMe MOONMCH: «O3HAKOMIJIEH», «IIOIIMCAHO», «COIJIACOBAHO» M T.II (BBIOepuTe
¥3 BbIIagarolero covcka). O ToM, Kak cosaBaTb HOBble Ha3HaueHMs BBl MOXeTe y3HaTb B pas-
nerte Omepalimm co CIipaBOYHMKAMIM HasHAYeHUIL.

KommenTapun k mopmmcn. KoMMmeHTapmeM K IOOIVICH MOXeT CIYXXWUTh MHMOpMAaIs,
NpeTHa3Ha4YeHHas JIIOISIM, IIPOCMaTPUBAIOIIVIM OANVICAHHBIV JJOKyMeHT (Hanpumep, "Cora-
cosano!").

Mnpentudnkarop pecypca. Ilox npeHTndmkaropom pecypca IOHMMaeTCs:

® MyTh [0 MICXOIHOIO, IIOJINMCEIBAEMOro daruia (Ha KomIIBIOTEpe WM B VIHTepHeTe, e
HaXOOWMTCI TAaHHBIT cpaﬁm)

e umMs daia (YKaSBIBaeTCFI IUISL TOTO, YTOOBI B cJlydae M3MeHeHs MeHM dariyia ojlyda-
TeJIb IIOAMCAaHHOTO JOKYMEeHTa CMOT OITpenesITh IepBOHaAYIEHOE €0 Has3BaHIe).

Bxorrounts Bpems cosganusa moxmvicu. IIpu ycranoske doiara - B a1 moamnvcu Oyaer
BKJIIOUEHO BpeMsI ITOJITIVICH.

BxIrounTh IITaMII BpeMeHW Ha IOAIMChIBaeMble JJaHHBbIe 11/ VIV Ha caMy 2JIEKTPOHHYIO
IIOJTIVICH

e Ha IIOONVChIBaeMble JaHHBIE;

ITpu ycraHOBKe 3TOrO0 (br1ara B ¢pamI 2J7IeKTPOHHOV IOANVICH OyJieT BKJIFOUeH IIITaMII BpeMe-
HV Ha McxXofHble naHHble. [lITaMn BpeMeHN Ha IOKyMeHTe YIOCTOBEPSIET BpeMsi CO3IaHMs [10-
KyMeHTa [IJIs TIOCJIeYIOIIero paspelleHnss KOH(IIMKTOB, CBI3aHHBIX C VCIIOJIb30BaHMeM 3JIeK-
TPOHHOTO JOKYMEeHTa. DTa BO3MOKHOCTb CITOCOOCTBYeT 0OecrieueHN 0 HeOTKa3yeMOCT! OT IO~
IVICHA.

Hasmrune mraMira BpeMeHM B HOAIIMCAHHOM JOKYMEHTe II03BOJISIeT IIPOJjIeBaTh CPOK JIevi-
CTBUL 37IeKTPOHHOM HoAIMCcY. HarprMep, Tako IIITaMIl yA0oCTOBepsieT, YTo HOAIICH OblIa Co-
37laHa [I0 TOro, KaK cepTUdMKaT KIoYa IIOAIVCK ObUI aHHYIMpoBaH (0To3BaH). TakuM obpa-
30M, JIaXKe IIOCiIe OT3bIBa CepTMdUKaTa OCTaHEeTCS BO3MOXKHOCTB VCIIONIb30BaTh JAHHBIV OTO-
3BaHHBIVI CepTUUKAT IS IIPOBEPKM JIEKTPOHHBIX IIOIINCEVI, CO3TAHHBIX JJO MOMEHTa OT3bI-
Ba. [TomoGHast mpobiieMa akTyasIbHa I BCeX CHCTEM 3JIeKTPOHHOTO JOKYMEHTO00OopoTa.

e Ha IOONNCH

ITpu ycraHOBKe 3TOTO br1ara B ¢aruT 2J7IeKTPOHHO IOAMIVICH OyfieT BKJIFOUeH IIITaMII BpeMe-
HV Ha CO3/JaBaeMyI0 2JIeKTPOHHYIO ITOJIIIVICh.

Daae docmyner moAvko npu YcmanobAeHHOU AuyeH3uU Ha Mooyab TSP.

Bxi1rouaTs B IIOOIIVICH:

® TOJIBKO cepTUWKAT BJIajieJIblia: PeXXMM, YCTaHOBJIEHHBIV 110 YMOJTJ4aHMIO. B arpubyTsl
ITOAIIVICY OOABIISIeTCS eAVHCTBEHHBIVI cepTdIMKaT;

e IIyTh cepTUdUKaIMM Oe3 KOPHEBOro cepTudmKaTa: B aTpUOyTHI ITOAMIVICK H00aB/IseTcs
1erIo4Ka cepTrndUKaToB, 3a UCKJII0UeHeM KOPHeBOro cepTuduKara;

e Bce cepTU@UKATHI IyTU CepTUdUKALINI: B aTpUOyThI ITOAMINCY 100aByIseTcs BCA I1eTIod-
Ka cepTudmKaTOB, B TOM 4MCIIe, I KOPHeBOV cepTrudUKaT;

e He BKJIIOYATh cepTMU@MKATHI B TIOAIVICH: B aTPMOYTHI IIOAIVICY He BKJIIOYAIOTCS cepTudum-
KaThbl.
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CoxpaHuUTh HOAINCH B OoTAeabHOM darute. ITpu ycraHoBke driara OymeT cosmaHa 3y1ek-
TPOHHAas TIO/INCH, OTAeIeHHAasl OT HOAIIMCHIBAEMbBIX JTaHHBIX (OTAETBHBIM parioM). YaoOHa B
TOM CJIydae, KOIZja BBl OTIIpaBJIsieTe JJOKyMEHT 4eJIoBeKYy, KOTOPBIN He mcHoib3dyer «Kpwmro-
APM» 1 eMy Ba)KHa He CTOJIBKO IOAIVCH, CKOJIBKO CaMV JaHHBIe.

ITpu orcyTcTBUM (prtara - OymeT cpopMmpoBaHa 3JIEKTPOHHAs ITOINCH, BKJIFOUAIOIIAsl B Ce-
0s1 a1 ¢ MCXOOHBIMM JaHHBIMU (B 9TOM ciIydae oKyMeHT u OI1 OymyT XxpaHUTBCS BMecTe).
Takas moaIch Ha3pIBaeTCSI COBMEIIEHHOTA.

4. YcraHoBUTe NapaMeTphl BEIXOAHOIO popMaTa 1 pacipenye dariia ITOICH:

BeixogHoi QOpPMET 1 pactluMpeHME Qaing nogmmc
DER - koaWpoBKa ¥ gig @ BASES] - koaoWpoBka *  gig

OTKNOYMTE CNy#elHbIE 3aronoskI
| BKNHOYaTE ApXMEMPOBEHME

YCTaHOBWMTE acCoLMaLMiD

| CoxpaHaTE CTPYKTYRY BENOMEHHOCTH KSTANOros

Koanposka 1 paciiipenme;
e DER encoded binary X.509

ITnaTpopMeHHO-HE3aBUCUMBINI METOJI, XpaHeHMsl cepTudmKaToB. MOXeT MCIIOIb30BaThCs
IS VX TIepejauy MeXly KoMITbloTepamu. Pacivpenns mognmcalHoro darnia *.sig, *.p7s.

e Base64 encoded X.509

BapuanT xomuposaHusi, paspaboTaHHBIV [IIsl MCIIONIb30BaHMs coBMecTHO ¢ S/MIME (Ges-
OIMACHBIM IIPOTOKOJIOM 371eKTpoHHOV 1ouTsl). Parwt ncronb3yer ASCII-cumBoiel, Oaromaps
yeMy MOXKeT ITPOVITV HelTOBPeXX/IeHHBIM Yepe3 BCe II0YTOBbIe IIUIIO3EL.

[1s1 3TOrO BapMaHTa KOOMPOBaHMs BbI MOXeTe yKa3aTh ¢yiar OTKIIOUNTE CTy>KeOHbIe 3a-
roJIOBKM (B 3TOM cjIydae B (parile HOAIIMCY He OyyT MCIIOJIb30BaThCsl 3ar0JIOBKYM, YKa3bIBalo-
III/ie HadaJIo ¥ OKOHYaHMe OJI0Ka C MOAIMCAHHBIMV JAHHBIMW. 3aroJIOBKV HEOOXOMVMBI I
TOT0, YTOOBI MOXKHO OBUIO BBHIIIONIHSATEH IpoBepKy DI Oosiee paHHMMM BepcusMM IIPOrPaMMBI
«KpunrroAPM»).

Bxi1rounTh apxuBuUpoBaHMe;
BeI MoXXeTe yKa3aTh TpeDOyeTcs JIv 3aapXUBMPOBATh HOAIIVICAHHBIE (PaviTbL.

CoxpaHATH CTPYKTYPY BIIO>KEHHOCTVM KaTaJIOTOB;
B apxmBe MOXXHO COXpaHSTh CTPYKTYPY BIIOKEHHOCTV KaTaJIOTOB.

[Ipn pasBepTbIBaHMM KOPIOPATWMBHON CUCTEMBI 3JIeKTPOHHOIO IOKYMEHTOOOOpOTa Il
HOANVICAHHBIX (PaIOB MOXKHO YCTaHOBUTD CIIelVaIbHbIe pacIIVIpeHNs, OTJIMYHBIe OT CTaH-
naptHbIX. YToObl 1IpM pabote ¢ mporpammont «KpmuntoAPM» st darwisl 06pabaThiBasIvich,
HeoOXOIMMO 3aHeCTV HOBble pacIIpeHNs B CIIVICOK TaK Ha3bIBa€MBIX «aCCOITVAITNIL:

e JloOaBbTe HEOOXOMMMOe pacIIIpeHye 11 HaKMITe Ha KHOIIKY YCTaHOBUTB acCOIVAITNIO.
e JIy1st CHATYS acCOIMAIINN C pacIIVIPeHVIsl HAKMWTe Ha KHOIIKY CHSTB acCOIMaIIvA.

HacrpovB Bce HeoOXomyMble ITapaMeTpbl IIOAMVICH, COXPaHWUTe BHECEHHBbIe V3MEeHEHVIS
(xxorika ITpumennts i OK).
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4.3.3 HACTPOVIKM OIIEPALIVV IIIVUGPOBAHWSI
151 ycTaHOBKM MapaMeTpoB M poBaHs B IIpodwIe BBIIOIHNUTE CJIeAyFoIyie IIari:

1. Ha BepxHem maHe/M IJIaBHOTO OKHa OTKpouTe HNyHKT MeHo ITpodwmmm > YnpasiaeHue
npod M. DTO JXe BBl MOXKeTe czieJlaTh Yepe3 KOHTeKCTHOM MeHIO dparila VIIv Ha ITaHeIn
VHCTPYMeHTOB: BbiOepuTe ITyHKT ITpodpwmim.

2. Ortkpotite Ipodwib, B KOTOPOM HEOOXOAMMO YCTaHOBUTD/ M3MEHUTD ITapaMeTpbl Mg po-
BaHus. B okae ITapameTprl HacTpoviku oTkponte paszert Inudposanmne.

3. YkaxwuTe nmapameTpsl MM pOBaHVIA:

lWndpoeaHue

CnpeaeneHe anNTOpMTHE WdhpoBaHUA

KpunTonpoeaiaep: [CryptoPru GOST R 34.10-2001 LUEC CSP "]

THN anropUTHE WNGPOEaHMA; [GDST 28147-89 T]

[| lWdhposaTh B aapec oTNpasMTERA

CepTHRMKETEl NONYYSTENSA N0 YHMOMYSHMKD

Bnageney MzpaTtens JeAcTBATENEH C AelicT
1 1 3
Twn coobuwerna: | Knacomeoaii (PKCSET) v]

BeioaHoi hopMaT 1 pacuMpEHME SalMGPoOBaHHOrD haina
+ +

(71 DER. - koaMpoBKa . Enc (@) BASEG4 - kogWpoBKa . Enc

[ oTrMoUMTE ciykefHEIE 3aronoBKK

¥OanuTe MCXoaHBIN Gain noone wrbposaHa
’ YCTEHOBUTE ACCOUMELMID

BrlOYMTE apXMEMPOBaHHE

CoXpaHATE CTPYKTYDY BNOMEHHOCTI KATANOros

B Bemmamaromem crivcke ykaxunte Kpunronposarnaep, KOTOPBIV TOJDKEH MCIIOIB30BaThCS
py mmidpoBaHUM JaHHBIX, VI TUII aJITOpUTMa ¢ poBaHMs (B 3aBUCKMOCTI OT VCIIOJIb3ye-

MOTI0O KpUIITOIIpOBaiepa);

¢ Heobxodumocmu Bvibopa kpunmonpoBaiidepa odycaobaena mem, umo He 6ce kpunmonpoBarioeps
coBmecmumsl. Hanpumep, Heav3s 00HoBpemenHo 3auiugppobams 8 adpec xaroueil (cepmudgpuxa-
moB), cosdannvix Ha «Kpunmollpo CSP» u Microsoft Base Cryptographic Provider v1.0.

¥ B cayuae ucnoavsobanus kpunmonpobaidepa «SafeSign CSP Version 1.0» pabouum aieopum-
—— Mom wugppoBanus abasemcs moavko RC4.

YTOOB!I MIMeTh BO3MOXXHOCTD BIIOCIIEZICTBUM pacimdpoBaTh 3ammdpoBaHHb dail, ycTa-

Hosute drtar IlIndposate B agpec ornpasuTesisA. B sTom aryuae Bam ceprudmkaT mmdposa-
HWSL TIOAZIeT B CIIVICOK cepTUMKATOB MOoJTydaTesIer 10 yMOTYaHUIO.
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B oxne Ceprudnkarel mosydaresiei o yMOJTIaHUIO YKaXuTe cepTUdUKaThl, KOTOpbIe
6y)1yT VICIIOJIB30BaThCsl HACTPOVIKOV 110 YMOTYaHUIO 14 M poBaHms JaHHBIX (KHoMKa [Joba-
BUTB). Bbl MoXxeTe yKasaTh JINYHbIe cepTudMKaThl, TaK ¥ CepTUdUKATHI APyIuX I0JIb30BaTe-
JIen.

LLMhpoEETE B a0pec OTNPEBMTENS

CepTudMKaTel NoNY4aTENSA NO YMOMYEHMKD

Bnaneney, MznaTens NeficteMTeneH . e =

%5 Onera OxoTuHa Onera OxoTuHa 02.04,2013 3:0... DZ.'E'
26.03.2013 7:3...

iNarmmes Auus MAarmnes Auus Mo Nnd mMi13 8.4 [ {u]
i | 11} 3

[ MpocMoTpeTb ] [ OobaeuTh. .. ][ ¥aanite ]

Bbl MoXXeTe HaCTpOUTh BBIXOHBEIE (POPMATHI JAHHBIX, KOTOPBIe OYIyT MCIIOIB30BaThCS 10
YMOJTUaHMIO I I POBaHMs TaHHBIX B 3TOV HaCTPOVIKe:

Twn cooBLeHA; [}{nacﬂquewﬁ (PECSET v]

BeixogHoi QOPMET M PaCWMPEHHE SaWwdpoBaHHoro Gaina
(@) DER. - koaupoBKa ¥ enc (7) BASES4 - kogupoBka  *,| ENC
OTKMOYMTE CNy#elHBIE SaronoBKI

[T ¥aanuTe McxoaHkwi daiin nocne wWdposaHUa
BHIIMOUMTE SPXMBMPOBAHHE

COXpPEHATE CTPYKTYDY BNOMEHHOCTH KATANOMoE

Konmposka 1 pacmmpenme (HarrpuMep, *.enc, *.p7m, *.pem)

s dopmara B BASE64-komypoBke BbI MOXeTe yKasaTh (prlar OTK/IIOUUTE CTy>KeOHbIe
3aroyI0BKM (B 3TOM CJIy4ae B darule IOOIVCK He OyIyT MCIIOJIb30BaThCs 3ar0jIOBKM, yKasbIBa-
Joll/ie Havyaslo M OKOHYaHMe OJI0Ka C HOAIIMCaHHBIMY JaHHBIMI. 3arojIoBKM HeOOXOAVIMBI IS
TOTO, YTOOBI MOXKHO OBUIO BBIIOJIHSTB IIpoBepKy DIl Goslee paHHMMM BepCHUSMU IIPOrPaMMEI
«KpunrtoAPM»).

PervicTpartiys JOIOIHUTEIBHBIX paclIipeHni1 avyioB, KOTOpPbIe JO/DKHBI acCOLUMMPOBaTh-
cs1 ¢ mporpamMont «KpunrrtoAPM». Ipu pasBepTblBaHMUM CUCTEMBI 3JIEKTPOHHOTO JIOKYMEHTO-
obopotTa Wit 3ammdpoBaHHBIX (PAVJIOB MOXKHO YCTAaHOBUTH CIIEIVaIbHBIe PACIIMPEHVs, OT-
JIVMYHBIE OT CTaHAApTHBIX. YTOOBI Ipu pabote ¢ riporpammont «KpunroAPM» atu dpamisl Kop-
PpeKTHO oOpabaTbIBasINICh, HEOOXOIVMO 3aHECTV HOBbIE PACIIVPEHNS B CIIVICOK TaK Ha3bIBA€MBIX
«acconpalmin». [lobaBpTe HeoOXoIMMOe paclIpeHye ¥ HaXMUTe Ha KHONKY YCcTaHOBUTEH ac-
commanmio. g cHATUSA accolpalvy C pacllVipeHNs VCHO/Ib3ynTe KHONKy CHATH accorma-
117078

Ynanure vicxommble dariibl 11oc/ie BBINOTHEeHNA onepanni. B aTom crydae vcxonHbi dai,
BBIOpaHHBIVI TI0JIb30BaTeIeM IS I poBaHMs, OyeT yaajleH II0cIe YCIeNTHOrO 3aBepIIeH I

orrepanimmn.

Bxrrounts apxuBupoBaHue. Bbl MoXxeTe yKasaTh, TpeOyeTcs 1M 3aapxXuMBUpOBaTh 3aImidpo-
BaHHBIe avuIbL
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CoxpaHATH CTPYKTYpy BJIOXKEHHOCTM KaTaJIoroB. B 3ToM ciyudae apxus 3ammdpoBaHHBIX
dpamsioB OyzmeT MMeTh Ty Xe CTPYKTYPY KaTaJIOroB/ IIaIloK, 4To ObUIa H0 I pOBaHMSL.

4. Hactpous Bce HeoOXoAVIMBbIe TTapaMeTphl M@ PoBaHsl, COXPaHUTe BHECeHHbIe V3MeHeH s
(xaonka ITpumenurs 1w OK).

4.3.4 HACTPOVIKM OITEPALIMV PACILIVI®POBAHMS
1151 ycTaHOBKM MapaMeTpoB paciidpoBaHs:

1. Ha Bepxnel maHem IJIaBHOTO OKHa OTKpoWTe IyHKT MeHIo IIpodwman > Ynpasaernue
npodmIaMi. DTO Xe BBl MOXeTe cliellaTh Yepe3 KOHTeKCTHOM MeHIO darijla 1IN Ha ITaHeIn
VIHCTPYMeHTOB: BbiOepuTe IyHKT ITpodpmrmi.

2. Orkporite mpodwib, B KOTOPOM HEOOXOIMMO YCTaHOBUTh/ MI3MEeHUTD IlapaMeTphl. B okHe
ITapameTpbI HacTpOMKM OTKpoiTe pasnern PacmmdpoBanmne.

3. YkaxuTe mapamerpsl paciumndpoBaHMs: TpeOOBaHMS K COXPaHEHMIO pacIIidpOoBaHHBIX

IOaHHBIX.

r N
[NapameTpel HacTpoAkK ﬁ

=1 Mpodwne PacwmdpoBaHue
- Ofme .
- Moanmes PEMIM COXPEHEHWMA paaudpoBaHHb haltnos
- [LInchpogaHue CoXpaHATE CTPYKTYDY KaTanoros
- PacwmpposaHre
- MHTepdelic nonss0BaTENA Chmmars noammes
- MONUTHKE CEPTUDMKATOE [ ¥panats dain noanvos
- BepudHKawa cepTudukaTos
- QCSP
- KaTanoru

CoxpaHATh MCXOAHYIO CTPYKTYpPY KaTajIoroB Ipu pacimdposaHum. B aToM ciryuae ripu pac-
mmdposaHuy OyJleT COXpaHSThCA Ta e CTPYKTypa KaTaJIoros/IarloK, 4ro Obula B 3ammdpo-

BaHHOM IIaKeTe.
CHuMaTh 3JIEKTPOHHYIO IIOOIIMCH C IOKYMEHTa 11 YAaJIATh Cli)aﬁf[ IIOOIIMCH.

4, HaCTpOVIB BCe H€O6XO)IVIMBIQ IIapaMeTpPblL paCI_HT/ICIJPOBaHVISI, COXpaHNTE BHECEHHbIE VI3Me-

HeHI (KkHomKa ITpuMeHNUTSD).

4.3.5 HACTPOVIKU YIIPABJIEHUSA MUHTEP®EVICOM
J1J1s1 ycTaHOBKM ITapaMeTpOB IIOJIb30BaTeILCKOIO MHTepderica BbIOpaHHOV HaCTPOVIKM,

BBIITOJIHUTE CIIEAYIOIIVE IIarit:

1. Ha BepxHel maHe/m IJIJaBHOTO OKHa OTKpoWTe IyHKT MeHIo IIpodwmiam > Ynpasrienue
npodusIsAMI. DTO e Bbl MOXKeTe cJieJlaTh yepe3 KOHTeKCTHOM MeHIO dparila Wiy Ha ITaHes I
VIHCTPYMEHTOB: BbIOepuTe ITyHKT ITpodpwn.

2. Orkporire mpodwib, B KOTOPOVI HEOOXOIMMO YCTaHOBUTh/ M3MEHUTD IlapaMeTphl. B okHe
ITapameTpbI HaCTPOVIKM OTKpoOVITe pasziesl VIHTepderic moap3o0BaTesis.

3. B aToM paspesie Bl MOXeTe MHAVBUIYaIbHO HACTPOUTD I10J1b30BaTeIIbCKIIT HTepderic It
orepanuit Co3IaHys 3JIeKTPOHHOV HOAIMCY U IdpoBaHus. YcTaHOBUTe diaryt HaIrpo-
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TWUB I10JIeV, OTIMCBIBAIOIIIMNX T€ 3JIEMEeHThI VIHTepq"eI;ICEl, KOTOpbI€ NJOJI’KHBI IT0KAa3bIBaTbhCA
IIp¥ BBIIIOJIHEHUU vamToonepaumZ:

e CrapToBoe OKHO MacTepa (ISl ITOIIVCH U I POBaHNS);

e  OkHO BBIOOpA CITVCKA BXOIHBIX (PavuIOB (ISt ITOMAIIVCH M I POBAHNS);
e OkHO BbIOOpa BBIXOIHOTO popMaTa (JIst HOAIVCH U MM pOoBaHMs);

e  OKHO CBOVICTB CO3/1aBa€MOVI ITOJIIVCH (1151 TIOZIIVICY);

e Oxkno napamerpos llItammia Bpemenn (st mommicn);

e OkHo BBIOOpa cepTrdMKaTa IS CO3MAHMS OAINCH (JIST TIOMIINCI);

e  OkHO BBIOOPA CBOVICTB OTIIpaBUTEIIS COOOIIIEHMS (11 M pOBaHIs);

e OkHO BBIOOpa ITOJTyYaTe ISt COOOIIeH NS (1S I POBaAHIS);

e @yHaJIPHOE OKHO MacTepa (IS ITOAIVCH U M PpOoBaHMs).

MHTepdeic nonb3oBaTens

MacTep cozaaHMa Noanuo

MoKasblBaTe CTAPTOB0E OKHO MacTepa

MokasLIEaTE 0KHO BEIDDPa BEX0OAHEIX Dafnos

["| NokaskbiBaTs okHe Buifopa BeXoAHOro hopMaTa

[C| MokaskIBaTE OKHO CBOACTE COSAABAEMOI MOAMMCH

|:| MokasbieaTh okHo NapameTpos LUTtamna Bpemerm

MoKasEIEaTE OKHO BeIDOpa CEpTUDKMKETE ANA COZAaHMA NOLMKoA

MoKaseIEaTE GMHANEHOE OKHO MECTEDS

Mpoueaypa WdposaHua

MoKasLIEaTE CTAPTOBOE OKHD MACTERE

MoKa3bIBaTE OKHO BeIDOPa BXOAHEX dalinos

| MokasbiBaTs oKkHo BLifopa BeixoaHoro hopMaTa
MokasbIEaTH OKHO BbIDOPE CBOMCTE OTNPABMTENA CoobiLLEHA
MoKa3EIBaTE OKHO BeIDOPaE NONY4YaTENEd CcoobWEHHA

MoKasbIEaTE GMHANEHOE OKHO MECTEDS
JaKpbIBEaTE OKHO PESYNETETE BbINOAHEHMA ONEQALMA, SCnd HET olwMboK

BbI MoXeTe HaCTPOUTH XOII OIlepalny TaKMM 00pa3oM, UTO IIPU OTCYTCTBUM OIIMOOK B pe-
3yJIbTaTe BBIIIOJIHEHWS oIlepariny puHaJIbHOe OKHO Oy/IeT aBTOMaTIM4ecKy 3aKpbIBaThCA - I
3TOrO yCTaHOBUTe Iar HaIIPOTVB CTPOKM 3aKphIBaTh OKHO pe3ysIbTaTa BBIIIOJHEHMs OIle-
panmmu, ecsiu HeT OIINOOK.

4. HacTtpous HeoOxoyMble ITapaMeTpsl MHTepderica I0Ib30BaTelIs, COXpaHUTe BHECEHHBIe
nsMeHeHMs (KHomiKa [IpumeHUTS).

4.3.6 HACTPOVIKV UCIIOJTb3OBAHWSI ITOJIMTUK CEPTU®UKATOB

Ber MoxeTe HacTpouTh PWILTPEI cCepTU@PUKATOB MOANNCK M I POBaHMA 110 MX Ha3Ha-
YeHVsIM, eCJI 3TOro TpeOyeT ITOJIMTMKA OpraHM3alny, a TakkKe pelaKTUpPOBaTh CIIPaBOYHUK
Ha3Ha4YeHWUVI cCepTU(VKaTOB.
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¥ Hemaau nacmpoiiku cnpabounuxa nasnavenuti Goi Moxeme Y3namo y Bauieeo CUCIeMHO20 AOMU-
1 nucmpamopa.

J1J1s1 HaCcTPOVIKM ITapaMeTPOB IIOJIMTUKY CepTU(MUKATOB, BHIITOJIHUTE CJIeIyoIye Iari:

1. Ha Bepxnel maHe/m IJIaBHOTO OKHa OTKpoWTe IyHKT MeHio IIpodwmian > Ynpasraernue
npodmIaMi. DTO Xe BBl MOXeTe cliellaTh Yepe3 KOHTeKCTHOM MeHIO darijla WiV Ha ITaHeIn
VIHCTPYMeHTOB: BbiOepuTe IyHKT ITpodpmrmi.

2. Orkporire 1pod1Ib, B KOTOPOM HEOOXOIMMO YCTaHOBUTD ITapaMeTphl. B okHe [TapameTpsr
HaCTpOMKM oTKpomTe pasgeil IToamnTmnka ceprndnkaros. B 3ToM 0KHe BBl MOXeTe HacTpo-
UTh GWIBTPEL HAa3HAUYEeHUT! cepTU@UKATOB IOAIVCK U M@ POBaHMs, a TaKkXe peJaKTUpo-
BaTh CIPaBOYHMK HasHAYEHVIN.

MonuTuka cepTudHKaToB

DUABTP HAZHEYEHWA CEpTHOUKATOE NoAMMOA

WMoentudwratop (0ID)  OrvcaHwe OobaeuTe...

1.3.6.1.5.5.7.3.1 CepTUMKET NPOBEPKK NOLMMHHOCTH, ..
1.3.6,1.557.3.4 CEpTUPMKET 38WLMTEl 3NEKTPOHHOM M. ..

¥naniTe BCe

PUNBTP HA3HaYEHMA CEPTMRWKATOR WWhPOEaHMA

WaeHtndwaTop (OID)  Onmcaue OobaeuTe...

1.3.6.1.55.7.3.4 CEpTUDMKAT 33LLMTEI SNEKTPOHHON M. ..

¥0aniTe BCe

[ PegakTHpoBaTe CNpasoYHHK HAZHAYEHMA, ., ]

3. na dpopmuposaHmss puiibTpa HEOOXOIMMO ITpe/lBapUTeIbHO 3aHecTu TpeOyeMble Ha3Ha-
yeHWs CepTUdUKATOB B CIIPaBOYHMK.

Ecyin B HacTpovike ycTaHOBIIeH (PUIbTP cepTrUdMKATOB J1j1s KOHKPETHOV OIlepaliuy, TO B OKHe

BbIOOpa cepTrdMKaTa IS BBIIIOJIIHEHNS 3TOV oIlepaliny OyIyT IOCTYIIHBI TOJIBKO Te cepTudu-

KaTbl, KOTOpEIE OIlpejiesieHbl B COOTBETCTBUM C YCTaHOBJIEHHBIM (PIJIBTPOM.

4. Bwibop mnentndukaropos (OID) ocyimecTsiisgeTcs M3 CIIpaBOYHMKaA HasHadeHMIT (KHOIIKA
[Ho6aBuTs). VI3sHaUaJIbHO CITPaBOYHMK 3aIl0JIHEH HeKOTOPBIMY 3HaUeHVISIMIL.
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,

S

MoeHtudwkaTtop (OID)

1.3.6.1.5.5.7.3.2
1.3.6.1.5.5.7.3.3
1.3.6.1.5.5.7.3.8
1.3.6.1.5.5.7.3.9

OnucaHue

CepTUdMKET NPOBEDKK NOAMMHHOCTI KIMEHTS
CepTudmkaT noanuol Koaa

CepTUMKaT NoANKMOK WTaMNE EPEMEHI
CepTudukaT noanmos OCSP oTeeTa

1.3.6.1.5.5.8.2.2 Ceprudukat IKE-nocpegHika IP-besonacHocTi

5. YroOsl mobasuth HOBBIT OID B cIipaBOYHMK, HEOOXOAMMO HaXaTh Ha KHOIIKY PemakTupo-

BaTh CIIpaBOYHMK HasHadeHwm. [losBurcsa dpopma pegakTpoBaHMs ClIpaBOYHMKa Ha3Ha-

ueHuN cepTudmKaTa.

f— ™

MaeHTudukaTop (OID)

1.3.6.1.5.5.7.3.1
1.3.6.1.5.5.7.3.2
1.3.6.1.5.5.7.3.3
1.3.6.1.5.5.7.3.4
1.3.6.1.5.5.7.3.8
1.3.6.1.5.5.7.3.9
1.3.6.1.5.5.8.22

OnucaHKe

CepTHHOUKET NPOBEPKK NOLNMHHOCTH C...
CepTUHUKET NPOBEPHKM NOLIMHHOCTH K. ..
CepTUQMKaT NognMod Koaa

CEpTUDMKET 3alKMTEI INEKTROHHOM No...
CepTHEMKET NOAMMCK WTEMNE BPEMEHK
CepTuukaT nognuos OCSP oTEETa
CepTuimkaT IKE-nocpeanuka IP-Hezon. ..

OobaeuTe
M3MEHMTE

¥oanuTo

YnaniTe BCe

WMMnopT

SKCnopT

] [ OTMEHE

e JIJIA HOG&BJ’IQHVIH HOBOI'O VI)IeHTVICbVIKaTOpa HaXXMNTe Ha KHOIIKY HOﬁaBVITB. OTKpOGTCﬂ

OKHO BBOJIa ITapaMeTpoB ITOymMTHKI. Beenmre nnerTndmkarop (OID) 1 ero ormicanme. B

CIIPaBOYHNMK Ha3zHaYeHU H06aBI/ITC$I HOBas 3aI1ncCh,

OnKucaHKe:

MaeHTudwkatop (OID): %X X030

CepTHDMKET WWhPOBaHUA

e U3MEHWTH IlapaMeTpbl UIeHTdMKaTOpa MOXHO, BbIOpaB B crvicke HeoOxonvmMbIit OID

¥ HaXkaB Ha KHOIIKY M3meHuTh. OTKpOoeTcsa okHo [lapameTprl naeHTMdMKaTOpa, B KO-

TOPOM BHeECUTE Tpe6yeMble MIBMEHEeHW,
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o s ypasenus OID 3 cripaBouHMKa HaXKMWTe Ha KHONKY YHajauTh, KHONKA YIaJanTh
BCe M03BOJIAeT yaaInTh Bech crincok OID maHHOro cripaBOYHMKA;
e BB TakKKe MoxeTe mmmoptuposaTh OID B dpopmare .xml B cripaBouHMK (kHONKa VM-
IOPT) WIN KCIIOPTUPOBATh MMeroIuiics B cripasouyHmke OID (kHomka DKcIopr);
6. YcraHoBUMB mapameTpbl MHOJIUTUKU CepTU(PUKATOB, COXpaHWUTE BHECEHHbIe V3MeHeHVs
(xaonka ITpuMeHNUTB).

4.3.7 HACTPOVIKV BEPUOUKALIIV CEPTUPUKATOB
151 ycTaHOBKM HapaMeTpoB BepuduKauy cepTudmKaToB BEIOpaHHOV HaCTPOVIKM, BBI-

MIOJTHUTE CIIeAyIOIie IIari:

1. Ha Bepxnel maHe/m IJIaBHOTO OKHa OTKpoWTe IyHKT MeHio IIpodwmian > Ynpasraernue
npodwIsiMu. DTO >Ke BBl MOXeETe CJIeJIaTh Yepe3 KOHTEKCTHOM MeHIO dharila WiV Ha TTaHe I
VIHCTPYMEHTOB: BbIOepuTe ITyHKT ITpodpwm.

2. Orkporite mpodmiIb, B KOTOPOM HEOOXOIMMO YCTaHOBUTH/ M3MEHUTDH HapaMeTphl. B okHe
ITapameTpbI HacTPOVIKM OTKpOVITe paserl Bepudnkanms ceprndnkaros.

BbI MOXeTe yCTaHOBUTB HACTPOVIKY Il IPOBEPKM CTaTyca CepTrUdUKATOB YeThIPbMS CIIO-
cobamm:
1) Ha ocHOBe ITOJTyYeHHOTO U3 YAOCTOBEPSIOIIEro eHTpa aKTyaJIbHOTO CIIMCKa OT3bIBa
cepTndUKaTOB;
2) depes Revocation Provider;
3) cnomompto City>k0bI akTyasibHbIX cTaTycoB (OCSP);
4) ¢ IOMOIIBIO CIIVICKA JOBEPEHHBIX CePTUPKATOB.
OTKporiTe 3aKIafKy, COOTBETCTBYIONIYIO BEIOPAaHHOMY BaMM THUITy IPOBEPKW, VI 3aHeCUTe
cepTudUKaThI, KOTOpBIe TpeOyeTcs POBEePATh IMEHHO 3TUM CIIOCOOOM:
e monyuenue CRL u3 Y1 (mosydeHne cricka OTO3BaHHBIX CePTUMUKATOB U3 yIOCTOBe-
PSIIOIIIETO IIEHTpa);
e Revocation Provider;
e (Cryxba akTyasibHbIX cTaTycoB (OCSP)
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Bepudukauua ceptudmkaTos

CepTUMKETEI, ANA KOTOPRIX HEoDXOAMMD nonyYeHe CRL 13
Branensy, MzpaTens CepHiAHBIN HOMED
+ % *
NobaeuTe. .. NobaenTe Boe Y1, [ Yananite ] [ Y¥naniTe Bce ]
B A3HHOM CMMCKE ANA CEPTUOMKATOR, HE OTMEYEHHBIX ranodkoi, CRL He
OyayT 3arpyMaTecA uE Y1, ECnM HE BEIMYLWEHD HOBOH BEPOMM,
Monydenme CRL us YU | Revocation Provider I Cnyxba aKTyansHex cratycos (OCSP) |

|:| MononesosaTte CTL ANA NPOBEPKK MYTH CEPTHHMKELIAM

MpoBepATE HANMHKE NoANKMoK B CTL

MpocMoTpeTE BeibpaTs... OuHcTHTE

YTOOBI IIPOBEPSTH CTATYChI CePTMU(UKATOB (JIMUHBIX M APYTHX IOJIb30BaTesIert) criocodamm
«[Toryuenne COC n3 YII» wm «Revocation Provider» mig Bcex YaocToBepsromux 11eHTPOB
(kopHeBble cepTMdUKaTEl KOTOPBIX YCTaHOBJIEHBI B XpaHwWInIle JloBepeHHble KOpHeBble I1eH-
TPHI cepTUdMKaIMM), HXMUTe Ha KHONKY [To6aBuTh Bee YII.

BbI MOXeTe ymanmmTh 13 CIvcKa BEIOpaHHbBIe cepTUVKAThL, BBIIEINB MX Y HaXkaB Ha KHOII-
Ky YnammTe. Eciivi BBI XOTUTe yIaIUTh BeCh CIIMCOK cepTMUMKATOB, HAXXMIUTE KHOIIKY Y IaInTh
BCe.

Ha Bxtanke IMomydenne CRL u3 YII psimoM ¢ KaXIpIM BIOpaHHBIM CcepTUUKATOM pac-
HojioxkeHa rajiouka. Ecim ona ycraHositeHa, COC OyzeT Bcerzia 3arpyXaTbcs U3 YIOCTOBEPSIIO-
1tero 1eHTpa. Ecyim ke rasouka yopana, To COC OynmeT moarpy»arbcst TOJIBKO B TOM CJIydae,
ecjIv Ha cepsepe BblnyIreHa HoBasi Bepcus COC wim ero cpok AeVICTBYSA VCTeK.

Bepudukaunsa cepTudMKaToB

CepTHMRUKETE], ANA KOTOPEIX HeoDxXogmuMo nonydeHmre CRL 13

Bnanenew MzpnaTens CepuiiHEIA HOMED
CM=3sepesa CeeTn... . B55F05256571902FC
|:| CM=3sepesa CeeTn... | JGBCEEB1354A5AF4

«KpuntoAPM» y3HaéT o Bbirtycke Hoporo COC 1o marte IIaHOBOrO OOHOBJIEHMS, YKa3aH-
HOTO B CaMOM CIIVCKe OT3bIBa. Ecyv crvicok Oyaer BBITyINeH BHEIUIAHOBO (paHbIIle CPOKa), TO
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ero oOHOBJIeHMe HeoOXOAMMO OyAeT 3aIyCcTUTh BpYYHYIO. Y3HaTh 0 ToM, Kak 00HOoBUTE COC 113
Y1, moxHO B pasgerne Oneparym ¢ cepTrdmKaTaMm.

¥ Hemaru nacmpoiku napamempo8 Bepudpuxayuu cepmucpuxamo8 Bv. Moxeme Y3HAMb Y Cui-
——  cmemH020 AOMUHUCIPAIMOpA.

Ecimt HeoOxoyMo npoBepuTh cepTrdmKaT ¢ IOMOIIBIO CIVICKA JIOBePeHHbIX cepTudmKa-

ToB (CTL), ormeTbTe B HacTpovikax "Vcrionbzosate CTL myst mposepkm Iy T cepTudpmkarimm'”.

¥ |MononesosaTte CTL ANA MPOBEPKKM MYTH CEPTHOMKELLM
| MpoBepATE Hamv4me noganuo 5 CTL

CnWcok AoBepuA cepTHdMKaTos: Digt

[npDCMDTpETb] [Eblﬁpaﬂ:... ] | O4ucTTE |

W3 xpanmwmina cepTrdmKaTos HeoOxonuMo BeIGpaTh crivicku TOBepeHHBIX cepTudmKa-
TOB. ECyv XpaHwmiIe ImycTo, TO C IHOMOIIbI0 KHOIIKY VIMIIOPT yCTaHOBUTE CHVICOK.

BbI MoXeTe ymanmTh BEIOpaHHBIV paHee CIMCOK JoBepsl, HakaB Ha O4ncTUTS.
3. HacTtpous HeoOxonyMble HapaMeTphl, COXpaHWUTe BHeCeHHbIe M3MeHeHMs (KHoIKa IIpume-

HUTB).

4.3.8 HACTPOVIKV VICITOJIb3OBAHWSI CITY>KBbI TSP
Ciyx0a nrraMnos BpeMeHu VICTIOJIB3Y€ETCH IS ITPOCTAaHOBKM IIITAMIIOB BpeMEHM Ha JIOKY-

MEHTHI — JaHHBIX, 3allUIIeHHBIX 3JIeKTPOHHOV noamnmchio Ciry>kObl, cofep Kaliyx Ha/le)XKHYTO
MH@OPMAIINIO 0 BpeMeH! CYIIeCTBOBaHMS IEKTPOHHOrO JoKyMeHTa. IllTaMIiel BpemeHu mc-
OJIb3YIOTCH [T NPUBA3KY paKTa CyIecTBOBaHMS KaKMX-100 JaHHBIX KO BpeMeH.

J1)1s1 HaCTPOVIKM TTapaMeTpoB IIITaMIla BpeMeHV, BBIIIOJTHUTE CIIeIyToIIyie Iari:

1. Ha BepxHem maHe/ INIaBHOrO OKHa OTKpo¥Te HNyHKT MeHio IIpodwmmm > Ynpasiaenue
npodnasiMi. DTO XXe Bbl MOXeTe cJleJlaTh Yepe3 KOHTEeKCTHOM MeHIO darila Wil Ha IlaHeJIn
VHCTPYMeHTOB: BbiOepuTe ITyHKT ITpodpman.

2. Ortkpovire mpodwIb, B KOTOPOM HEOOXOAMMO yCTaHOBUTH,/ M3MEHWUTH IlapaMeTphl. B okHe
ITapameTpbl HacTpoVKM OoTKpoviTe paszesl TSP, B KOTOpoM yKaXuTe IlapaMeTpbl CoeJlViHe-
Hust co Ciry»x0071 IITaMITOB BpeMeH! V1 IIapaMeTphI 3arrpoca:

Anpec Ciry>X0bI IITAMIIOB BpeMeHM
@opmMaT ampeca: <mpoTtokoi>://<cepsep>[:mopt][/myTs]. B KauecTBe IpoOTOKOIA BBHI
MoxkeTe yKa3aTb "http" 1 "https"
e HACTPOVIKM IIPOKCH-CepBepa, eciu Ipu noaxmoueHnm K cryxoe OCSP ncrionb3yet-
sl IPOKCH-CcepBep
e KIMEHTCKUI cepTudUKat, ecan AOCTyIl K caykbe OCSP BeimonHseTcs no umdpo-
BBIM cepTudMKaTaM (4TOOBI aKTMBUPOBATh PEXMM BbIOOpa KIMEHTCKOro cepTudm-
KaTa, B CTPOKe C aJIpecoM cepsepa J0JDKeH ObITh yKasaH IpoTokoil "https").
ITapameTpsl 3a1rpoca
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T5P

MapaMeTpel coe AMHEHKA
Anpec Cny#0bl LWITAMNOE BPEMEHI:

http : ll'lllll'.l"\.".l\."-l\' , prmprg . rLI;"tSl:I,l"tSIII .arf

MCNonb30BaTE HACTPOKKK NPOKOM-CEPBEDS HacTpoMTE...

McNoNE30BETE KAMEHTCKMA CEpTURMKET BetbpaT

MapaMeTpel 3aNpoca

Xew-anropum: [1.2.643.2.2.9 (TOCTP 34.11-94) |

MAaEHTUDUKATOP NONKTIAKAK:

3anpociTe CEPTUDMKAT Cny#ikl WTaMN0E EPEMEHI

Y Hemaau nacmpoiiku napamempo8 pabomui co Cayx0oti 81 MoXeme Y3HANDb Y CUCTEMHO20 A0-
— Munucmpamopa.

3. YcraHoBMB IapaMeTphbl IITaMIla BpeMeH), COXpaHWUTe BHeCceHHble M3MeHeHMs (KHOIIKa
IIpuMeHUTD).

4.3.9 HACTPOVIKM UCIIOJIb3OBAHWSI CJITY>KBbI OCSP
C nomortpro CTy>kKOBI aKTYaJIbHBIX CTaTyCOB CePTU(MKATOB BBl MOXKETe B OHJIAH-PEXVIME

IpoBepsTh cTaTyc cepTudmkaToB Ha ocHobe mnpoTtokora OCSP (Online Certificate Status
Protocol).
J1)1s1 HacTpOVIKM ITapaMeTpOB JJOCTyIIa K CITy>kK0e:

1. Ha BepxHel maHe/m IJIJaBHOTO OKHa OTKpowTe IyHKT MeHio Ilpodwmiam > Ynpasnenue
npodusIsAMIL. DTO e Bbl MOXKeTe cJieJlaTh yepe3 KOHTeKCTHOM MeHIO dparila Wiy Ha ITaHes I
VIHCTPYMeHTOB: BbiOepuTe ITyHKT ITpodpwan.

2. Ortkpovite mpodwib, B KOTOPOM HEOOXOAMMO yCTaHOBUTh/ M3MEHWUTh IlapaMeTphl. B okHe
ITapameTrpsrl HacTpoviku oTkpoviTte pasmaerr OCSP, B KOTOpOM yKaKuTe ITapaMeTphbl Coely-
HeHMs1 co Ci1y)KO0V1 aKTyasIbHbIX CTaTyCOB:

e ajpec cepsepa
@opwmart afpeca: <IpoTokoir>://<cepsep>[:mopt][/myTs]. B KadecTBe IMpOTOKOJIA BBl MO-
xete yKasatb "http" u "https"
® HACTPOVIKM IIPOKCH-CepBepa, ecyIv Ipy HOAKIFoYeHnM K ci1yk0e OCSP mcmomnp3yert-
Cs1 IIPOKCH-CEpBep
dopmaT ajpeca: <IpoTokoir>:/ /<cepsep>[:mopT]. B KauecTBe IIpoTOKOJIa BBl MOXeTe yKa-
3atp "http" 1 "https"
® KIVMEHTCKUM cepTudUKaT, ecsii JocTyn K ciayk0e OCSP BrpimonHsieTcs: o mydpo-
BBIM cepTmdmKaTam (YTOOBI aKTMBMPOBaTh PeXMM BEIOOpa KIVEHTCKOTO cepTudu-
KaTa, B CTpOKe C ajJ[pecoM cepBepa [0JDKeH ObITh yKaszaH IpoTokoi "https").
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OCsP

MapaMeTphbl AOCTYNa

Anpec cepeepa: | tp:/fwww.cryptopro.rufocspns focsh lﬂﬂl‘lﬂnHHTEﬂbHﬂ...I

Mnonb30BaTE HACTPOMHKK NPOKOM-CEPBEpa [ HacTpouTe. .. ]

m
o
)
1=
(5T}
{
1)

Mnonb30BaTh KNWEHTCKMA CEPTURMKET

¥ Hemasu nacmpoixu napamempo8 padomsi co Cayx0oil Boi MoxKene Y3Haniv Y cucmemHo2o ao-
1 Munucmpamopa.

3. VYcranosus mapamerpsl goctyna K Ciyx0e, coxpaHuUTe BHeCeHHBIe M3MeHeHMs (KHOIIKa
IIpuMeHUTH).

4.3.10 HACTPOVIKU KATAJIOTOB XPAHEHVISI ®AVIJIOB
Bbl MOXeTe ycTaHOBUTB cOOCTBEHHBIE KaTaJIoTM [IJI1 XpaHeHMs pailoB, a TaKXXe YpOBeHb

Ge3omacHoro yaasteHus ¢arios. [1jIsg 3TOro BBIIOIHNTE CJIeAyIOIye Iari:

1. Ha BepxHem maHe/M IJIaBHOTO OKHa OTKpowTe HNyHKT MeHio ITpodwmmm > Ynpasiaenue
npodmIaMi. DTO Xe BBl MOXeTe ceIaTh Yepe3 KOHTeKCTHOM MeHIOo darijla WiV Ha ITaHeIn
VIHCTPYMeHTOB: BbiOepuTe ITyHKT ITpodpwman.

2. Orkporite npodwib, B KOTOPOM HEOOXOAVMO YCTaHOBUTH,/ M3MEHWUTH IlapaMeTphl. B okHe

ITapameTprl HacTpOVIKM OTKpoWTe pasiern Karaorm.
KaTtanoru

CoXpaHATE pesyneTaTel 0paboTK B:
) TEKYILMA KaTanor
@ 3anaHHbIE KaTanor

KaTanor AnA XpaHEHA BDEMEHHBIX halinos

[:%Pafiouan oTyeTHOCTE

a

KaTanor ana XPIHEHWA EXOAALLMY JOKYMEHTOE

(]

[:Pafiouan oTyeTHOCTE

KaTanor AnA XpaHeHHA MCXOAAWLMY DOKYMEHTOE
D:\Paboyar oTyeTHOCTE" E]

Y¥poEEHE BESONaCHOrD YAANEHWA DaElinos IBblmmﬁ v]

3. B sTroMm mopkarasiore BBl MOXKeTe yCTAaHOBUTH MeCTO, KyJa OyIyT cOXpaHSTbCS paboune
daruIel (BXOIsIINe, BpeMeHHbBIe, VICXOAIINe), - B TeKyIleM KaTaiore WIN B CIelyaJIbHO
OTBEOEHHBIX [JIA 3TOr0 Karasiorax.

KaTrastorm aj1s1 xpaHeHMs1 BpeMeHHBIX (paiijIoB;
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DTa HaCTpoOVKa II03BOJIAeT yCTaHOBUTH [IJII BpeMeHHBIX (paIoB COOCTBEHHBIVI KaTaJlor
IT0JTb30BaTesIsI BMECTO CYICTEMHOTO.

Ha 3TOT KaTajior MOXXHO yCTaHOBUTB IIpaBa IOCTyTIa TOJIBKO IIjIsl TIOJIb30BaTesiers, paboTa-
FOIIMX C JAHHOV HaCTPOVIKOVL. DTO OTpaHMYUT HeCaHKIVIOHVPOBAHHBIV JIOCTYII K BpeMeHHBIM
IaHHBIM, KOTOpbIe MOTYT coflep>kaTh KOH(PUIeHIIMAIbHYIO MH(POPMAIIUIO.

ITo ymorgaHMIO MCIIOIB3yeTcs CUCcTeMHBIV KaTastor. O0braHo 370 "c:\ Documents and Set-
tings\ <mms nosib3oBatestsi>\ Local Settings\ Temp)\ ".

Ykaszate crieriaibHble KaTanory njis xpaHeHWsT BXOIAIIVIX JOKYMEHTOB, B KOTOPBIX Oy-
IOyT XPaHWUTBCA WMCXOHMHBIE JOKYMEHTHI, II0JIydeHHble B pe3ysIbTaTe IIpOBefeHMs OIlepariui

CHSTUS 1 IPOBEPKM JIEKTPOHHOW IOMITVCH.

YxkasaTp crienmasibHbele KaTamorm njisi xpaHeHMs MCXOAAIINMX JOKYMEHTOB, B KOTOPBIX
OyayT XpaHWUTBLCS MCXOAHBbIE JOKYMEHTEHI, IIOJIyYeHHble B pe3yJibTaTe IIpOBeleHVs OIleparim

CHSATMS VI IPOBEPKI JIKTPOHHOV HOIIINCH

4. 3pech e BBl MOXeTe HaCTPOUTh yPOBeHb 0e30I1acHOro yaaneHus ¢aiios.

ITpy oObIYHOM yaaIeHnN ¢ XKeCTKOro JiVcKa, dparil moMedaeTcsl KaK yJaJeHHBIV, M 3aHU-
MaeMoe MM MecTo ocBoboxIaercs. Ho mmpu aToM camu JaHHbIe dhaiijla OCTaIOTCs Ha JIVCKe, U, B
CYJTy OCOOEHHOCTM CTpOoeHMs arIOBBIX CVCTEM, 3TH JIaHHBIe ellle MOXKHO M3BJIeyb C JIMCKa.

YT00bI 1M30€XaTh TAKOro BOCCTAaHOBJIEHNs, ITepe] yaajeHeM dariil MOXXHO Iepe3alicaTh
CJTydaviHBIMY JTaHHBIMI. Taxov dpaiiyl HeBO3MOXKHO BOCCTAaHOBUTH OOBIYHBIMY ITPOrPaMMHBIMU
cpencrBamMn. Taxke MOXHO cJielaTh HECKOJIBKO ITPOXOJIOB IIepe3allyiCy, YTO 3HauMTeJIbHO
YCJIOKHUT BOCCTaHOBJIEHNEe VIV C/iejlaeT ero HeBO3MOXKHBIM JlaKe CIelMaIbHBIMM IIPOrpaMM-
HBIMU Cpe/ICTBaMU

Hacrpovika ypoBHsi Oe3omacHOro yjajleHusl 3ajiaeT KOJIMYECTBO ITPOXOOB Ilepe3aricy
CIIydaViHBIMM JaHHBIMM, Tlepef] yjajieHueM BpeMeHHbIX (paijIoB, CO3/IaHHBIX ITPOrPaMMOV
«KpunroAPM» mmput oniepaniysx ¢ HOAIMcaHHBIMY U TN POBaHHBIMY JaHHBIMI.

Mo>xHO BBIOpaTh YeThIpe YPOBHs 0e30I1acCHOTO yAaIeHVIs:

¢ BrIK/IIOUEHO - ITepe3anyich CJTy4arHBIMY JaHHBIMY He OyZIeT ITPOM3BOINTECS.

e Hwuskmi - [lepen ynanenueM OyzeT rpowsseieHa OJHOKpaTHasl Iepe3arnich CiIy-
YalTHBIMY JTAHHBIML.

e Cpenunn - Ilepern ynasieHuem OyzieT mpomsBeieHa ceMMKpaTHas Iiepe3arich CiIy-
YalTHBIMY JTAHHBIMIL.

e Bricokui - Ilepen ynaseHueM Iepesanyich CIy4arHBIMY JTaHHBIMY Oy7ieT mpoms-

BeJleHa TPUALATH IIATh pas.

¥ | Cxopocms obpabomku paiinod Goavuioeo 0beema Moxerm yYMeHvuiumscs npu Branotuenuu Boicoko-
1 20 ypobusa yoarerus.

5. YCTaHOBVIB IIapaMeTpPbL paGOTBI C KaTaJIoraMV, COXpaHVTE BHECEHHbIE M3MEHEHVIL (KHOHKa

IIpumeHUTS).
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5 PABOTA C IPOTPAMMOM

51 OINEPALIMM C CEPTU®UKATAMU

ndposoit cepTrdmKat mpecTa/IsieT cO0OM 37IeKTPOHHBIV TOKyMEHT, BKIIIOYAIOIIIL OT-
KPBITBIV KJII0Y 1 MHAOPMAIIMIO O Bilaflesiblle JaHHOTO KJI0Ya, 3aBePeHHYIO YJOCTOBEPSIOIIM
IleHTpOM 3/IEKTPOHHOVI IIOJIVCHIO.

Bam HOCTYIIHbI CJIEAYIOIINE OI1epanmii C CepTI/I(bT/IKaTaMT/IZ

ITorrygyenue ceprrdmkaTa

CosnaHme caMOITOJIMCAaHHOTO cepTudmKaTa
VMmiopT cepTudmkara

XpaneHme ceptrdmKaTa

ITpoBepka cTaTyca cepTudmKara
ITpocmoTp MHPOpManmm o cepTudmKaTe
DwibTpanms cepTudmKaToB
Copruposka cepTndnKaToB

DKCIIOPT cepTUdUKaTOB

Ynanenue ceprudmrkaTos

ITeuats cepTmdmkara

IIposepka cepTudmkaTa Ha KBaJIMPUIIMPOBaHHOCTD

Onepam/M C CepTVIq)VIKaTaMVI MOKHO BBIITIOJIHATD Yepes:

MaHe/JIb MHCTPYMEHTOB (TWUIIOBBIe omepaluy pWIBTPOBaHMA CIVCKa CepTHdUKaTOB,

0OHOBJIEHMe CIINCKa, UMIIOPT cepTndMKaTOB)

- MpomexyTodHBIE LEHTPEI CEPTUGUKALMI

W | JloEepeHHEIE KOPHEBBIE LIEHTPEI CEPTHHUKALIMIN
El Cnucok akkpesnToBaHHBR YL

== 3anpockl Ha cepTudukar

Wi 3anpocekl Ha NONYYEHHE CEPTHHUKATE

' 3anpockl Ha aHHYNMpoBaHKWE (0T3bIE) cepTudnKaTa
-4iE] Cnuckn oT3miBa cepTudukaTos

ﬁ_,_,_-] Cnuckn goBEpEHHEX CEpTUdMKATOE

..... K] 3J'IElCI'pIZIHHbIE KHIYK

i‘"" T A
. Tepentuii Py B .

-
@ KpurroAPM = | B |-
®aiin  Mpodwan  Hacrpodkn  MNomowe
) 5 a | B
Mognucate [MNpoeepute 3[1 Wudposate Pacwwdposate | OBHoeute | Cozgate Mmnopt
KOHTEKCTHO€ MEHIO cemeanaTa
@ KpurroAPM [ o/
®ain MNpodwan Hacrpodkm  MNomowe
: ) =) & ¥ O BT
i Mopnucate [Mposeputs 3N Wudpoeate Pacwudpoeats | OBvosute | QuneTp | Cosgate VimnopT | 3kcnopt
=-{25] Ceprudukate #  Bnapgeney Oprannzayua
L Muanoe xparmnnie cepruduratos {25 Veanoe WMean Meanoeuy Internet Widgits Pty Ltd
| CepTudrKaTtel Apyrix NoAL3CEaTENENR

POBEPWTE CTATYC

YaanuTe

Jkcnopt
CeoKcrea
Mpoeepka Ha KBaNMGMUNPOBAHHOCTE

MNeuate

OBHOBWTE
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e KOHTEKCTHO€ MEHIO pa3Jejia B I'TaBHOM OKHe IIporpaMMbI

r € KprunmoAPM s

@ain  [Mpodwnn  Hacrpodkw  Momows

v i

=)

Mognucate lMpoeepute 31 Wndpoeate Pacumdpoeats

513

O BHOBWUTE

?"

Tunetp | Cozgate

-] Ceprudmkare

/  Bnageney

=1

.E'] MugHoe XPEHWAKLLE cenTuhukaToR

) CepTHdKaTel 4pyris Co3gate

-] NpomesyTounbie e Wnnopt

-] Nosepentbie kopHes

-] Ceprudunkare gomen Ounetp

) CMMCOK aKKpEANTOES

O P&A OBHOEWTE

|':‘|--- Janpocel Ha cepTudgmnkan

N !

5.1.1 IIPOBEPKA HA KBAJIM®ULIMPOBAHHOCTbH

Janpoc Ha cepTMdiMKaT...
CamonognucanHelid cepTudnKar..,

3anpoc Ha aHHYIMpoBaHKME CEpTUgMKATA ...

=] CenegerH AHgpei EEreHeeemny

ITporpamma «KpuntoAPM» mMeeT BO3MOXHOCTBH IIPOBEPSITh cepTMdMKaThI Ha COOTBET-
crBue TpebosarMaM npukasa @Cb PP ot 27.12.2011 Ne795 «O6 yTBepxaenvm TpeGosaHmit K

dopMe KBaIMPUIMPOBAHHOTO cepTMdMKaTa KI04a [IPOBEPKI IEKTPOHHOV TTOAIIVICH».

IIpoBepky cepTudmKaTa MOXHO OCYIIIECTBUTh Uepes:

1. KOHTE€KCTHO€ MEHIO B IJITaBHOM OKHE€ IIpOrpaMMbI (TaKaSI IIpoBepKa TOJIBKO I

CepTT/IqDI/IKaTOB, YCTaHOBJIEHHBIX B XpaHI/IJIT/I]IIE)

(=

@ KpunoAPM = ¥oN ===
i aitn  Mpopwmm Hactpoiixn  Momows
: X £ ) & v ‘ B & &
: Moanucare Mpoeepurs 3N Wudpoesrs Pacwmdposars | O6noents | Duastp | Cosgare Vimnopr | 3xcnopr
=] C_CP“@"“"" | 4 Bnaaeney Oprannzaums
““:1' fiuanoe xpariimue cepruduratcs (2% Vieamoe Wean Veanoeny Internet Widgits Pty Ltd
) Ceprudmxare: apyrix nonsioearenei W
) NpomexyTosmbie uenTps! cepTdUKaLmm Mpoeepute craryc »
) Oosepennbie kopressie LenTpel cepTdKaLmmn Yaanuts
) Cnucox axxpeantosamnbx YU
[ 3anpocei Ha ceprudurar 3xcnopr
) 3anpocst Ha NONyYeHne cepruduxara Ceoncrea
) 3anpocsl Ha anHynupoeanne (oT3sie) ceprudunara MpoEEpKa Ha KEANHOHUMPOEHHOCTS
[{7] Crncku orseiea cepruduraros
Mevars
1] Cnnckn gosepennsix cepruduxatos
T INEXTPOHHBIE KNIOHK Obuosum
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2. KoHTeKcTHOe MeHIO IIpoBogHMKa (IIpoBepKa I CepTNUKATOB, HE YCTaHOBJIEH-
HBIX B XpaHWINIIIE)

OTkpBITL

YcraHoeuTe cepTudmkar

@  KpuntoAPM 4 Mognucate...

uh Mpoeepka c nomeowste Microsoft Security Essentials... fobasuTe NoANNCE. .

= Omnpasnts uepes ICQ... 3 3aBepwTb NOAMNUCE...
OTkpeITE © NOMOLW B 3 3aWwnppoEate...

. Mognucate n 33N POBATE...
OBLwwmii goctyn 3

MpoBEpUTE NOANWCE...
CHATb 1 NpoBepuTs 311
Paclumdposats...
MpoCMOTPETE AOKYMEHT...

Paclwndposate n NpoBEpUTL NOANKCE. ..

Mpoeepka cepTudukaTa Ha KaBANNGMUNPOBAHHOCTE
BOCCTAHOBUTE NPEXKHIZHD BEPCUID

KeanuduumposaHHan nognnce

Otnpaente * ¥NpoLLEHHBIR peskianm paGoTel
Bripezate MEE{THD '
Konupoeate

Pe3sysibTaThl ITpOBEepKM cepTudMKaTa:

1. CeprudukaT He HpoIIeI IPOBEPKY, TO €CTh He ABJIgeTcs KBaIMUIIMpoOBaHHBIM;

KpuntoAPM

I . HanHelid cepTidnkaT He ABNAETCA KEANNPUUNPOBAHHEIM,

OK

2. CeprmduKaT MOIHOCTBIO HPOIIET IPOBEPKY ¥ COOTBETCTBYET TpeOOBaHWMAM, Ipelb-
ABJIIEMBIM K KBaJIMPUIIMPOBAaHHOMY cepTuUdUKaTy KiIoda ITPOBEePKM 3J1eKTPOHHOV
ITOJIIIVICY;

KpuntoAPM

o Jannelid cepTdnkaT ABNAETCA KEANWGULMPOEAHHEIM,

oK

3. Ilposepka cepTudmkara Ha KBaJIMUIIMPOBAaHHOCTD IIpOIIUIa He HoHocThio. He ya-
JI0Ch TIOCTPOWUTD TIOJIHBIN ITyTh CepTMUKAIINN IO COUCKY aKKPeIUTOBaHHBIX YI0CTO-
Bepsitornx 1eHTpos (TSL). 1 KOppeKTHOTo 3aBepIeHNs IIPOBEPKIM, HEOOXOMMMO
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ycranosuthb TSL. ITogpoGHee o 3arpyske crivcka akKKpeIUTOBaHHBIX YIOCTOBEPSIOIINX
LIEHTPOB BBl MOXKeTe HounTaTh B I1aBe «KpaymmduimposaHHas HOAINCH.

KpuntoAPM

Mona gaHHore cepTgUKaTa CooTEETCTEYHOT TREEOBEHMAM NpUKaZa

l L DCEP®oT 27.12.2011 N 795 "OE6 yTeep#aeHun TpeBosadni k dopme
KEZNMGUUMPOBAHHOND CEPTMgMUEATE KIHIYE NPOBERKKM INEKTPOHHOH
nognucn'’,
Ho npw npoeepke cepTudMEaTa HE 43N 0Ck HAATKH CIMCOK
AKKPEANTOBEHHEX YACCTOBEPAMOLLMY LEHTpoE. [JnA koppekTHof
MpoBEpKn HEOBXOANMO 3arpyInNTE CIMCOK,

QK

5.1.2 TIOJYYEHME HOBOI'O CEPTU®UKATA

ITostyyeHme HOBOTO cepTUdWMKaTa BBIIIOJIHAETCS B COOTBETCTBUN C perjlaMeHTOM paboThI,
orpernesleHHbIM LleHTpoMm perucrparim (IiaHoBas CMeHa KJIfouert 1 cepTudUKaToB) IIpU BHe-
IUIaHOBOVI CMeHe KJIFOUell 1 cepTrdUKaTOB (OT3bIB paHee JIeVICTBYIOIIEro cepTudmKara)

ITosryunTs HOBBIV cepTHdUKAT BBl MOXKeTe Ha OCHOBaHMY IIOJaHHOTO B YIOCTOBEPSIOIINIA
LIEHTp 3allpoca Ha cepTudmKat. B mporiecce cozmanms 3ammpoca Mpon3BOANUTC reHepaliys KITto-
ven U 3aIich MX Ha KITIOUeBOI HOCUTEIT.

O ToM, Kak co3IaTh 3arpoc Ha cepTudmKaT YMUTanTe B pasmesie Oneparmm ¢ 3arpocaMiy Ha

ce QTVIQDVIK&T.

LlenTp perucrpalm rnepefaeT 3allpoc Ha MojIydeHMe HOBoro ceptudukara B LlenTp cep-

TUVKAINY, TIe ¥ IIPOMCXoauT dopMmpoBaHUe cepTudmKaTa. BeirymeHHbT cepTdmKaT
yCTaHaBJIMBaeTCs II0JIb30BaTeJIeM B XPaHWINIIE cepTH(WMKAaTOB CBOero pabouero Mmecra (Ha
KOMIIBIOTED).

B mporiecce ycraHOBKM cepTrdmKaTa TakkKe aBTOMATUYeCKM IIPOV3BOAUTCS €ro 3alich Ha
KJIIOYeBOVI HOCUTEIb . B TaytbHerIIIeM qaHHbIV cepTHdVKaT MOXKET OBbITh IIOBTOPHO yCTaHOBJIEH

Ha pabouee MeCTO IMOJIB30BaTelId (HaIlpyMep, IIpU IIOTepe cepTudUKaTa B pe3ysibrare cOOs
KOMITbIOTepa WiV OIlepalliOHHOVI CCTeMBI) VIV Ha JIpyroe pabodee MecToO (B cJIy4ae Iepexojia
II0JIb30BaTelId Ha JIpyroe pabodee MecTo). B 3TOM CiTydae cepTmdmKar ¢ KIIFOU€BOrO HOCUTEIS
yCTaHaBJIMBaeTCs C IIOMOIIBIO ITporpaMMel «KpuntoAPM».

5.1.3 CO30AHUE CAMOIIOANIMCAHHOIO CEPTUPUKATA

CamonopricaHHbI cepTudUKAT — cepTHdUKAT, M3TAaHHBII cCaMVM II0JIb30BaTesleM, Oe3
oOparllieHMs K JOBEpeHHOV CTOPOHe YAocToBepsiomieMy IeHTpy. CaMOIOAIVICAHHBIN CePTH-
dpmKaT sIBIISIeTCS OHOBPEMEHHO JIMUHBIM 1 KOPHEBBIM (yCTaHaBJIMBaeTcs B JIMUHOe XpaHWIN-
11e cepTUdUKaTOB 1 «/loBepeHHbIe KOPHEBbIEe IIEHTPbI CepPTUQUKALIVII).

CamonopticaHHble cepTU@MKATBI MCIIOIB3YIOTCS U1 OOMeHa 3almdpOBaHHBIMU VUV
MOOIVICAHHBIMM JTOKYMEHTaMM MeXIY JIIOObEMM, JOBEPSIOIIMMI OpyT OPYTry, HallpuMep, Opy-
3bsiMM, Kosuteramy. OOMeHSIBIIIVICH TaKMMM CepTrdMKaTaMI MEXIy COOOV, OHV MOTYT IIepechI-
J1aTh APYT APYTY HOONVICAHHEIE U 3alMpOBaHHBIE 3JIEKTPOHHEIE JaHHbIe, He 0eCIIOKOSICh ITPH
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3TOM, YTO T/IHCbOpMaLU/IH MOXeT OBITh IepexsadeHa, MCKa’Xe€Ha 1 VCIIOJIb30BaHa ITPpOTVB X MH-

TEpPeCoB.

Baxkto NOMHUNDb, U0 UCnoAwv306anue camonoONnUCaHHbLX cepmudmxamoﬁ He nosfossiem peuiaimsv

AN woupauxmusie cumyayuu, Bosnuxaousue npu odMere KOHPUOCHYUANHBIMIU OGHHBIMU, C TIOMO-
i -
R w0 cyoa.

HHH CO3gaHMA CaMOITOOIIMCaHHOI'O cepquKaTa, BBIITIOJIHUTE CJIENYIOIVe IIarv:

1.

cagHoOro ceprudmkara. Haxvmre [Jamee.

B nepese armemeHTOB II1aBHOTO OKHa BeIOepuTe pasmern Ceprmdmkarsl. BersoBure mpa-
BOVI KJIaBUIIIeV MBIV KOHTEKCTHOe MeHIo 1 Bbibepure myHKT Co3gaTe > Camononmnm-
caHHbI cepTUdmKaT. OTKpoeTcss MacTep cos3aHa caMOIIOAIMCAaHHOIO cepTudMKaTa.

Ha mepBoMm 111are 03HaKOMBTECH C ITOPSIKOM ¥ TpeOOBaHMSAMM CO3IAHMS CaMOITOMIIIN-

Ha dIeayromeM Miare 13 BbIIIaJatoIIero CIicKa BBI6epT/ITe maboH cepquKaTa:

Wabnon: [LIJaE..rmH N0 YMOMHEHHHD

v]

CepTuimukaT K3M MHAMBMAYaNnEHOrD NpeanpMHAMATENR
CepTudukaT KM dusmueckoro nuua

CepTuiukaT K30 roprandeckoro nMua (3BToMaT)
CepTrdmeaT K3 opran4eckoro nvua (AoMKHOCTHOE Ndug
LabnoH No yMom4aHmo

LafnoH C pacluMpeHHEIM CTIMCKOM Nonei

4. YxkaxuTe maeHTUPUKAIVIOHHYIO MHAOPMaLVIO O Biajiesblle OyayIiero cepTudmnkara,

B 3aBVICHIMOCTV OT TOTO, KaKO I1TabJI0H BbI BEIOpaIv Ha IpedplIyIIeM Iare.

MaeHTMOMKEWADHHEA MHbOopHaLYA

MaeHtndmkatop (CN)*  Cnera OxoTyHa
OpraHuzaLma; Digt

[opoa: HDLur:ap -Jna

ObnacTe: Mapuia 3n

CTpaHa: Pocowiickan Penepauma (RU)
E-mail: user@mail.ru

WMHH: 007707049388

CHAMC™: 07306554534

Ioas ommeuerHble 3HAKOM «*» 645810mMCca 0043aMeAbHbIMU 045 3aN0AHEHUA.

Obpamume Brnumanue, ecau Bvt ykaswibaeme VIHH wopuduueckozo auya, Homep Bceeda 004xeH
Hauunamoca ¢ «00», nanpumep 007707049388.

CHWJIC yxasvibaemcs be3 npobeaob u 3nakoB «-», nanpumep, 07306654534.
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5. B otkpsiBIiiemcs okHe IlapamMeTpsl KiIr0da B BBIITaJAOIIEM CIIVICKe BbIOepuTe YKaXuTe
CJIeOyIOIIVie HaCTPOVIKIL:

1) Vicmop3yeMbIVi KpUIITOIIpOBaraep.

MononbsyeMeld KpunTonposanaep:

Crypto-Pro GOST R 34, 10-2001 Cryptographic Service Provider -

/pto-Pro GOST R 34. 10-2001 Cryptographic Service Provider
Microsoft Base Cryptographic Provider w1.0
Microsoft Base DSS Cryptographic Provider
Microsoft Enhanced Cryptographic Provider w1.0
Microsoft Strong Cryptographic Provider
b¥1dated-98be—Facc-8et 3-8 03bd Fc0090C B

2) BeibepuiTe BapmaHT co3gaHMs KII0OUeBOro Habopa.

° COS,Z[&TI) K/IIOUeBOM Haﬁop CepTT/ICpI/IKaT 6YJ],€T CO3daH Ha OCHOBe HOBOI'O KJITFOUYEBO-

ro Habopa.
Vicrionp30BaTh CyIIecTBYIOIIMI KTIOYeBOVI Habop - BbIOepuTe KIII0UeBoV Habop,

KOTOPBIVI Oy[eT MCIIOIb30BaH IIPY CO3IAaHMM cepTudUKarTa, U3 CIMCKa CYIIeCcTBY-
IoIMX (KHOIKa BeIOpats).

(7) CoznaTh HOBLIA KMouesoi Habop
(@ Mcnonb30BaTe CYLLECTEYHIWMEA KMmYes0H Habop

MMA KnioYesoro Habopa:

9fbfadch-34eb-44a0-aeDa-feah781465cd

3) YcraHoBuTe nepexIroUaTeslh HaIpoTNB HeoOxoaymoro HasHavenms xIro4a cepTu-
duxkara.

HazHaqeHwe knoda

(7 Cozaanwe 3UN LniHa Knioda:

) IWUndposaHme

(@ WndposaHKe W cosgaHue 3N [ JononHUTEnsHO... ]

MOMETHMTE KNKIYM KEK 3KOPTHURYEMBIE

4) Bur Taxoke MoxeTe BBI6paTB HAOIIOJIHUTEJIbPHOE Ha3sHa4Y€eHle K/II04a, Ha’KaB Ha KHOIIKY

HononHUTEIBHO. B crivicke Ha3Ha4YeHWVI VICIIOIB30BaHMS KITIOUa BeIOepuTe HeoOXOmm-
Moe:

Mnonb3oBaHHe KnoHda:

:l Toneko WhpoBaHUE |:| LWnppoBaHUe KNnkoqa
:| ABTOHOMHOMHOE NMOAMMCEHWE CNMCKOE 0T3kIBa (CRL) HeoTpekaeMocTe

] Moanues cepTudmkaTos MoanMch AaHHBIX
[¥] Cornacosanue rnodei

V] Wiposanue aaHHe

4 | 1}

B pasperie Cpok menicTBus cepTmdmKaTa aBTOMaTUYeCKM ITPOCTaB/IseTCA jaTa, € KOTO-
pom cepTudUKaT JIeVicTBUTeSIeH (TeKylllee CCTeMHOe BpeMs) U JlaTa, Mo KOTOPYIO cep-

Tudukar gevicteuresier (1 rom BIepern OT TeKylllero BpeMeHM). DTU JaTbl BBl MOXeTe
OTpeaKTUpPOBaTh.

65



OO0 «ndposble TEXHOTIOTUI» PyxoBopcTso 110 padote ¢ «KpunroAPM» 5.3, ©2015

514

CpoK AeMCTEMA cepTUMKaTa

AelcTBuTEnEH ¢ 13,06.2013 |:]v no 13.06.2014 |:]v

o] [ca ]

5) Ykaxxure HeoObxoavmyro [ytnHy Kimoda. YeM [yIHHee KITIOU, TeM OH HazleXXHee.

6) [ToMeTUTPH KJTIOUM KaK 3KCIIOPTHpPYyeMBbIe.

Eciin BBI oTMeTuTe 3TOT dhJiar, TO CMOXKeTe ITPOBOANUTE 3KCIIOPT cepTudmKaTa BMeCTe ¢
3aKPBITBIMI KJIIOUaMU

Ha ocHoBe yka3aHHBIX JaHHBIX OyAeT cpopMMpoBaH CaMOIIOIIVICAHHBIN cepTudMKaT
OTKpBITOrO Kimtoda. ITocite 3aBeprrieHns: onepamyy BO3HMKHET OKHO ¢ MHQOpMarmen o
ee pesyspraTax. Haxxmure T'oTroBso.

Ha sampoc crcreMbl ycTaHOBUTE HapoJIb Ha HOCUTEIIb VI IIOATBEPANTE ero.

Ha sampoc cricTeMbl ycTaHOBUTD JIV CaMOIIOAIVICAHHBIV cepTudmKaT B XxpaHuuiie [1o-
BepeHHBIX KOPHEBBIX LIEHTPOM cepTudMKaIm, HaXXMIUTe Ha KHOIIKY [a.

KpunTmoAPM :: Cosganme sanpoca Ha nonysenye cepTudikara l I

1 CepTrdnkaT yonewHo ycraHoeneH 8 JludHoe xpaHranLLe.
¥ [na ganeHedweid patoTtel ero HeoBxogWMO YCTAHOBWTE B XPaHWIMLLE
JoBeperHbIx KOpHEBBIX LIEHTpOE cepTduranm. MNpogonsumTte?

B[ e

VIMIIOPT (YCTAHOBKA) CEPTU®VKATA

VIMmIopT cepTndmKaTOB MOXKET IIOHA00MTECS )T BBIIIOIHEHMS CJIeAyIOIINX 3a0ad:

YcranoBka cepTmdmrKaTa, KOTOPBIVI ObUT OTIIpaB/ieH BaM JIPYTVIM II0JIb30BaTesieM, KOM-
HBIOTEPOM I IIEHTPOM cepTUdMKaIIIY;

BoccraHoBiieHMe IOBpeXIeHHOIO WIN yTEePSIHHOTO cepTudmKara, 3aapXBUPOBAaHHOIO
paHee;

YcraHoBKka cepTudmKaTa 1 CBA3aHHOIO C HVM 3aKpbITOTO K/Il0Ua C KOMIIBIOTepa, Ha KO-
TOPOM BJIajiesiel] cepTudmKaTa ero 1CIIo/Ib30BaJl paHee.

ITepsuynas ycraHoBKa B XpaHwIniie jmnmdHoro ceprudmkara [OCT MoxkeT BBITOIHATHCA

Kak cpercrBamu Kpunrronposangepa «Kpumnrollpo CSP», Tak m cperncrBaMy IporpaMMBI
«KpuntoAPM».
YcraHoska smaHoro ceprudmkara cpercrsamm «Kpumrollpo CSP» ocyiecTsiigercs Hero-

CpeICTBEHHO B OKHe KpurnrtorpoBariepa «KpumrolIpo CSP», 3akianka «Cepsuc».
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E Kpuntollpo CSP 29
JononHKMTensHo ANroOpHTME | BesonacHoCTE I Winlogon |
Obwme OfopyaoBaHWE | Cepeic

KOHTEAHED SaKPEITOrD KNOYE

3TH MACTEpa NOZBONAKDT NPOTECTHPOBATE, CKOMWPOBATE MK
¥OoanuTe KEIHTELT1HE|:I 3AKPBITOrD KNkoYa C HOCMTENA.

[I'ImTechpoE:aTb... ] [ CrkonupoBaTe. .. ] [ ¥oanuTe...

CepTHRMKaETLI B KOHTEAHEDE 3aKPRITOrD KNKDYE

ITOT MACTEP NOSEONAST NPOCMOTPETE CEPTHMKATEI, HEXOAALMECA
B KDOHTEAHEDE 33KDEITOMD KNKDYE, M YCTAHOBMTE MX B XDaHUMMLLE
CEPTUHMKETOR,

[ MpocMoTPETE CEPTHDMKATEI B KOHTEMHEPE. ..

MAYHEI CEpTHDUKET

ITOT MACTEP NOZBONAST CBAZETE CEPTHRMKET M3 Qaina ©
KOHTEAHEPOM 3EKOLITOMD KNKIYE, YCTAHOBWE 3TAT CepTHRNKET B
HPEHUMALLE,

[ YCTEHOBWTE MMYHEIN CEpTUhMKET. .. |~l;

YcraHOBKa JIMYHOTO cepTHdMKarta cpeacrsamm nporpammsel «KpmunroAPM»
YT0o06BI ycTaHOBUTH cepTudMKaT ¢ momoIisio «KpunroAPM», BeIIOIHNTE CiIeayroIye Ia-
U

1. B m1aBHOM okHe B pasuerie CepTudmkarel BeIOepuUTe XpaHWINIIE, Kyda HeoOX0IuMo
VIMIIOPTUPOBaTh cepTrdMKaT. B KOHTEKCTHOM MeHIO pasfesia WiIM Ha MaHe/I MHCTPY-
MeHTOB BbIOepuTe MyHKT ViMmopT.

2. Ortkpoetcsd cTraHmapTHBII MacTep YyCTaHOBKM cepTudmKaTa, I03BOJISIOMINI yCTaHO-
BUTH HUPPOBON cepTUdMKAT B XpaHWINIIe JIJI JaJIbHEeIIero ucroib3osanmd. O3Ha-
KOMBTECh C IOPSZIKOM BBIIIOJTHEHV OIleparluiL.

3. Ecimm BBl ycTaHaB/IMBaeTe JIMYHBIN cepTUUKAT, B 3TOM Xe OKHe ycTaHOBUTe djiar
HAIIpOTUB CTPOKM YCTaHOBWUTH JUYHBIN cepTudmkar. Kpome TOro, Bbl MoXeTe ycTa-
HOBUTH (priar ITomecTUTE cepTHdMKAT B KOHTeVIHep (B 3TOM CJIydae B KJIIFOUeBOM KOH-

TeViHepe OyJieT XpaHUTBCS He TOJIBKO KIIIoUeBasd I1apa, HO M caM cepTudIKar):

YCTEHOBMTE MAYHEIN CEPTIMGMKET

MoMECTUTE CEPTUDMKET B KOHTEAHED

4. B cemyromieM oKHe yKaxuTe dparil, comep Kalluil MMIIOPTUpYyeMbInt cepTudmkat. Cu-
cTeMa I03BOJIIeT MMIIOPTHUPOBATh CepTUMIMKATHI CJIeAYIONINX (POPMaTOB!

o  ®darwt ceprudmkara X.509 (.CER, CRT)

e Coobmenne cragmapra PKCS #7 (. P7B, .DER)

o XpaHwmmille cepran3oBaHHbIX cepTudmkaTos (.SST) - HeckoIbKO cepTMdUKaTOB, 00B-
eIMHEeHHBIX B OMH darnl.

o  ®daru1 obMeHa stmuHOM MHPOpManyen - PKCS #12
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MMA dalina MCKoAHBX OaHHEIX

C:Wsersuser \Documentsitest\Olga Okhoting.p7h

Bribpate. .. |

DOPMAT MOMET ObiTh OAHWM M3 CNEA YHIWLMX:
dain cepTudmkata - X, 509 (.CER, .CRT)
Coofuwenwe cTaHnapTa PKCS #7 ((P7B, .DER)
¥PEHWAWLLE CEPMAaNM30BaHHEIX CepTHhuKaToE (L55T)
daiin obmeHa nuHo uHbopralei - PECS #12 ((PFX, .P12)
Main cnkcKa oT3kIBa cepTudikaTos (CRL)
DaEin NMCKa QoBEpeHHEBIX cepTudmkaTos (LSTL, (CTL)

Crartyc
221 Bee cepTidmkaTel, COC unm CAC —
"Ld AEfCTBMTENEHE MpocMOTPETE...

5. Ecym BBI ycTaHaB/IMBaeTe JIMYHBIN cepTUdUKAT, Ha CJIeyIoleM 3Tarle OTKPOeTCsl OKHO,

copepkariee MHAPOPMAIMIO O HeM (IaHHBIE O BiIajeriblie ¥ M3aaresle cepTudmKara,

CPOK [IEVICTBUSI VI CEPUIIHBIVI HOMep):

6. Ecim Ha mepBoM sTarie Bl ycTaHOBWIN ¢iar IlomecTuTh cepTidmKkaT B KOHTeNHeP,

CepTiudmKaT: Onera OxoTHHa
Bnageney: CM=0nbra OxoTuHa,0=Digt,L =l71|:|Lur':a|:| -Ona,5=Pecnybn
MzpaTens: CM=0nbra OxoTuHa,0=Digt,L =ifoukap-0Ona,5=Pecnyfin

AefcTeMTEnEH C: 20,03.2013 11:10: 16

[eAcTBATENEH NO: 20.03.2014 11:10:16

CEPUAHEIN HOMEP; JO05FABCCOAASDAS

OTKPOETCsA OKHO, B KOTOPOM BaM HY>KHO

BeiOpate Kpurrroposariiep;

BBI6paTB M3 CIIVICKa VM KIII0YeBOI'O KOHTGV[Hepa (r[epen 3TVIM BCTaBbTe KITIOUEBO

HOCHTeIIb, Ha KOTOPOM XPaHWUThCA JaHHBI KOHTeVIHep);

Ykaxmure, uTo BBejleHHOe MM 3a/jaeT KOHTeHepP [O0JIb30BaTeIs.

BribepuTe KpMNTONpOBaMAED:

| Microsoft Base Cryptographic Provider w1.0 - |

AMA KoHTERHEPE:

315b606c-37d8-49d4-a666-4dc 795 e 7da

BribpaTk

BEEOEHHDE MMA 3808ET KOHTEMHED:
@ MNonezoBaTens

KoMnetoTepa

7. Ecmu Ha II€pBOM IIare Bbl HE YCTaHOBWIIN cpnar YCTaHOBMTB JIUYHBIN CepTI/I(bVIKaT, TO

crcTeMa BaM IIPEJIOKUT yKa3aTb XpaHWINIIE, B KOTOPpOM 6y)1eT XpaHUTBCSA MIMIIOPTU-

pyembIn cepTudmKaT:

e ABTOMaTMYeCKUI (TUII XpaHWINIIA BBIOMpPaEeTCs CYCTEMOV);

. HJ’IH Py4dHOTO BBIGOpa XpaHwiniia, B Bbllla/laloleM MEHIO BbI6epVITe HEOGXOHT/IMOQ

XpaHWINIIe.
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k : ) BbIEDETb THN XPaHKMNWLLE aETOMaTHYECKM, HCX0AOA M3 THNa AaHHBIX

G MpHUHYAMTENLHO NOMECTHTE B CNEAYHILWES XPaHWITHLLE:

JIMYHOE XDEHMMKLWE CEPTMDMKATOE -

CepTUdMKaTEl ApYTMXY NONE30BaTENERA k
MpOMEHYTOUHEIE LIEHTPEI CEPTHDMKSLIAN
[oEepeHHblE KOPHEBRIE LEHTPEI CEPTIMKELIAN

8. Tlocse 3aBepiieHus orepanuy BO3HMKHET coollleHye 00 yCIenHoM MMIIOpTe cepTi-
dukara.

5.1.5 XPAHEHME CEPTU®UKATOB

ITporpamma «KpunroAPM» B KauecTBe XpaHWIVII, VCIIONIb3YyeT IO[JIepKrBaeMble KpUII-
TOITpOBaVIepOM TUIIBI, a TaKXe CTaHJapTHbIe XpaHWINIIa cepTUdMKaToOB, BXOAAIINX B oIlepa-
uynoHHyto cuctemy Windows.

Has3Banme xpamwinimia ceprudmKa-
TOB p = pid Onmcasne xpaHWINIIA

JIunele cepTndUKaTBI, UCIIOIb3yeMble BaMU U CBs-
JIvranoe xpaHWMIIe cepTUdmKaTOB
3aHHBIe C BallIVIMV 3aKPBITBIMM KJITIOYaMI.

CepTudmkaTel 1I0sIb30BaTesIeN], ¢ KOTOPBIMU BBl 00-

CeprudmkaTel JIpyrux II0JIb30BaTe-
N MeHVBaeTech MM POBaHHBIMM VIV HOAIMCAaHHBIMM

nen

HJaHHBIMMN.

[TpomexyTounsle 1eHTpBl cepTudm- & CepTuduKaTsl IIPOMEXYTOUHBIX ILEHTPOB CepPTHU-
Kanym dpukanym.

ABTOMaTMYeCcK! MOAIVCaHHble CcepTUdUKATBI OT
LIeHTpa cepTudUKaluy, KOTOpble HesBHBIM 00pa-
30M SIBJISIIOTCS JIOBEPeHHBIMU. 371eCh XpaHATCS cep-
JloBepeHHble KOpHeBbIe LIEHTPHI cep- | TUUKAThL, W3JaHHbIe CTOPOHHVMM YIOCTOBEPSIO-
TUPUKaIN My 1eHTpamu, Microsoft, a Taxke Baieir opra-
HM3alMert (ecay opraHm3alys pacroraraeT coo-
CTBEHHBIM CepBepoM cepTudUKaToB). XpaHWINIIEe

TaKXe COJIepKUT CaMOIIOIIICaHHble CepTUMUKATHL

Hosepennsle usgaresin ceptudmka- | CepTrdukaTsl JoBepeHHbIX M3/laTeselt cepTuduKa-
TOB TOB.

5.1.6 TIPOBEPKA CTATYCA CEPTU®UKATA

Vcnionp3oBaHme cepTrdmKaTa MOXXHO YCJIOBHO pasfiesInTh Ha JBa 3Tara
1) mpoBepka cTaryca cepTudmKaTa
2) ecyIVI CTaTyC «JIeVICTBUTeJIeH», VICIIOJIb30BaHue cepTudmKaTa ISl BHIIOITHeHWsT KPWUIITO-
rpaduyecKmx oreparmi.
Kaxmpit pas mpn obparennmu k ceprudmkary nporpamma «KpunroAPM» mposepsieT ero
cTaryc.
Cy1mecTByeT HeCK0OJIBKO TUIIOB IPOBEPKM cTaTyca cepTUdMKaTOB:
1. TIlo jmokaspHOMY CIMICKY OT3bIBa cepTrdmkaTos (COC)
2. Tlo crmcKy OTO3BaHHBIX CepPTU@MKATOB 13 YIOCTOBEPSIOIIero IIeHTpa
3. Cucnomnbs3oBaHneM Revocation Provider
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5. C moMoIpio CcrvcKa JOBepeHHBIX CepTUdMKATOB

6. B pexmnme «KpasmmduimpoBaHHas OIIIVCH»

5

Tunwt npoBepxu npubeders 10 Bo3pacmaniiio 3HAYUMOCIU

e

Crartyc cepTudmKaTa IpoBepseTcs Mo cJIeAyIOMM IIapaMeTpaMm:

ITapameTpsI

IpoBep-

IIpoBepka cpoka [IevicTBUA

ITosicHeHMe

IIpoBepsieTcs, MCTeK WM HeT CPOK JIeVICTBUS LV POBOTo cep-

cepTudmkara TndmKaTa
[)1s1 3aBepeHMs Ballero JIMYHOTO IMdpoBoro ceprudmkara
[IpoBepka KOPPEKTHOCTM | MICIIOJIB3YeTCs JIEKTPOHHAS ITOMIVCH YIIOCTOBEPSIOIIEro IIeH-

3JIEKTPOHHOV ITOMIIVICY BbI-
Haslrero ceprudmkar Ymo-
CTOBepSIIOIIero IeHTpa

Tpa, B KOTOPOM BBl HOJIy4W IV cBOM cepTudmkaT. YTobw! cTa-
Tyc Bamlero ceprudmkara ovu1 "HevicTBuresien", HeoOXommmMo
VIMEeThb YCTaHOBJICHHBIVI KOPHEBOW cepTUdMKaT ¥ aKTyaJIbHbIN

CIIVICOK OT3bIBa CepTVIq)VIKaTOB.

ITocTpoenne uemnouxku (1o
KOPHEBOTO

Y1)

cepTrdmKarta

[oBepre K JIMUHOMY CepTUQWVKATy II0IIB30BATEIIS OIIperesIs-
€TCs Ha OCHOBe IIelT0uKy cepTudmKaTos. HadyarsHbIM 351eMeH-
TOM IIEIIOYKM $BJIsTeTCs KopHeBom ceptmudukar Y1, xpaHs-
mmVics B XpaHwinille JloBepeHHBbIe KOpPHEBbIe IIEHTPBI cep-
THUMKAIIN.

ITpoBepka [emCTBUTEIIBHO-
CcTU cepTudmKaTa 110 CIVIC-
KaM OT3bIBa cepTudUKaTOB

ITo ymomganuio mipu pabore c ceptmdmkarammu B «Kpumro-
APM» ux craryc nposepsiercss o COC, ycTaHOBJIEHHOMY B
xpaawie ITpomesxyTounsle HeHTphI cepTudmKanmm. Ho
TaKke BO3MOXHO BBIIIOJIHUTE IIPOBEPKYy cepTudmMKaTa IO
COC, monyuennomy u3 YII, wim ¢ nomompio Revocation
Provider.

Hauwnaa ¢ Bepcum 5.3, craTyc OT3bIBa He NpPOBepseTCs It

JIYHBIX CepTUQPVKATOB OJIb30BaTesIs.

C IIOMOIIIBIO CIIMICKA IOBe-
PeHHBIX cepTUdUKaTOB

YTOoOBI ITpOBEPUTH CTATyC cepTudMKaTa C IIOMOIIBIO CIIMCKa
IIOBepeHHBIX CepTN(MKATOB HeOOXOIMMO OTMETUTH "VcTomns-
3oBaTh CTL mia nposepkm mmyTn ceprudpmkanmm’ B HaCTPOW-
Kax MO yMOJl4aHMIO B pasfesie llapamerpsl Bepudumkalym

cepTudmkaToB'.

CraTychl cepTndMKaTOB

Bo3MmoHBI 3 cTaryca AefcTBUTENBHOCTH cepTU(UKATOB, BbIIaHHBIX Y11

o EduericTBUTEIEH»
o H#J«HerevICTBUTEIIEH

o H7l«HemsBecTeH»

CepTI/I(l)I/IKaT SABJISIETCA HeMCTBUTEIbHBIM, €CJIN.




OO0 «ndposble TEXHOTIOTUI» PyxoBopcTso 110 padote ¢ «KpunroAPM» 5.3, ©2015

1. Iloammce YoocTosepsoliero eHTpa o, cepTndrnKaToM KOppeKTHa.
Cpok pevicTBust cepTudprKaTa He MCTeK.
CepTudmKaT UCIIONIBb3yeTcs [IJIs Tex 1ieier, 1171 KOTOPBIX ObUT co3/1aH.

Ll

CepruduxkaT He OTO3BaH 1 €ro JAeVICTBYe He IIPUOCTaHOBJIEHO.

YToOBI IpOBEPUTD CTATyC cepTUdMKaTa:
1. B nmepese 371eMeHTOB IJIaBHOTO OKHa BblOepute pasmest Ceprudnkarel. OTKpoviTe HYKHOe
BaM XpaHWINIIE, B KOTOPOM BeIOepuTe cepTndmKaT 1jIsl IIPOBEPK.
2. B KOHTeKCTHOM MeHIO OObeKTa WIN Ha IaHe/I MHCTPYMeHTOB BblOepuTe nyHKT ITpose-
PUTH CcTaTyC
e [Ilo jioKajyIbBHOMY CHVCKY OT3bIBa CepTUdPUKATOB (CIVCKY, YCTAaHOBJIEHHOMY B XpaHWIN-
1te CrcKm 0T3bIBa cepTU@PMKATOB);
e Tlo crimcky oT3piBa 13 YA0CTOBepSIIOIero 1IeHTpa (B OHIalIH-peXyMe I10 JIOKaJIbHOV ce-
™);
o Cucnone3oBanmeM Revocation Provider;
o IlIposeputs B OCSP cityx0e.

ITpu mpoBepke cTaryca cepTudmKaTa MOIyT BOSHMKHYTb CJIeIyIOIIyie COOOIIeHIS:

CooOrenne ITosicueHMs ‘

. R CepTudukaT, KOTOPBIM IIOAINMCAHBI [IaHHBIE,
VlcTék cpok menicTsus cepTudmKara
pOCpOYeH

HeBO3MOXHO IIOCTPOUTH LIENOUYKy cepTudmKa-
HeB03MOXXHO IIOCTPOUTH LIETIOUKY IS cep-
& TOB OT KJIMEHTCKOIo cepTudmkara g0 ceptudu-
TduKaTa
KaTa JosepeHHOro Y1I

Hactponku crcrempl Ge30macHOCTM He ITpezrio-
ITponsonuia ommbka Ipyu OOHOBJIeHWM | JlaratoT  obHosiaenmuyt  COC;  Gubimoreka
CcocC CPCRLUpdate.dll oTrcyTcTBYeT wWim He 3aperu-
CTpUpOBaHa

ITpousonuia ommbKka IIpy OTKPBITUM Xpa-
Hert 1mipaB mocTyna K xpaHWINIIY cepTudUKaToB
HUIVIIA

COC HamjeH, omHaKO BO3HUK cOOVI ITPYL €ro
COC xpaHuTCs B Hen3BecTHOM popmaTe
obpaboTke

R Iarta obnoBiennst COC wmcrexkiia, HeoOXOIMMO
COC mnarieH, omHaKO OH HYXJaeTcs B 00-

o6rO0BUTE COC B VLI, Iy1s1 TOro 94TO00H! CepTIdU-
HOBJICHUU _
KaT ObUI IeVICTBUTEILHBIM

Ommbka npu comnocrasierm COC 1 cep- | Ommbka B mpoliecce IOMCKa KIVIEHTCKOTO cep-
TnudnkKaTa TudmKaTa B HocsiegHeM BoinymieHHbM Y1 COC

Ceptudukar HemericTBuTeIeH (oTo3BaH B Y1 110
Ceptuduxar cogepxurcs B8 COC p R ¢ (
Kakom-imbo mpuumee 1 3aHece” B COC)

_ UYmobwl ynpocmums npoyedypy Hpo8epKu cmamyca cepmu@ukama, vl modceme 6

Y macmpotxax Bvimosnenus onepayuil yKazanb napamempul npoéepKu cepmuguxamos. [ns

——  gulbOpaHublx cepmughuxamos 6 npoyecce pabomwl 6ce20d a8mMomMamuiecku 0yoem uc-
NONb308aMbCsL YKA3AHHBIU 6AMU CHOCOO NPOBEPKU.
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ITpoBepka craryca ceprndmkara mo sokaasHOMy COC
«KpuntoAPM» nopep>xmBaeT criocod IIpoBepKu cTaryca [ poBoro ceprudnkara mno
JIOKaJIbHOMY cHIMCKY or3biBa cepTudmkaros (COC), neproanydeckyt 0OHOBIIsIeMOro YIocToBe-

PAIOIIMM 1LIeHTPpOM cortacHo PerstamenTy manHoro Y1
YT0oOBI IPOBEPUTH CTATyC cepTUdMKaTa, BHIIOIHNTE CIeyolye Iari:

1. B nmepese 271eMeHTOB IJIaBHOTO OKHa BbIOepuTe paszesl CepTudmKaTel - Hy>)KHOe BaM Xpa-
HIWINIIe, B KOTOPOM BbIOepuTe cepTudUKaT (IM IPYIILy cepTUdMKATOB) 1)1 IPOBEPKIL.

2. B KOHTeKCTHOM MeHIO OObeKTa WIM Ha IaHe/I MHCTPYMeHTOB BblOepuTe nyHKT ITpose-
puTh cTaTyc> no jgokaaeHOMy COC.

Crarycsl ceprudukaTon

Cratyc ITosacaenne

Bd «T1eVICTBUTEIeH» BrImosiHstoTCs Bee yCi1oBus AeVICTBUTEIIBHOCTY cepTudmKaTa

B3 «HerericTBITe IeH» o Cpok mevicTBus cepTdMKaTa UCTeK

e Ecrs menpocpodenHbt COC 1 B HeM HaXOOWTCS yKa3aHHBIV
cepTudmKaT

e He crponTcs 1enouka cepTdmKarm

e Ceptudmukar nMmeer HeKOppeKTHYIO DI

e He ynanoce nomyunte COC n3 Y1 (ecsi BbITIONIHSIETCS 00s-
saresibHast mposepka 1o COC, moiyuennomy ms Y1)

H?l «HEeu3BECTCH CraTyc, BO3MOXXHBIN TOJBKO JUIsI CEPTH(PHUKATOB, KOTOPHIM HE
Tpebyetcs nposepka no COC, nonyueHHomy u3 Y1[

e orcytcrByer COC
e COC npocpoueH

Bo3moykHBIe 0IIMOKM 00HOBJIEHM CIIVICKA 0TO3BaHHBIX cepTndmkaros (COC)

Ommoka O0BsacHenne

0x80092004 (Cannot find | 1. He Havigen n3marens poBepsieMOro cepTudumkara.
object or property.) 2. ®am1 COC He cOOTBETCTBYET IIpOBepseMOMY CepTHdMKaTy.

IIpoBepsiemblVi cepTudmKaT - camonoamncalaei. Her cmeicia
0x80092007 (The specified | mposepsiTe camonionmmcansbiv ceptrdukar o COC, T.x. COC
certificate is self signed.) IOJIIVCEIBaeTCsl TeM JKe CcaMbIM CaMOIIOAIVCAaHHBIM cepTudu-

KaTOoM.

IIpoBepka craryca ceprndmkara mo COC n3 YII

«KpunroAPM» 1103BosIsIeT IIpoBepsITh CTaTyC LMPPOBOro ceprudmkara B pexxume I10JIy-
ueHMs (M MX ydacTus B Iipolienypax mposepok) COC B onyanH-pexvme n3 CDP n/ v ceteBo-
TO CIIpaBOYHMKA CUCTEMBL.

b1 ucnonbzoBanms BosMoxkHocTH nonydeHns COC wms VI HeoOxommmMo cobrmozeHve
CJIEOYIOIIVIX YCIIOBUIAL
1. B mposepsiemoMm cepTudmMKaTe JOJDKHO IIPUCYTCTBOBaTh paciiupeHue «Todka pacmpo-

crpa"enuss COC / CRL Distribution Point (CDP)». ITpu atom ecsin 3Hauenuv (URL'oB) B

pacIIMpeHny HeCKOJIbKO, To Iporpamma «KpunroAPM» Oyzmer mbitaThes ckadaTe COC 1o
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BCeM aZipecaM O IIEpBOro yCIIEINHOT'O CKa4dVBaHVIAI. HO,H,ZLEP)KT/IB&IOTC?[ 49acToO VICIIOJIb3ye-

Mble IpoToKoyIbl - "ftp", "http" 1 "file".

Ceprudwmkar - ﬁ‘

Ofwme | CocTae |I'I\rrb EEFITHI:IDHRELU-‘IH|

MoKazaTb: [{Er_e:b -
Mone IHEYEHNE t
".‘n"J'I}-"-IIJJEHHbIﬁ KR MpoOEEPKE NOAMMHHOCTIA KIKE, |,

MnEHTMd:nMKaTDp KNOYE oY... 759592 3132b50f34e337...
MnEHdeJMKaTDp KNOYE Ue...  MaeHTudukaTtop knioua=ad ...

7% Touku pacnpocTpareria an... [1]Touka pacipeaeneHia am. .. ‘ N

AocTyn K MHbopMaLK 0 Ue... [1]AocTyn K CBEAEHWAM LIEHT. ..
DMD‘IDJ‘IIﬁDEaHME KNI LnhpoEaa noanvce, HeoTpek.,.,, —
B.ﬂmrnpmm OTNEYaTKA shal
mﬂTnnuAan asR a7 RIe? ra hh 84 AfF 1d h& i

[1]Touka pacnpeaeneHla cnvcka oTseiea (CRL)
MMA TOUKK PECNPOCTPEHEHMA!
MonHoe KMA:
URL=http:fwww. cryptopro.rufCertEnroll [Test 3 20Center %
20CRYPTO-PRO(Z). orl

2. Tlo omHoM 3 Todek pacrpocrpaHeHnss COC (onTumalIbHO, ecyv IO IIepPBOVI) MOXXHO CKa-
yaTh COC ¢ momorisio BeO-0Opaysepa, Harpumep Microsoft Internet Explorer. ITpu aTom, He
BBOIIS HMKaKOVI JOTIOJTHUTEIIHON MHOpMaliuy (MMeHM II0JIb30BaTells, IapoJls, Ilepexosa

I10 CCBUTKAaM).
ITpoTecTripoBaTh MOXHO CJIEAYIOIIM 0Opa3oM:

3aKpBITh Bce OKHa Internet Explorer (T.K. oHM MOTYT XpaHWUTB IapaMeTpbl JOCTyIa K
cepsepy);

sarryctuthb Internet Explorer n Bcrasuth B nosie agpeca URL 13 Toukm pacmpocTpaHe-
Hua COC (manpumep, misa ceptudukara TectoBoro YII  «Kpumrollpo» -
http:/ /www.cryptopro.ru/CertEnroll/ Test %20Center % 20CRYPTO-PRO.crl);

HaxaTb Enter, mocste yero Internet Explorer mosbkeH cpasy HpeyIoXuTbh COXpaHWUThb

ckauaHHBIN dpawt COC;
coxpauutb COC B a1 1 OTKpHITH ero nposonHmkoM Windows (morpkHa Oe3 ommbox

OTKpbIThCS popma mpocmoTpa COC).

YT0ORI ITPOBEPUTH CTATYC cepTUdMKaTa:

1.

B mepese s711eMeHTOB I71aBHOTO OKHa BbIOepuTe pasmenn CepTmduKaTel - HY)KHOE BaM
XpaHWINIIe, B KOTOPOM BbIOepuTe cepTrdmKaT (WIn TPyIIly cepTrdUKaTOB) I IIPo-

BEPKIL.
B xoHTeKkcTHOM MeHIO OOBeKTa WIN Ha IaHe/I MHCTPyMeHTOB BbiOepuTe IyHKT Ilpo-

BepuThb cratyc> mo COC u3 YII.

CraTycel cepTHdMKaTOB

Cratyc IlosacaeHnmne

“d «rercTBUTEIEHY

BrImmosiHstoTCs Bee yCi1oBMA AeVICTBUTeIbHOCTY cepTudmKaTa

B3 «HenericTBUTE IO H

e Cpoxk mevicTBusI cepTrdmKaTa UCTeK
e Ectp menpocpouyennemr COC 1 B HeM HaxoOguTCsA yKasaH-
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HBIVI cepTrdmKaT
e He crpouTcs 1enouka ceprudmKaniim
e Ceptudmkar nMmeer HeKOppeKTHYIO DI

1l «uemssecren» CraTyc, BO3MOXHBIV TOJIIBKO VI CepTUQPUKATOB, KOTOPEIM He
Tpebyetcs niposepka 110 COC, mosryyenHomy ms3 Y1

e orcytcrByer COC

e COC npocpoueH

e He ygaiock noyunts COC ns Y1

BosmosxHbIe ooy o0HoBiIeHmss COC

I N

0x800C0005 OIJJI/IGKa~ CKaqVIBa}HM;I COC no cern, Hanpu-
Mep, dpariyl He HavfIeH WIM HeT JOCTyIIa.

1. He mamieH wm3maTers HIpOBEpSeMOTO
) ) cepTudmKara.
0x80092004 (Cannot find object or property.) 2. dai1 COC mHe cooTBeTCTBYeT MpOBe-

psieMoMy cepTudmKary.

[TposepsiembIVt cepTUdMKaT - CaMOIIOIIVICaH-

1. H -
0x80092007 (The specified certificate is self- HBIL, TIET CMBICIA HpOBEPATE caMoriopmmeart

signed.) ge1 ceptudukar no COC, t.x. COC nopmm-

CBIBA€TCS TEM JKe€ CaMbIM CaMOITOIIVICAHHBIM
cepTrdmKaTOM

ITpoBepka cTaTyca cepTidmKara ¢ momomsio Revocation Provider
ITpwu pabore c ceprudmkatamm B «KpuntoAPM» 1x cTaTyC MOXXHO IIPOBEPUTH C IIOMOIIIBIO
Revocation Provider (ecyim Ha KoMIIBIOTepe TIIOJIb30BaTeslsi ycraHobjleH «Kpumrollpo
Revocation Provider»).
YT006BI IPOBEPUTE CTATyC cepTudMKaTa:
1. B mepese 371eMeHTOB IJIaBHOTO OKHa BbIOepure pasmenn CepTmdmKaThl - Hy)XKHOe BaM
XpaHWINIIle, B KOTOPOM BbIOepuTe cepTrdmKaT (WIn TPyIIly cepTudUKaTOB) I IIPo-
BEpKIL.
2. B KOHTeKCTHOM MeHIO 00ObeKTa WIN Ha IlaHeJIV MHCTPYMeHTOB BbIOepuTe IyHKT IIpo-
BepUTH CTaTyc > ¢ Mcroab3oBaHmneM Revocation Provider.

CCranye T S ouememe ——

m «HGVICTBVIT&HQH» BreIimostHsI0TCS BCe YCHOBVIH HeﬂCTBT/ITeHBHOCTVI CepTVICbVIKaTa

H3 «HemericTBUTEIIOH o Cpok mevicTBus cepTrdMKaTa MCTEK

e 113 OCSP Cityx06m1 nnostyuen otseT "CepTndmkar oTo3BaH"
VIV cepTdUKAT BKIIOYEH B CIIVICOK OT3bIBa, OITyOIMKOBaH-
HbI1 Y1 (B 3aBucumMocTy oT Timia Revocation Provider:
Microsoft i «KpurrolTpo»)

e He cTrpouTtcd nenouka cepTudmKarmm

e Ceptudmnxkar nMmeer HeKOppeKTHYIO DI
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H? «HEeU3BECTEH» Craryc, BO3MOXXHBIH TOJIBKO JIJIs1 CEPTU(HUKATOB, KOTOPHIM HE
Tpedyercs nposepka mo COC, momyueHHomy u3 Y1

e orcytcrByer COC
e COC npocpoueH
e e ynaiock nomyuuts COC u3 VI

IIpoBepka craryca ceprndmukara B OCSP ciry>xbe

«KpuntoAPM» noppnepxupaeT criocod MHpoBepKy cTaTyca IMpPoBOro ceprmdmkara B
OCSP cryx0e (rpu ycTaHOBIJIEHHOV JiieH3mn Ha Moaysiae OCSP). ITpu nmposepke craTyca cep-
tnduxarta o OCSP popmupyetcs sanpoc B axyx0y OCSP 1 ero oTmpaska 110 ajipecy, IIpOIm-
CaHHOMY B cepTudMKaTe WiV yKa3aHHOMY B HaCTPOVIKaX IPYIIIOBBIX HOIUTHK.

Ecit ceptudpmkar He mMeeT aTpuOyTa, cofepxartero agpec ciyxost OCSP, To mapameTpsl
JI0CTYyTIa K CJTy>KOe GepyTcsi 3 TeKyIIley yCTaHOBJIeHHOV IT0 YMOJTYaHWIO HacTPOVIKe.

Ecimt ceptudpmkat comepXXuT ajgpec CIIyKObI 1IN HECKOJIBKO apecoB, TO IlapaMeTphl [10-
CTyIla B CJIy>kOy (Takme KaK HaCTPOVIKM IIPOKCU-CepBepa WiIn cepTuduKaT ayTeHTUUKaLII)
6epyTcs 3 OCSP nnpodwis. I[Tpu aTom mporpamma O6yzeT HOBTOPHO MbITaThCs oxyunTb OCSP
oTBeT 1 Kaxkaoro agpeca OCSP mgo Tex mop, 1oka He OyZIeT I0JIy4eH OTBET CO CTaTycoM (cep-
TUUKAT JIeVICTBUTeIIeH VI cepTUdMKaT HeleICTBUTESIEH).

Ecriv HU IO OTHOMY M3 alpecoB, YKa3aHHBIX B cepTuduKaTe, He ObUI IIOJIy4eH OTBET CO
cTaTycoM cepTudmKara, TO IIpoBepsieTcs CcTaTyc cepTuduKaTa B CIyX0e, agpec KOTOPOM yKa-
3aH B HACTPOVIKeE.

YTOoOBI ITPOBEPUTH CTATYC CepTUdMKaTa:

1. B nepese ar1eMeHTOB IJIaBHOTO OKHa BblOepure pasienn CeprudmKaTel - Hy)XHOe BaM
XpaHWINIIe, B KOTOPOM BblOepuTe cepTudmMKaT (VI IPYIITy cepTUdUKATOB) I IPO-
BepPKM.

2. B KOHTeKCTHOM MeHIO O0BeKTa WIV Ha IIaHeIM MHCTPYMeHTOB BbiOepure nyHKT IIpo-
BepuTh craryc > B ciay>x6e OCSP.

" Cranye T osememe

W«HGVICTBMTQHGH» BermonasioTcs Bce yCJI0BVISL IeVICTBUTETbHOCTU CepTVICbVIKaTa

B3 «HerecTBITe IeH» e Cpox J1eVicTBuA cepTuduUKaTa MCTeK
e 113 OCSP Cityx6n1 nosryuen otseT "CepTridmkaT oTo3paH"

e He CTPOUTCA LeIIOYKa CepTT/ICpVIKaLH/IVI

o CepTV[CbVIKaT MIMeET HEKOPPEKTHYIO 3JIEKTPOHHYIO ITOAIIVICH

&7 «HemzBeCcTEHY Ommbka ocryma K ciry>k6e OCSP

ITpoBepka cepTmdmKaTa ¢ HOMOIIBIO CIIVCKA I0BEPeHHbBIX cepTUdUKATOB

YToOBI IpOBEPUTH CTATyC cepTUdMKaTa:

1. Heobxommmo ormetuts "Vcnonmbsosats CTL s mposepkm myTtu ceprudpmkanmm’ B
HaCTpoVIKe BepudUKayy cepTUdUKaTOB.

2. Ilocre TIpoM3BeleHHBIX JIeVICTBUN BCe CepTUdUKATEI, KOPHEeBOVI cepTUdUKaT KOTOPBIX
He BKJIIOUEH B CIIVMCOK JJOBEepEeHHBIX CepTM(MKATOB, CTAaHYT HeleVICTBUTEIbHBIMI.
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iﬁ ITosacaenMe

B« nevctBuTerien» BBINOTHAIOTCS BCe YCIOBIS IeICTBUTEIIBHOCTY cepTudIKaTa
%«HGHEVICTBMTQHGH» o CpOK IEeVICTBUA CepTI/ICpVIKaTa TICTEK

e Ectp Henpocpouennsivi COC, 1 B HeM HaxOOWUTCs yKa3aHHBIV
cepTudmKar

e He cTpourtcs 1erouka cepTudmKamm

o Cepruduxar nmeer HeKoppeKkTHYO DI

e He ynainoce nonyunte COC u3 Y1 (ecsint BbImIOIHSAETCS 004-
3aresibHas mposepka 1o COC, noiryyenHomy ms3 Y1)

«HEH3BECTCH» Ommbxka rtoctyma K city>x6e OCSP

5.1.7 PABOTA C KBAJITM®UILIMPOBAHHBIMM CEPTUDGVKATAMM

[ MHOTMIX CerofHs CTaHOBWUTCS IpPOoOJIeMOV rapaHTHpOBaThb, YTO IIOJIydaeMble 3JIeK-
TPOHHBIE JOKYMEHTBI IIOJIVCaHbI JeVICTBUTEIbHO KBaIM(UIMPOBAHHON 3JIeKTPOHHOV IOf-
nucelo. 1 perteHvss 3TOV 3ajaui Mbl BBeJIV TeXHOJIOTMIO, KOTOpasi II03BOJIsIeT C TOUYHOCTBIO
OIIpeflesIsATh, SIBJIAeTCs IV CepTUdMKAT HOAINCY KBJIMPULIVPOBAaHHBIM IV HET.

Pexxnm «KBanmdnuposaHHast IOOINCH»

J11s1 paboTh! MCKITIOUMTEIHHO ¢ KBaIMPUITMPOBAaHHBIMI cepTudUKaTaMi BaM JOCTaTOYHO
BKJIIOUNTB B ITporpamMe «KpuntoAPM» pexnm «KparmmdnrmposanHas noamvce». 1y sToro
B BepXHeM MeHIO IJIaBHOro OKHa oTKpouTe MeHI0 Hacrponiku > YnpasieHnne HacTpovikamm >
Pe>xuMbI 11 ycTaHOBUTe pjiar HaIPOTMB CTPOKV BKIIOUMTE peXXuM KBajamduIMpoBaHHOMI
MOIIVACH.

.
&) Napamerpsi

Hapaerots ceprinduara
HABIEHH1A NOANMCH

7 HacTpoion KeanuduumpoBaHHas |
Obwwe
Pexsnt [aHHoit PEXomM HAKNAALE3ET
NapaMETPE! NPOKOA-CEPBEDS pexIME KBANMDULHDOSIHHON
Browser plug-n KOTOpSe BLlAaHs! YAOCTOBED:
Crpasowssst Mironceasi Pocost,

7] Brmowms pexm xeandy
V| AsToMaTieos obeosnaT)

BBICTpO BKJ'IIO‘—IV[TB/ OTK/IIIOUYUTL PEXUM KBaJlvl-

(bI/II_IT/IpOBaHHOVI ITIOOIIVICU Bbl MOXKeTe:

e Uepe3 KOHTEKCTHOe MeHIO IIporpaMMbl Ha Iia-

HeJIN 3aga4d

e dYepe3 KOHTEKCTHOe MeHIO JIoboro daria

- Kpvnronposaitaeped
Paspewerenie V| He noxkasuisaTs KopHesse CHATE W NPOBEPUTE MNOAMUCE...
ycramosnereeie TS Paclundpoears...
Npodwust

MpocMoTpETE AOKYMEHT...

Paclundpoeate W NPOBEPNTE NOAMKCE...

Y]

KeanuduumpoeaHHaa nognuce

v

YnpoleHHbld pesxum paGoTel

Hacrpoitkn
Otkpeite KpuntoAPM

Brixog,

Hactpoute...

9:47

r‘l

2092014 ||
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HpT/I BKJIIOYEHHOM peXnMme KBaJ'II/ICl)I/II_H/IPOBaHHaH IIOOIINCh BaM CTaHYT ILOCTYHHI)I TOJIb-
KO cepTnMKaThl, KOTOPBIE BBIIAHBI aKKPEIUTOBAHHBIMI YIOCTOBEPSIOIIVIMI IIEHTPAMI W CO-
OTBETCTBYIOT TpeOoBaHMSAM K popMe KBaJIMPUIIMPOBaHHOTO cepTudmkaTa. To ecTb TOJIBKO
KBJIMPUIIMPOBaHHbBIE cepTNdMKATHI KJIF0Ya IIPOBEPKY 3JIeKTPOHHOM roanvch. Bee ocTaibHble
cepTndmKaTel CKpbIBaloTCcs. [IpoBepka cepTrdmKaToB, KOTOPBIMU ITOIIVICAHBI JIEKTPOHHbBIE
IIOKYMEHTBI, BBITIOJITHSIETCS TAKXKe TPV BKIIIOYEHHOM PeXVIME.

ITpocMoTp cniMcKa aKKpeIUTOBaHHBIX YAOCTOBEPAIOIINX [IEHTPOB

Ha noprase YnoiHomoueHHOro defiepaIbHOro opraHa B 001acTyt 3/1eKTPOHHOV MTOIVCY
MwuHKOMCBA3M pa3MeliaeTcss aKTya/IbHbIV CIIVICOK aKKpeIUMTOBAaHHBIX YOCTOBEPSIOINIVX IieH-
TpoB. VIMEHHO 3TOT CIVCOK Mcmonb3yercs mmporpammornt «KpunroAPM» B kadecTBe wibTpa
npu pabote c 371eKTpoHHOM Toamckio. Crmcok oTobpakaeTcs B OTAeIbHON manke Comcok
akkpeauroBaHHbIX YII.

YTOOBI 3arpy3uTh aKTyaJIbHBIVI CIIMCOK aKKpeauToBaHHbIX Y1I, mpensapuTe/IbHO BKIIIOUM-

Te pexnM «KparmdurmposarHas noamnvick» (Cepsuc > ITapameTpsl mporpaMMel > PexxiiMer)

4 =

- n n
) Brntounte peskum "Keannduunposannan nognuce” 4na sarpyskun
! CnWcKa akkpesuToBanHex Y1

£ KpuntolPM = | ]
®ain  Mpodwan  Hactpodkn  [Nomowe
v El Bl 1513 ?
Mognwcate [Nposepute 31 Wudpoeate Pacwwdpoeate | OBHoewTe | Tunetp
=] Cepruduratel 4 HazeaHwe Perner
S s b || gnnccscopr m
| -A5) MpomeskyTouHsle LEHTpEI cepTHhMKALIN giﬂg ;ECI;_;'MHH}GE'MGF" iiﬂ
ENOBOA BECTHWK
-{5) Noeepennbie kopHesbie LeHTpbI cepTudmKaum | AHO VIO i 210
-5 Ceptudukatel gomena digt.local m Aenosoid sectrink
[;. Cnwcok akkpeguToBadHbx ¥ @AOGGH ~OPCOAVH- 328 i
=] 3anpocel Ha cepTudmkat @AOGGM =0PCOANH- 328 N
-] 2anpocel Ha nonyuenmne cepTudukara @A} tOropeknii HAIW wngopma... 79
-{[5) 3anpoce Ha anHyAMposanne (oT3bIE) cepTudn 2 AY "HOropckmii HAW whdopma... 79
L Cruweva aramiea renmuduavarne i AY "Horopckmit HAW wedopma... 79

Bbl MoXxeTe mmpocMoTpeTs IOAPpOOHYI0 MHAOPMAIIMIO 0 KOPHEBOM cepTudmKaTe KaKoro
YIOCTOBEPAIOIIETO [IeHTpa B CIIVCKe.
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RI5])

COBHOBWUTE

Y| B

Dunetp | CeoicTea

re

# Hazeanwne

B% «NMNCCK-CodTs
‘v AHO "BENMH®OHANO"
& AHO N0,
&% AHO MO,
¥ A00OK
¥ no00w
&% AY "HOrog

MpoeepuTe cTaTyC

JkcnopT
CeoicTea

CJBHOBEWTE

Y 4

/mn 1 aTOrO HAViMTE CTPOKY C HasBaHMEM

25010 HY’KHOTO BaM yIOCTOBEPSIFOILero IleHTpa 1
28010 B KOHTEKCTHOM MeHIO oObekTa (700 Ha
86010 TaHeJIV MHCTPYMEHTOB IJIaBHOTO OKHA) BbI-

&% AY "HOro —r
AY "Wropckwi HAW wndopma.. 79
[ p p

86010 Gepure mynkT CBOVICTBA.
8601010388

Orkpoetcst okHo CepTndnkar, B KOTOPOM Bbl MOXKeTe Y3HaTh HMOAPOOHYI0 MHAOpMALIVIO

o cepTrdmKare:

® CepuUIHBIVI HOMeD, Bilajleliell, U3jiaTeslb, CPOK JAeVICTBUS cepTudMKaTa 1 3aKphITOro Kiroda

(3axagka Ceptndmkar),

e pacmmpeHus cepTudMKaTa: MCIOIb30BaHMe KI0Ya, MOJIUTUKM cepTudmKaTa u 1p. (3a-

wiagka Pacmmpenns ceprndnkara),

e  O0mIMVI CTaTyC IPOBEPKM IIOJIHOTO Iy TN cepTudmKalmm (3aktanka Craryc ceprmudmkara)

-

Ceprudmkar

S

CepTudiraT | PacwmpeHrA cepTrduKkaTa I CTaryc cepTUPMKaTa |

Carrmas -
=! CepTudmkaT AefCTEMTENEH,

CepuiAHEIR HoMEP:

[ MpocMoTpeETh. .. J

65 cc 42940000 00 00 00 ed

Bnapneney

Opranuzauma
CTpaHa
OBnacTe

MaeHTHdMKaToR (CM)

CA BINUC Belinfonalog - ]
AHO BenuHdoHanor (W
RL

31 Benropoackad obnacTe

MzpaTtene

CTpaHa
CfnacTe
lopon

MaeHTidmKaTop (CM)

¥ 2 MC YL - N
RU (] | W
F7r.MockBa i
Mockea Y

Cpok AERCTEBMA CEPTMDOMKATA

AelcTBMTENEH C 30.09,2013 21:44:00 o

Cpok QSMCTEMA 38KPEITOMD KIKDYE

Oeictentensd ¢ 30.09.2013 214400 po  30.03.2015 21:44:00

30.03.2015 21:53:00

Ok ] [ OTMEHE
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5.1.8 TIIPOCMOTP MH®OPMAILIUU O CEPTUPUKATE

i mpocMoTpa nHOpMaLmu o cepTrdmKaTe BBITIOIHNUTE CIeyoLIye Iari:
1. BeibepwTe HEOOXOIVIMBIVI M3 CIIVICKA VI IBXKIIBI IIIEJIKHITE ITO HEMY MBIIIIBIO, JINOO0 BBI30BY-

Te MpaBoVi KJIaBUIIIeyl MBIV KOHTeKCTHOe MeHIO 1 BbiOepuTe ITyHKT CBOVICTBA.
2. Otkpoetcs okHO CepTHdmKar 11 IIpOCMOTpa HoApoOHOM MHPOpMaIi 0 cepTrudmKaTe.
B oxne ceptudukar Bam OyayT JOCTYIIHBI 3 3aK/IaIKN:
1) Ceptuduxar;
2) Pacimmpenns ceptudnkara;
3) CraTyc ceptudmkara.
3. Bsaximagke CepTmdmKkar JOCTyIIHa cleyolas MHPOpMaIis:
e Craryc cepTudukara;
o CepuiHbIt HOMep cepTHdMKaTa;
e CaenieHus 0 BiIajleliblie cepTudMKara;
e Caenenus o0 usaresie cepTudmKara;
e Cpox gevicTBrA cepTrdmKara (C KaKoro 1 10 KaKoro Ieproza JIeViCTBUTesIeH cep-
TdUKar).
4. Bszaxrtagke Pacmmpenns cepTudmKara JI0CTyIIHa cileyroras MHopMariys:
e BapwanThI McIIO/IB30BaHMS KITIOYa;
e CpercTBo 2/1eKTPOHHOVI ITOIIIVICY BJIafle/Iblia;
o [TlonmmTukm cepTudmKara;
e Cpencrsa snexrponHou nognvicy n YL vsgaress.
5. Bsaximagke CraTyc cepTdmKkaTa oTOOpaskeH OOIINII CTaTyC IIPOBEPKN IIOJTHOTO Iy TH Cep-
TudmKanym. B 3101 3aK1a/iKe BBl MOXKeTe IIPOBePsITh CTaTyC cepTudmKara.

Ceprudukar &J

OBwme |CocraB I MyTe cepTMthKaLIMM|

Mudopmarnyio o ceprudmkare Bbl TakXKe MO-

KeTe IIPpOCMOTPETh Yepe3 CTaHdapTHOe OKHO IIPO-

cMoTpa cBomCTB ceptudmkaTa Windows. st aTo-

ro B OKHe IIpOCMOTpa MHpopMalmm o cepTudmka- @ Cocnems o cepradmare

Te B 3aKIagKe CepTndmKaT HOKMNUTE Ha KHOIIKY Sror cepradmiar npepwasKataeTCH AR
Ceptndmuxkar, ymbo B 3axiaake Craryc ceprrdm- * B nommisc e
Kata > IIpocmoTpeTs.

Orkpoercsi cTaHZapTHOe OKHO IPOCMOTpa

cBoricTB ceptdpukara Windows. OkHO copmepxuT

Komy Bhipjan: Baoinbesa Mapua
Tpu 3axiagku: Obmme, Cocras, [1yTh cepTmdmxa-

Kem Boigan: Bacuneesa Mapua

LIUTA.
B saxiagke OOmme naetcst 6asosast MHOOP- Oeiictentenenc 26. 03, 2013 no 26, 03, 2014

MaHVIH 0 CepTVIdPVIKaTe. '? ECTb 3aKPEITHIM KNHOY ANA SToro cepTHdMKETE.
B saxiagke CocraB faHbl Oosiee TOompoOHBIE .
CBeOeHmA O CepTT/IqI)VIKaTeZ IIpeacTaBJIEH IIEpeUeHb Moapoftee o cepTudukaTax |

aTpuOyTOB cepTudMKaTa 1 X 3HaUeHMsI.

B Talbrnite mepedniciieHbl OCHOBHBIE CBEIeHVIS

O COCTaBe CepTT/ICpVIKaTaI

CBemeHmsa o _
3HaueHMsI I1OJIeV

cepTudmnkare
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Bepcus

Howmep Bepcnu niporokosa X.509

CepuitHbI HOMep

YHUKaJIbHBIVI CepUHBI HOMep, IPUCBOCHHBIV cep-
TudukaTty 1eHTpoM ceprudukanmy. CepuintHbI HO-
Mep yHUKaJleH JUIs Bcex cepTuU(UKATOB, BbIJAHHBIX
oIIperieJIeHHBbIM LIEHTPOM cepTudmKamm

AJropmt™ nogvicu

AJITOpUTM XeIIMpoBaHWs, KOTOPHI LIeHTp cepTudu-
Kally VCTIONB3YeT JIsi JIeKTPOHHOVI ITOAIVICK cep-

TdnKaTa
CaepeHms1 0 1leHTpe cepTuUdMKaLIMY, BbIaBIIeM JaH-
WM3naresb !
HBINI cepTudmKaT
ITona V1 . .
HevicTBuTeeH C HauasibHasi 1aTa cpoka JIevicTBUsL cepTudmKaTa
[evicTBUTeIIeH 10 Koneunas fiata cpoka mevicTsusi cepTudmkaTa
VMg auiia Wi LeHTpa cepTuduKayy, KOTOPBIM BbI-
nmaH ceptudmkar. Eam meHTp cepTmdmkammm Haxo-
OUTCS Ha cepBepe WieHa JAOMeHa OpraHM3alluV, 3TO
CyObexT
OymeT oTIMuMTesIbHOe MMs B OopraHu3auuin. B mHOM
cjly4ae 3TO MOXeT OBITh IOJIHOe MM ¥ ajpec 3JIeK-
TPOHHOVI IIOYTHI VIV APYTou MaeHTUdUKaTOop.
i JITMHa ¥ TUII OTKPBITOrO KJII0Ya, CBSI3aHHOTO C CepTU-
OTKpPBITBIN KJTIOY
durkarom
N HasnadeHmns1, 11 KOTOPBIX cepTUdUKAT MOXeT OBbITh
YiryuieHHbI KITIOY
VICIIOJIB30BaH
Vnentudukarop ObGecrieunBaer  MaeHTUPUKAIIMIO  CcepTUEPUKATOB,
KJTIoua cyOpeKTa BKJTIOYAIOIIVIX KOHKPETHBIV OTKPBITHIV KITIOU
ObGecrieunBaeT MAeHTUMUKALNIO OTKPBITOTO KIIIOYa,
Unentndukarop .
CBSI3aHHOTO C 3aKPBITBIM KJIFOYOM, KOTOPBIV UCIIOJIb3Y-
K/II0o4a IIeHTpa cep-
eTcs IS TIOAMNCY YIOCTOBEpPSIOIIIM IIEHTPOM cep-
TUUKATOB
TduKaTa
«KpuntoAPM» 1103BOJIsIeT IPOBEPATH CTaTyC g po-
Boro ceptudmukara B pexnme noiaydenns COC B on-
nanH-pexumMe 3 CDP.
[1st TOro 9TOOBI IPOBEPATH CTATyC cepTUdMKaTa mo-
Pacimpenust | Toukn  pacripoctpa- | JOOHBIM 00pasoM, B cepTudmKaTe HO/DKHO IIPUCYT-

HeHMsI CIVCKa OT3bl-
Ba cepTudmKara
(COQ)

cTBOBaTh pacumpeHnne «Touka pacrpocrpanenus COC
/ CRL (CDP)».
ITpu stom ecim 3HaweHunt (URL'oB) B pacmmipeHun

Distribution Point
HeCKOJIbKO, To Iporpamma «KpuntoAPM» Oymer mbl-
Tarbcsd ckauaTb COC 110 BceM ajpecam [10 II€pPBOTO
ycremHoro ckaumsaHus. IlogiepxuBaioTess yacTo mc-
IIoJIb3yeMble mpoTokossr: "ftp", "http" n "file"

Hoctynn x mHPOpMa-
LM O LIEHTpax cep-
TUdUKaIm

ITpenocrasiser nadopMarnyio o LIC, KoTopbIM BbIIaH
IIpocMaTpUBaeMblVl cepTudUKaT:
1. Tlone comepxuT MHAPOPMALINIO O CIIVICKE KOP-
HeBbIX cepTudmkaros Llenrpa cepruduxarym
(URL)

80




OO0 «ndposble TEXHOTIOTUI» PyxoBopcTso 110 padote ¢ «KpunroAPM» 5.3, ©2015

2. Appeca OCSP Ciryx6

BapuaHTb! ncrionp3oBaHMs 3aKpBITOrO Kiltoua (Harpu-
Vcnosnb3oBanme

Mep, LIndposasa noammcs, Heorpekaemocts, Indppo-
KJTI0Ya

BaHme xouen, [Ilndposanme naHHbBIX 1 Ip.)

Kpwurnaeckne | Vicriosb3oBaHue
BapwmaHTsI ncrionb30BaHMA 3aKPBITOTO KII0o4a
pacimpeHus | KJIo4a

AJIropuTM XelvpoBaHMs, KOTOPBII TeHepupyeT CBOJ-
AJIropuTM OTHedaTKa | Ky JaHHBIX (WIM OTIIEYaTOK) IS 2JIeKTPOHHBIX IIOJI-
CsorvicTBa TIcen

CBopka [aHHBIX (VWIM OTIIEYATOK) IS JIEKTPOHHBIX
OrtmeuaTok

IIOAIIVICETL

B saknagke ITyTe cepTdmkanmm orodpaxaercs: MeCcTo cepTudmKaTa B IIelIOYKe T0Bepys
(my cepTUPUKALIMIOHHBIN IIyTh) - OT KOPHEBOTO cepTudmKaTa YI0CTOBEPSIOINIero 1ieHTpa 10
HIpocMaTpMBaeMoro ceprudukara.

Ynocrosepsitolnym 1eHTpaM, cepTU@dUKAThl KOTOPBIX XPaHSITC B XpaHWWINIIE [JOBePeHHBIX
KOPHEBBIX 1IeHTPOB cepTudMKaIIiy, OKa3bIBaeTCs 10 YMOTIYaHMIO OOJIBIIIOe JoBepye. DTO MO3-
BOJIsIET BCEM BBINYIIIEHHBIM MMM cepTudmKaTaM HacileqosaTh Josepue oT LIC. Ecim B ceptu-
PUKaIMOHHOM ITyTV IIPUCYTCTBYeT TOJIBKO OIVH cepTuUdMKaT, TO TaKue cepTudMKaTbl Ha3bl-
BaloTcsA camornioanvcaHHbpIMI. Bee kopHesble LIC 1iMeroT Takme cepTrdmKaThL.

B HDKHeM "acTi okHa oToOpakaeTcs MHGOpMalus O Bilajieliblie cepTuduKara, craTryce
cepTudmMKaTa 1 HOAPOOHOCTH O CTaTyce.

Mudopmanysa o cepTrdmKaTe TakxkKe 0CTyIIHa B PMHAIIBHOM OKHe Bcex KpuITorpaduye-
CKVIX OIIeparimi.

51.9 ®OWILTPALIVI CEPTUGUKATOB
Bbl MoxeTe pwibTpoBaTh cepTHdMKaTHI B CIIVICKE 110 CJIeIYIOIINM ITapaMeTpaM:
e Biageser
o  damrmmsa
e Uma OtuectBO

e Opraumsamnms

e VIHH

e OIPH (OI'PHMII)
e CHWIIC

e Anpec

e V3martesib

e DJIeKTPOHHas I10YTa

o CepwuitHbIVI HOMEp

e [JlaTa, c KOTOpOV cepTUdMKAT AeVICTBUTEIIEH

e JlaTa, IO KOTOPYIO cepTUdMKaT [IeICTBUTEIIeH.
e HaceseHHBIV ITyHKT

e Peruvion

e Crpana

e DJIeKTpOHHas II0YTa
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CepuitHbI HOMep
OrneuaToxk (shal)

YT06B! OTPWIETPOBATE CEPTUPUKATHI B CITVCKE:

1. B paspese CeprudnkaTel BbIOepHTe IANKY C TeM TUIIOM CepTrdUKaTOB, KOTOpble He00Xo-

JVIMO OTCl)T/IHBTpOBaTB. B KoHTEeKCTHOM MeHIO BBI6epT/ITe IIYHKT q)I/IJIpr.

2. B okze YcraHOBKa (pMJIBTpa yCTAaHOBUTE ITapaMeTpbl, 110 KOTOPBIM HeOOXOAMMO 0TOOpaTh

cepTUdMKaThI:
r!l’craHUBmaq:uMﬂpra — (S |
Brapenew; [Cnn-rE:ETcrsyET v] Viearos| -
Dammnmn: | MioBoe -
Vs OTuecTEO: | NioBioe - |
CpraH13aUms: [CunTBET::rByET A ] Digt
MHH: | MioBoe -
OTPH (OTPHIAM): | MioBoe -
CHUNC: | NioBoe v
Annec: [P -l i
| | chpoc | [ ok | | omerna |
L

3. Cmmcok ceprmdmKaros OyaeT oTWIBTPOBAH M0 YKa3aHHBIM BaMV IIapaMeTpaM.

4. BepHyTbCs K MICXOTHOMY CHVCKY CepTMU@UKATOB Bbl MOXeTe, COpocuB (priIbTp.

5.1.10 COPTUPOBKA CEPTU®UKATOB B CITMCKE
B mporpamme «KpunroAPM» peaszoBaHa BO3MOXXHOCTb COPTUPOBATh LI POBBIe CepPTH-

duKaThl B CIIVICKe.

COpTVIpOBKa MOZKET BBIIIOJIHATBHCA 110 CJIEAYIOIIVIM IIapaMeTpaM:

Bramernerr
damrmms
Wms OtyecTBO
Opranusanms
VIHH

5.1.11 ITEYATDH CEPTU®PUKATA
[11st medaTyt cepTmdMKaTa BBIIOJIIHITE CIeIyoIye IIari:

1.

3.

OTkporiTe XpaHWIIIE CepTN(UKATOB, BEIOEpUTE HEOOXOAVMBIN cepTdMKaT (Vi
IpyIIly cepTUdMKaTOB), B KOHTEKCTHOM MeHIO 00beKTa VIV Ha IIaHeJIN MHCTPYMEHTOB
BbIOepuTe nyHKT IledaTs.

B HOBOM OKHe Opaysepa Microsoft Internet Explorer Oymer cpopMmpoBaHa nevaTHas
dopma cepTrdmKara.

[l BBIBOZIa Ha Itedyarb (POpMBI cepTmdmMKaTa Ha IIaHeIM VHCTPYMEHTOB Opaysepa
HaXMuTe Ha KHOIIKY ITeuars.
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5.1.12 DKCHOPT CEPTU®UKATA
IIporpamma «KpuntoAPM» 103BOJIeT 3KCHOPTUPOBaTh cepTUdUKAT M3 XpaHWINILA B

da.

BKCHOpT CepTT/ICpT/IKaTa MOXeT HOHaZ[O6T/ITBC$[ U1 BBIITIOJIHEHVIA CJIEYIOIMIVIX 3a/1a4:

ApxuBupoBaHMe cepTrdmKaTa;

ApxuBupoBaHe cepTrdmKaTa 1 CBsI3aHHOTO C HMM 3aKpBITOTO KITII04a;

Konmmposanme ceptudmkaTa 115 MCIIONIb30BaHNS Ha IPyTOM KOMITBIOTEPe;

Ynanenue ceptudmkaTa 1 ero 3aKphITOro Kjioda ¢ KOMIblOTepa Bilajeliblia cepTudu-
KaTa JyIl yCTaHOBKM Ha JIpyrOM KOMIIBIOTepe.

Korpa ceprudmkar skcnopTupyeTcs, OH KONMpPYyeTcsd M3 XpaHWINIa cepTudUKaTOB B

daru1, UCIIOIIBb3YIOMINIL CTaHIAPTHBI (POpMaT XpaHeHWs cepTUdUKaTOB.

1 sxcnopTa cepTmdmKaTa, BBITOJIHUTE CIIeyIolTye IIar:

1.

B nepese s11eMeHTOB I71IaBHOTO OKHa BbIOepuTe pasient Ceprudnkaresl. OTKpoeTcs Crm-
COK XpaHWINIL, cepTndmKaToB. Bribepure xpanmimiie, B KOTOPOM COIIEPXXUTCS CepTH-
duKaT I SKCIOPTUPOBaHMSL.

B npaBont maHen Ir71aBHOTO OKHa BbIeINTe C cepTudUKaT (Win IpyInly cepTuduKa-
TOB), KOTOPBIVI HEOOXOIMMO 3KCIIOPTMPOBaTh, B KOHTEKCTHOM MEHIO OObeKTa Wi Ha
raHesIu 3a/1a4 BbIOepuTe ITyHKT DKCIIOPT.

Ecim skcnioptupyemsit ceptudukar - 'OCT, BBeguTe maposs Id JOCTyIa K KiItode-
BOMY KOHTEVHEPY.

Orkpoertcs cTaHgapTHBIN Anasior Mactep 3kcroprTa cepTudmkaTroB. O3HaKOMBTECh C
MOPSIKOM 9KCIIOpTa cepTUdMKaTOB M HaXXKMIUTe Ha KHOTIKY [lasee.

Bbl MOXXeTe sKcIOpTHpOBaTh 3aKpBITHIVI KJIIIOU BMecTe ¢ cepTudmkaToM. [j1s 3Toro mo-
CTaBbTe IlepeKIIoyaTesib HAIIPOTVB IyHKTa [la, 3KCIOPTHUpPOBaTh 3aKpBITHIV KII0U. B
cilydae BbIOOpa nmyHKTa HeT, He 3KcIIOpTHpOBaTh 3aKpPBITHIN KJIIOU OyIleT IIpoun3Beie-
Ha oIepaliysi 3KCIIopTa TOJIbKO cepTudmKaTa (M ero OTKPEITOro KiIfo4a).

SAKPEITEIE KMDYM SELMILEHE! MAPoNeM. YTofkbl SKONOPTMPOBATE 3aKPLITHINA KK
BMECTE C CEpTHDMKETOM, HyskHO ByaeT yKasaTe Napons.
SKCOMOPTUPOBATE 3aKPEITLIA KNHY BMECTE C CEpTHMGMKATOM?

@ [a, 3KCNOPTUPOESTE 3EKPEITEIM KAy

HeT, HE 3KCMOPTHMPOBATE 3AKPEITHIA KoY

Ecyim mpu cozpaHmm 3aripoca Ha cepTudmKaT Bbl He IOMeTWIN KIII0oUM KakK 'SKCIIopTH-
pyemble", TO BBl CMOXeTe 3KCIIOPTHpPOBaTh cepTudmKar (6e3 3akpbITOro Kitoda). B atom
CJIy4ae IlepeKrrodarestb [Ja, 3KCIopTUpOoBaTh 3aKPBITHIN KJII0Y OyzIeT 3a0JI0OKMpPOBaH.
Ecyi BBI aKcrtopTUpyeTe TOJIBKO cepTuduKaT (6e3 3aKpbITOro Kilova), TO B CileflyroIieM
OKHe BbIOepuTe cirefyromiye dpopMaTsl SKCHOPTUpPYyeMoro daruia:

@arutel B DER-kopgmposke X.509 (.CER)

Paruiel B Base64-xonmposke X.509 (.CER)

Craxnmapt Cryptographic Message Syntax - ceptudukarst PKCS #7 (.p7b)
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@

BribepuTe dopMat dalina cepTudukaTa:
daline ¥, 509 {,CER) B koauposrke DER
Daline ¥, 509 {CER) B koaWpoBke Base-64

@ CtaHpapT Cryptographic Message Syntax - cepTudmkaTtel PKCS £7 (.p7h)

| BKNKOYMTE N0 BO3MOMKHOCTM BCE CEPTURMKSTEI B MYTh CEPTHHMKALMA

Ecrm BBI 3KcriopTmpyeTe cepTudWMKaT C 3aKPBITBIM KIIIOYOM, TO BaM OyJleT JOoCTyIeH
TOJILKO OfIMH opMaT 3KCHopTUpyemoro daivia - darur oOMeHa JIMIHOV MHQOpMaI-
evt - PKCS#12 (.PFX). ITpu aTOM BBI MeeTe BO3MOXHOCTB!

BKJTIOUNTD 110 BO3MOXXHOCTM BCe cepTuUKaThI B Iy Th cepTudMKaTa;

BKJIIOYNTE ycwIeHHYIO 3amuTy (Tpebyercs IE 5.0, NT 4.0 SP4 vu Bbine);

YIaJIUTh 3aKPBITHIVI KITFOU T10CTIe YCIIeITHOIO SKCIIopTa.

@) Daiin ofMeHa niHoM MHbopMaLwel - PKCS #12 ((PFX)

| BNIOYMTE MO EOZMOMHOCTI BCE CEPTUOMKATEI B MY Te CEPTHMgMIKALIN

¥aanuTe 3EK.FII:-ITbIlT1 KN Nocne YCNewHoro sKmopTa

SKMOPTHPOEATE BCE PACLIMPEHHEIE CBOMCTES

151 obecriedeHms: 0€30MacHOCTY CIIeflyeT 3alllUTUTh 3aKPbITHIV KJTIOY TIapojIeM.
Ykaxure vmsi sKCITIopTUpyeMoro davia 1 Iy Tk 3KCIIopTa.

ITo okOHuUaHMV omepanuy BO3HMKHET cooDIIIeHre 00 yCIemnHoM 3KCIopTe cepTudmKa-
Ta.

5.1.13 YOAJTEHUE CEPTU®UKATA
YT008! ya/mTh cCepTrdMKaT:

1.

5.2

B nepese sr1eMeHTOB I7IaBHOTO OKHa BbIOepuTe pasmert Ceprudnkarsl. OTKpoeTcs Crm-
COK XpaHWIWIIL CepTUdMKATOB.

BeiOepure xpaHMIMIIe, 13 KOTOPOro HEOOXOAMMO yIIUTh CepTUdMKAT.

B mpaBoii maHesI ri1aBHOTO OKHa BhIJIe/INTe CTPOKY € cepTUdMKaTOM (WIV FPYIILy cep-
TIUUKATOB), KOTOPBII HEOOXOVIMO YIINTh, B KOHTEKCTHOM MeHIO 0ObeKTa VIV Ha
ITaHeJ IV THCTPYMEHTOB BeIOepuTe IyHKT YaasInTh.

ITonTBepruTe pellleHVe yIaJINTh CepTUdUKAT.

CeprudmxaT OyJieT ycrelniHo y/iajieH 13 XpaHWInIIa.

OIIEPALIUM C 3ATIPOCAMM HA CEPTU®UKAT

3ampoc B YIOCTOBepsIOIMII LIEHTP - 3TO COOOIIeHMe, copeprkalllee HEOOXOAMMYIO H-

q)OpMaI_H/IIO HJIA1 BBIIIOJIHEHVIA perjlaMeHTHBIX IIponenyp Hall CepTVICpT/IKaTOM. C ITOMOIIIbBIO

nporpammel «KpunroAPM» Bbl MOXXeTe co3aTh 3allpoc Ha IOoJIydeHVe U aHHy/IMpoBaHue (OT-

3bIB) cepTudUKaTa.

HOCTYHHBI dIeyrollyrie ormepanmm ¢ 3arrpocaMm:

CospgaHmne 3ampoca

ITpocMoTp MHOpMaIIMM O 3arrpoce
@ruIpTpans 3alpocoB
CopTrpoBKa 3arrpocos

ITeuaTs 3arpoca

Ynasnenmue 3ampoca
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G/ orrepanmy MOXHO BBITIOJTHATH Yepes:

e  I1aHeJIb MHCTPYMEHTOB
@ KpuntoAPM e

@ain Mpodwnn  Hactpofikn  TMomows

1y ~L1

=

dun ETP

W

OBHoBWTE

Hv

Cozgate

: v EJ El
i Mognucate [MMpoeeputs 3N Wwdpoeate Pacumdposate

=-422] Ceprudmkare 4  Bnapeney, 3anpoc Ha CcepTUdNKET...
5] Nunoe xparmnuie ceptudmkaroe

CamonognucadHbli cepTdnkar..,
[ CepTrdnKatel 4pyTix Nonb3cEaTENeRd

5] NpomesyToumbie ueHTpe! cepTudnKatmm
[[5) Aosepennbie kopHesbie ueHTpEI cepTUdMKaLM

: 3anpoc Ha aHHYAMPOBAHME CEPTMENKATA ...

; 5] Ceprudmkatel gomena digt.local

----- [5) Crmcok akkpeaurosanmsi Y1
=] 3anpocel Ha cepTudmkaT

.../l 3anpocsl Ha nonyuenue ceptndukata

----- I5) 3anpocel Ha annyaMposanme (oT3bIE) cepTUM

¢ KOHTEKCTHOE MEHIO CaMOI'O pa3/iejia

El CepTudukatel Apyrx Nonb3oeaTened | I
5] MpomexyTouHbIE LEHTPEI CEpTUhUKaLIN

5] Nosepennbie kopHesbie uenTpe! cepTidiaLm
[0 Ceprudukatel gomena digt.local TuneTp
A7) Cnncok akkpeguTosante YL 3anpoc Ha aHHYIMPOEAHUE CEPTURNKATE ...

Cozpate k 3anpoc Ha cepTHHMKET...

CamonognucaHHeli cepTMdMKaT..,

“.[1 3anpocel Ha nonyueHue cepTudmkaTa

LT 2annnee va asevnunnranme nraee) cenTindis

| =[] 3anpoce va ceprndumkar O6HosuTs | | [

5.21 CO30AHME 3AIIPOCA

C nmomomnipto niporpammbl «KpuntoAPM» Bl MOXeTe co3laBaTh 3aIIpOChI CJIEIYIOIIVIX TH-
IIOB:

e 3aIIpoC Ha IIOJIy4YeHue cepTudmKara

e 3aIIpoC Ha OT3bIB cepTudMKaTa
3amnpoc Ha noJIydeHue cepTudmKara

YT1oOBI MOJTyYNTh JIMYHBIN HUPPOBON cepTUdUMKAT [JI1 BBIIOIIHEHWS KpuITorpadude-
CKVX OIleparinyi, HEOOXOIVIMO CO3/IaTh 3aIlpoC Ha cepTudMKaT ¥ HallpaBUTh €ro Ha pacCMOTpe-
Hute B Yocrosepsitorymi neHTp (YLI).
[11s1 cosmaHms 3aIrpoca Ha IiojrydeHue ceptudmkara B Y1
1. B pepese 3/1eMeHTOB IJIaBHOTO OKHa BbIOepuTe pasfesl 3ampockl. BelsoBuTe mpaBovt Kj1aBu-
IIIeVI MBI KOHTEKCTHOe MeHIO 11 BeiOepuTe yHKT Co3mars > 3ampoc Ha cepTudmKar.

2. Otkpoertcs cTaHAapTHBI MacTep co3zaHms 3ampoca. O3HaKOMBTeCh ¢ IIOPSIKOM U Tpebo-
BaHVAMM CO3[JaHMs 3allpoca Ha IIoJIyueHue cepTuduKara.

3. Ha crenytorieM miare 13 BeIIIaIafoIIero CIvcKa BeIOepuTe I1a0iIoH cepTrdmKara:
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LWabnoH: [LIJaEnnH N0 YMOMYEHKID ']

CepTidukaT KM MHAMBMA YaneHoro npeanprHMMaTens
CepTudukaT K3M dusvyeckoro nMua

CepTuhukaT K3 pravYeckoro nua (EBToMaT)
CeptrpuraTt KIM kopuardeckoro nMua (AoMEHOCTHOE MIALD
LLabnoH no on4a 0

LatnoH € pacluMpEHHBIM CIMCKOM Nonei

e 11a0JIOH IO YMOITYaHWUIO

ITpu cosmanmyM 3amrpoca Ha cepTUdWMKAT IO «I1abI0OHy TI0 YMOTJaHUIO» HeOOXOIMMO BBe-

ctu 6a3oByro MH@opManmio o Biagesble: MinenTudmnkarop, Opraansanms, I'opoa, O6s1acTs,
Crpana, E-Mail u VIHH;

e 111a0JIOH C pacIIMpPEeHHBIM CIIVICKOM I10JIeVt

ITpu cosmanmmM 3arpoca Ha cepTM@UKAT IO «I1abJI0HY C pacIIMpeHHbIM CHVICKOM TI0JIev»
IOIIOJIHUTEIBHO K 0a3zoBovi MHPopMalmy gobasiseTcs cilenyromasi: [JomkHocrs, [Togpasae-
nenmne, Permon, HacenenHneIit myHKT, Anpec.
4. Ortkpoetcs okHO OcHOBHasi MHPOpPMaIMsA, B KOTOPOM, COIVIACHO BHIOpaHHOMY Ha IIpe[ibl-

IyIIleM Iare 11abJIoHy, HeoOXOAVMO yKas3aTh MIEHTU(UKAIIMOHHYIO MHAOPMaIVIO O Bila-
nenblle Oyayiero ceprudmkara:

A EeHTHDMKELMOHHER MHDOPMaLIMA

WoeHtuducaTop (CH)*:  Onbra OxoTHHa
OpraHusawma; Digt

lopoa: Mowkap-Ona

ObnacTe: Mapwid 20

CTpaHa: Pocoulickan Pegepauma (RLU)
E-mail: user @mail.ru

WMHH: 007707049388

o Tloasa 8 wabioHe omMeueHHble 3HAKOM «*» 384510mcs 0083amesvHbiMU 045 3a10AHEHUA.

! o Obpamume Brumanue, ecau 6o yrasvibaeme VIHH 1opuduueckoeo auya, Homep Bceeda 0oaxeH
Hauunamuca ¢ «00», nanpumep 007707049388.

e CHMIJIC yxasviBaemcs be3 npobesob u suaxa «-», nanpumep, 07306654534.

CHARC*: 07306654534

5. B okne ITapamMeTpsl KiIr04a yKaKUTe CJIeIyIOIIVe HaCTPOVIKIAL:

1) Kpunronposarnaep, KOTOPBIV OyIleT 1CII0JIb30BaH MpY CO3aHnM cepTudmKaTa.
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Mnonb3yeMeli KpMNToONPoBaMAED:

Crypto-Pro GOST R 34, 10-2001 Cryptographic Service Provider

/pto-Pro GOST R 34. 10-2001 Cryptographic Service Provider
Microsoft Base Cryptographic Provider w1.0

Microsoft Base D55 Cryptographic Provider

Microsoft Enhanced Cryptographic Provider w1.0

Microsoft Strong Cryptographic Provider

2) BapuaHT co3gaHMsa KJII04eBOro Habopa.

e Co3mare KII049eBOV Habop cepTmdurKaT OyaeT co3gaH Ha OCHOBE HOBOTO KITFOU€BO-

ro Habopa.
Vicrios1p30BaTh CyIIeCTBYIOIINMII KITIOUEBOV Ha0Op — BeIOepuTe KII0YeBOVI HabOD,

KOTOPBIVI OyZeT MCIIOIb30BaH IIPY CO3IaHMM cepTvduKarTa, U3 CIMCKa CyIIecTBY-
IoIx (KHOIKa BeIOpars).

(7 Co30aTe HOBLIM KMKYes0i Habop
@ MMonb30BaTh CYLECTEYIOWMA KNoHeBoi Habop

Mra kniouesoro Habopa:

Sfbfadch-34eb-44a0-ae0a-fesh 73 14650d

3) YcraHOBUTe TIepeKITIoUaTeslb HaIIpoTuB HeobxoaMoro HasHaueHnsa xiIro4a cepTu-
duxkara.

HasHa4eHWe Kno4a

(7 CozaaHwe 3UN [OnvHa knioua:

(7 WudposaHue

@ LUndposaHke 1 coznaHme 3LN [ flononHATENEHD. .. ]

MoOMETHTE KNHYYM KEK IKTOPTUPYEMEIE

4) BeI Taxke MOXKeTe BHIOpATh HOIOIHUTEIbHOE HasHaUeHNe KITovua, HaXkaB Ha KHOIIKY
[onoxHMTeIBHO. B crivicke Ha3HaYeHMVI VICTIONIb30BaHS KJIF0Ua ¥ Ha3HaYeHW CePTH-
duxara (EKU) Be1GeprTe HeoOXommmoe:

Mcnonb30BaHUME KNoYa:

:| Tonbko WrbpoBaHUE |:| LUndpoBaHUE KNoYa
AETOHOMHOMHOE MOAMWCEHWE CNMCKOE oT3iBa (CRL) HeoTpekaeMocTe

"] Moanmes ceprudmkaTos Moanucs AaHHB!K
[¥] CornacoBaHme Kniouei

[¥] Wihposarie aaHHE

1| 1]

HasHaqeHue cepTidmraTa (ERL):

CepTUMKET NPOBEPKK NOANMHHOCTH cepeepa (1.3.6.1.5.5.7.3.1)
CepTUMKET NPOBEPKK NOANMHHOCTK KnkeHTa (1,.3.6.1.5.5.7.3.2)
CepTudukaT wipposoi nogmvaa (1.3.6.1.5.5.7.3.3)

CepTUhMKAT 3allKMThl 3NeKTROHHOA NnoYTel (1.3.6.1.5.5.7.3.4)
CepTUMKAT WTaMNa BpeMeHK noamiod (1.3.6.1.5.5.7.3.8)
CepTuimkaT ana paboTel c OC5P (1.3.6.1.5.5.7.3.9)

| CeptudmraT IKE-nocpeaHmka IP-0esonacHocty (1.3.6,1.5.5.8.2.2)

|<=IE]E=

5) Ykaxxure HeoOxoavmyro [inHy KiIroda. YeM mymHHee KITIOY, TeM OH HaJleXXHee.
6) IloMeTHUTP KTI0UM KaK 3KCIOPTHUPYyeMBIe.

Ecyii BBI oTMeTUTe 3TOT (pJ1ar, TO cMOXKeTe IIPOBOAUTH IKCIIOPT cepTudmKaTa BMecTe C
3aKPBITBIMU KITFOUaMU
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7) Ecnivt 151 cozganms 3armpoca ObUT BeIOpaH 111a0/10H KBaJIMUIMPOBAaHHO 3J1eKTPOH-
HOVI TIOJIIVICY, TO HeoOxommMo Oy/ieT yKaszaTh B 3aBVICVIMOCTY OT BBIOPAaHHOTO KPWIITO-
IpoBarijiepa BepCUIO CpeficTBa JIeKTPOHHOVI ITOIIIVICH BilajlesIblia.

CpeacTEo 3NeKTPORHOR NOANMCH: KpunTollpo CSP 3.6 ~

6. YKaxwuTe, KakuM 00pa3oM BbI XOTUTe OTIIPaBUTh 3alIpoc Ha 00paboTKy:

| CoxpaHKMTh 3anpoc B thalin
Mma:  C:\Users'usertemp.pem

| OTNpaEnTh 3anpoc Mo 3MEKTPOHHOA NoYTe

| OTNpaenTe 3anpoc No CeTK

* Ha OTUYY>XX[IaeMOM KJIIOUeBOM HOCHTeJIe, IIpeBapuUTeIbHO COXpaHWB 3a1Ipoc B daiul;
® 110 3JIEKTPOHHOVI II0YTeE:
J11s1 3TOTO Ha CJIeAyIOIIeM IIare yKaXkuTe TeMy IVICbMa, e-mail 1 KoMMeHTapui K IIMChMY .
@ Outlook Ecau osa omnpaBku ssexkmponnsix nucem Bui ucnoavsyeme npoepammy Outlook, mo
.| cHauaaa Bam 6ydem npedsoxero noombepoums omnpabky nucema. [Ipu smom omnpabra nuce-
Ma He BbiN0AHAENICA, ecAl NPOPAMMA He 3anyujera, a 0yoem BvinoiHeHa MOAbKO NOCAe 3ANYCKa
Outlook.
The Bat! B omauuue om Outlook, npoepamma cHauaia 3anyckaemcs, a nomom npocum 1noo-
mBepoums omnpabxy nucema.
e B omHJIaVH-pexuMe (depes BeO-ciryx0y LIC)
Yxaxwure agpec BeO-cityx051 Y1 (IP-agpec my URL-anpec) 1 cepTrdpmkaT KOpHEBOTo
Ynocrosepsroltero meHTpa:

@ Mcnonb3oBaTte IP-anpec (Hanpumep, 172.17.2.72)

. 17 . 2 . 72

WMonone3ogaTe URL-aapec (Hanpumep, test-ca.digt.local)

MMA LEHTPE CEpTMgMKELINA;

Microsoft Root Certificate Authority BrifpaTh...

7. Ha ocHOBe yKa3aHHBIX JaHHBIX OyAeT cdOpMMpPOBaH 3aIpoc Ha CepTUdUKAT OTKPHITOrO

xnoua. ITocsie 3aBepIiieHnst orepanyy BOSHUKHET OKHO ¢ MH@OpMaIiier: o ee pesyjbTaTax.
8. i T'OCT ceprudmkara BeIOEpUTe KIIIOUE€BOV HOCUTENIb, KyHa JOIDKEH OBITh cOXpaHeH
ccpopmmposanHbIv 3arpoc (Peectp, nuckera, USB Opesiok).
9. Ha sampoc crcTeMbl yCTaHOBWTE ITapoJIb Ha JJAHHBIVT HOCUTEIb U TIOATBEPIINTE €ro.

3anpoc Ha aHHyJ/IMpOBaHMe (0T3bIB cepTHdMKaTa)

Cosnats 3arrpoc IomoOHOTO THIIa BEI MOXKETe IBYMsSI CITOCOOaMIL:
e B pasnene Ceprudnkarel, B KOHTEKCTHOM MeHIO cepTudmkaTa myHKT Co3maTe > 3ampoc
Ha aHHYJIMpOBaHMe cepTudMKaTa;
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e B pasnerne 3anpocel Ha cepTHdMKaT, B KOHTEKCTHOM MeHIO pasfiesia myHKT Co3gaTte > 3a-
IIpOC Ha aHHYJIMpOBaHMe cepTudmKara:

EI 3anpocel Ha CepTHduarar L
P  Coszpats r Janpoc Ha CepTUdMKaT..,

----- 5 3anpocel Ha no
: CamonognucanHelid cepTudnkar..,
’ - 33npoc Ha BHHYNMPOB3HWE CEPTUPUKATE ...
1

----- 05 3NEKTPOHHBIE KAHIYN | |

COBHOBEWTE

§§ Cnuckn oT3bIEE CEf

----- Eﬁ Cnnckn AoBEpEHHBIX CEpTUDMEATOR

1. Orkpoercsa MacTep cozgaHys 3arnpoca. O3HaKOMBTeCh C IIOPIKOM (popMUpOBaHMs 3aIIpoca.
Ha mrepsom m1are BaM moTpeOyeTcs yKa3aTbh, OT KOTO BBIITOJIHSETCS 3aIlpOC Ha OT3BIB: OT PuI-
sudeckoro ymiia (VIT) mwin ropuaydeckoro jamia.

Bac npueercreyeT Macrep
CO3OAaHHA 3anpoca Ha aHHYMMpoBaHne
cepThuhukaTal

3anpocoT: | gusideacoro muua (AI) -

AnA co3naHua 3aNPoca Ha SHHYNWPOBaHKE {(0T3bIE)
CEpPTHMHMKETE BaM HEODXOOMMO:

1) 3aNonNHKTE Bre HeoOXOAMMEIE NoNA hopMel
SAETOMETHHECKOrD CO303HWA 33ABNEHMA

2) paccneyaTaTe GopMy SEAENEHWUA UMM BRIFDYIMTE
£ B 3NeKTPOHHOM BUAE NOCNE SaBEpEHIA
SNEKTPOHHON NOAMACERD

| < Hazan " Lanes = I [ OTmMeHa

2. BsIOepwure ymraHBIV cCepTHMKAT, KOTOPHIVI HEOOXOIMMO OTO3BaTh.

3. Ha crenyrormiem mmare 3aroyHMTe MHAOPMALVIO O JINIIE, IIPEIOCTABIISIONIEM 3asB/IeHIe Ha
aHHYJIMpOBaHMe cepTudMKaTa, ¥ IPUIMHY OT3bIBa cepTudMKaTa (ee MOXKHO BBIOpaTh M3
CITVICKA):
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FaNoNHATE BCE H Eﬂﬁlﬁ}ﬂﬂlﬂ bIE MONA

YKEHMTE NMULD, NPELOCTAENADWLES IAABNEHME HE
SHHYNMPOBEHWE CEpTUDMKETE, W NPWYKMHY 0T36IBa CepTHdMKETS.

.1.0. nMua, NpeaocTaENAKLLEND Sa3ABNEHHE:

BEEI:IEEE T B ML

AokyMeHT (NacnopT) cepii; 8 MO dEtEW

LoKyMEHT BEILEH:

LeHTpaneHem OM MNopoaa

[aTta Bbloaq4d okyMeHTa: 11 HoABpa 2010T. E

MU OEMCTEYET Ha OCHOBaHWK:  YCTaBa

MpYMHE SHHYNMPOBaHKMA CEpTHDUKETA! [}{unnpoHETaLu-'lﬂ KoYE ']

4. YKaxwuTe IONOJIHUTeIbHbIE ITapaMeTphl 3allpoca: IyTh I coXpaHeHUs darvla U cepTu-
dpmKaT noamcy, KOTOPEIM OyeT MOAICaH 3aIIpoc:

Buibop gononHuTenbHBIX NapaMeT pos
BrifepMTE AONONHWTENEHEIE NSPEMETDE

‘% aiin 3aNpoca YonelWwHo chopMUPOBaEH.

MyTe K datiny:

C:\Users\AnMuHucTpaTop\Documents\3aseneqwe_ 1, docx

[nA oTNpaBKM 3aNpoca B 3NEKTPOHHOM BHAE HeobxoaMMa
__l MNoaAnKcE A0KYMEHTA.

BribpaTe cepTHOMKAT NOAMMoM:

CM=3sepesa

5. Ha ocHOBe yKa3zaHHBIX JaHHBIX OyJieT cdpopMIpOBaH 3allpoc Ha OT3bIB cepTudmkara. [Tocrte
3aBepllleHs oIlepallyy BO3HMKHEeT OKHO ¢ MH@OpMalyeit o ee pe3yybTaTax:

90



OO0 «udpoBble TEXHOIOTU» PyxoBomctso 1o paborte ¢ «KpuntoAPM» 5.3, ©2015

g 3 KpuntoAPM : Cosaa:

CraTtyc

[aHHble ANA CO3AaHWA 3aNpoca Ha aHHYNMPoBaHWe
cepTuduKaTa cobpaHbl

MapameTpbl

OT3blBaeMbiit CEPTUDMKET CN=3sepesa CeeTnat
CeptudukaT noanmcn
Mpu4KnHa oT3biBa KoMnpoMeTawis Knto+

[<Hasan][l‘oroeo][0mena]

6. CdopMmpoBaHHBIN 3allpoC 1 OTAeJIeHHas 3IeKTpOHHas MOAINCH K daruly 3arpoca 0Too-
pasdrcs B paszesie 3anpockl Ha aHHYJIMpOBaHMe (0T3bIB) cepTudMKara:

)
@ KpurrrohPM EE

®ain  Mpogwan  Hactpodkn  [MNomowes
® % B 3) & W
Mognwcate [MNposepute 37 Wwgposate Pacwwdposate | OBHosute | Punetp | Co3gate
-] Ceprudukatel £ Maiin zanpoca lata co3ae
g guque XPAHWIWLLE cepTUMKETOR ) 5] 3asenenve 1.docx 11.09.2014 11.5¢
- Ceptudmratel gpyrin nonbsosatenei =] 3anenenne 1.docxsig 20102014 151
I -|5) Npomesyrounsie uerTpel ceprudmkanm

- JoBEpEHHEIE KOPHEBRIE LIEHTPEI CEPTHdMKALINI
| 5] Ceptndmkarer gomena digt.local
| 2] Crncok aKKpeANToEaHHBX ¥

=

-[=| 3anpock Ha ceprudmkar
i 5] 3anpoce Ha noayyenne ceptudukata

i {1 3anpocel Ha anHynuposanne (oT3kIE) cepTudm

PR -

5.2.2 IIPOCMOTP MH®OPMAIIMM O 3ATIPOCE
Brr moxxete HpOCManI/IBaTB CJIQ,[LYIOI.TJ;YIO I/IHq)OpMaI_IT/IIO O CO31aHHBIX BaMI 3a1‘1pocax:
o JlaHHBIE O caMOM 3alpoce (J1aTa CO3[aHMA 3allpoca, JaHHbIe 110 IUIaHUPyeMOll oIepa-
1MW - CO3[IaHMIO, OT3bIBY, a TaKXke KOMMeHTapVH?I)
o JlanHbIe 0 cepTudMKaTax
— 0 cepTudmKaTe, HaJl, KOTOPHIM BBIIIOJTHSAETCS OIlepariysi;
- 0 CepTI/ICI)T/IKaTe TIIOOITMICYMKa 3ar1poca.

YrtoObI mpocMoTpeTh MHMOpMatio o 3arrpoce B Y1I:
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&

1. B paspene 3ampocel Ha cep-

3anpoc Ha oT3wiE cepTudukaTa

|

THdWKaAT BeIOEpUTE MAIKy C
TeM THUIIOM 3aIlpoca, KOTOPBIN
HeoOXOoaMMO IIpOCMOTpeTh. B
KOHTEeKCTHOM MeHIO BbIOepuTe
nyHkTt CBorcTBa.

2. B oTkpbIBIIIEMcsi OKHe BBl CMO-
XeTe IPOCMOTPETh IIOJIPOOHYIO
VHPOpPMALIIIO
— 0 3ampoce, IlepelaHHOM B

Y1
— 0 ceprudmkare, OTHOCU-

TeJIBHO  KOTOpPOTro  ObUI
cdopMMpOBaH 3aIpoc;
— 0 ceprudmKare IOANNCUU-

Ka 3aIrpoca.

Ber Taxoke MoxeTe IIpocMmart-

pvBaTh MHAOPMAIIMIO O 3aIIpocax

B q)VIHaJIBHOM OKHE BCeX KPUIITO-

MHbopMaLwMa o sanpoce

[aTa reHepaLmM 3anpoca:

Mpr4KHE OT3RIES:

KOMMEHTEPIIA:

M3MEHMNKCE PerMCTPAUMOHHEIE AaHHEIE NoNb30BaTENA. -

MHbopMawa o cepTudikaTe

CepuitHeli Homep cepTiudwakaTa: 0C1C12C506FE7C3E
Bnageneyu:

MznaTtene:

MHdopMauia o cepTUGUKETE NOANMCYMKE 3anpoca

Bnapenew;

2013.03.21 11:25:42

MpekpalweHe paboTel

CN=0lga Okhotina,0=Digt,L =fowkap-Ona,5=Pecnytnuk

MpocHOTRpETE

MpocMoTpETE

K

rpadpudecknx orneparmii.

5.2.3 ®WIbTPALIVS 3AIIPOCOB

Be1r MmoxeTe Cl)VUIBTpOBaTb 3aIIPpOCHI B CIIVICKe 110 CJIeAYIOIVIM IIapaMeTpaM:

e (a1 3ampoca (Ha3BaHMe)
e J1aTa CO37aHVA 3aIIpoca

YT006BI OTPWITBTPOBATE 3aAIIPOCHL B CIIVICKE:

1. B paseiie 3a11p0c1>1 Ha cemebm(aT BBIGGPT/ITG IIaIiKy € TeM THUIIOM 3aIIpOCOB, KOTOpPbIE

HeoOXoAMOo OTWIBTPOBATh. B KOHTEKCTHOM MEHIO BEIOEpUTe ITyHKT PWIbTp.

2. B okne YcraHOBKa ¢pmIbTpa ycTaHOBUTE ITapaMeTphbl, 110 KOTOPBIM HeoOXO/I1MO 0ToOpaTh

3aIIpOChI:

-

¥cranoeka duasTpa

daiin 3anpoca:

[CuuTBETErE:yET

laTta cozaaH|a 3anpoca: [HaqMHaETcﬂ C

4 =)
* ] 3afBneHue
= ] 12.09.2017|
Chpoc ] [ K ] [ OTHMEHS
T &
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3. Cmmcok 3arpocos OyaeT oTWIBTPOBaH MO YKa3aHHBIM BaMU IIapaMeTpaM.
4. BepHyTbCs K MICXOIHOMY CIIVICKY 3aIIPOCOB BBl MOXeTe, COpocuB PIWIIbTP.

5.24 COPTUPOBKA 3AIIPOCOB B CITMICKE

B nporpamme «KpunroAPM» peajmzoBaHa BO3MOXXHOCTb COPTHMPOBATh 3aIIPOCHI B Y0CTO-
BePSIOIEN LIEHTP B CIIVICKE.

COpTVIpOBKa MOJKeT BBITIOJIHATHCA I10 CJIQ,I[YIOU_IT/IM IIapaMeTpam:

e (amt 3ampoca

° HJaTa CO31aHN: 3alIpoca

¢ | Daiin zanpoca Jata co3gaHua 3anpoca
|=| 3asenenne 1.docx 24.09.2014 8.15.53

|| 3arenenne_2.docx 22092014 10.36.33

|$% 3anenenmne_2.docusig 22.09.2014 10.37.37

5.2.5 [IIEYATDH 3AIIPOCA
J1J1s1 ITevaTVt 3arrpoca BBIIIOJIHITE CIIEAYIOIIVIe IeVICTBS:

1. B paspgerne 3ampockl Ha cepTuduKaT BbIOepUTe MAlKy C TeM TUIIOM 3aIlpOCOB, KOTOPBIe
HeoOX0oVIMO OTPWIBTPOBaTh. B KOHTEKCTHOM MEHIO BbIOepuTe ITyHKT, B KOHTEKCTHOM Me-
HIO 0OBeKTa WiV Ha IlaHe/IN 3a71a4 BeiOepure myHKT IledaTs.

2. Ortkpoetcsa nokyMmeHT B popmare MS Word 1 ripemyioxeno npeobpasosats B popmat *.pdf.

5.2.6 YIOAJIEHME 3ATIPOCA
JL1s1 ymasieHus 3ampoca Ha cepTuduKar:

1. B nepese 211eMeHTOB IJIaBHOT'O OKHa BbIOepuTe pasziesl 3anmpockl Ha cepTudmKar > 3anpo-
CBbI Ha IOJIy4eHMe cepTudUKaTa/aHHy IMpoBaHue (0T3bIB) cepTudmKara. B mpasor na-
HeJIM IJIJaBHOTO OKHa BbIJIe/INTe CTPOKY C 3alIpOCOM Ha cepTudMKaT (WiIv IpyIIIy 3allpOCoB
Ha cepTudUKaT), KOTOPBII HeOOXOIVMO YHAJINTh, B KOHTEKCTHOE MEeHIO O0BbeKTa VTN Ha
ITaHeIVI THCTPYMEHTOB BrIOepuTe ITyHKT Y Ia/InTh.

2. TloxpTBepawuTe pellleHye yIaJIUTh 3alIpOC Ha cepTudmKar.

3. 3ampoc OyaeT yiajieH u3 XxpaHWINIIIA.

5.3 OIEPALIMM CO CIIMCKAMM OT3BbIBA CEPTU®UKATOB

Crmmcoxk ot3biBa ceptudmkaros (COC/CRL) - mOKyMeHT C 371eKTPOHHOV IOAIINCHIO YIIOII-
HOMOUYEHHOTO JINIIa YAOCTOBEPSIOIIEro 1IeHTPa, BKIIIOYAOIINT B ceOs CIIVICOK CepUIHBIX HOMe-
POB cepTudMKaTOB, KOTOpble Ha OIIpeJleJIeHHbII MOMEeHT BpeMeHM ObUIVM OTO3BaHBI VI [iel-
CTBVIe KOTOPBIX OBUIO BpeMEHHO IPVIOCTAHOBJIEHO.

JJocTyIHBI cjlef1yIolye oepalum co CIMCKaMy OT3bIBa CepTU@UKATOB!
e YcraHOBKa cIvcKa B XpaHWINIIIE

e Hactporika aBTOMaTII4eckoro 0OHOBJIEHNS CIIVICKOB

e IIpocMmoTp mHPOpMaIM O CIIICKaX

e  DuIbTpanys CIMCKOB

e CopTupoBKa CIICKOB

e  DKCIOPT crmcKa

e VmaneHwe crivicka
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”
& KpuntoAPM

© Maiin  Mpodwan  Hactpoiikn  Momows

l_._---—d

=an=n x|

: v B 5] L5 =l &
- Moanucate lMpoeepwte M Wndposate Pacwwdgposate | Obroeute | ®unetp | Mmnopt
&5 Ceprudukare: £ zgarene AencTenTe
% 2“””“3 ¥paHUNMLLE CepThduKkaTor 3 {5 007710474375, 1047702026701, ...  1810.2014
“E'J HZ’::‘b““;:LT:’::;:::T::::;‘;T{:Lw [ 007710474375, 1047702026701, ... 18.10.2014
= 5007710474375, 1047702026701, ... 14.10.2014
[ dosepennbie kopHessle LeHTpEI cepTuduKaLm ! ’
. 102?600?8?994_ 007605016030, ... 2010.2014
5] Ceprudmkarel gomena digt.local .
CAekey.ruﬁi RU, 77 Mockea, M... 20.10.2014
@ Cnwncok akkpeguToeanHb: Y1 T '
E']El Janpoc Ha cepruduiar dlt@mmsuyaz.ru_ RU. 77 r. Moc... 15.07.2013
- 3anpocel Ha noayuenne ceptndmkata support@cryptopro.ru, RU, Mo... 2010.2014
5] 3anpocel Ha arHynuposatne (oT36IB) cepTUdin
O bIB i il =
% Crnckmn A0BEpEHHBR CEPT) Wnnopr
(| IS INEKTPOHHBIE KKK DunsTp
I OBHOBUTE
|| [ 11 | 3 H < 1n 3

KOHTEKCTHOe MeHIO0 0ObeKTa

-
& KpunmoAPM

= | B | |

@ain  Mpodwnan  Hacrpobfikn  MNomows

v E 3] & i & E23)
Moagnwcate Mpoeepwute 31N Wudposate Pacwwdgposate | OBHoewte | Quastp | Mmnopt | 3kcnopt
=-EE] CepTudukatel £ Mzpatene JefcTBnTE
D) Musroe xpannanuie ceprugnkaros [%007710474375, 1047702026701, ... 18.10.2014

-2 CepTrguKaTtel Apyrux NonbL3cEaTENER

-{2) MpomesxyTouHbie uenTpbl cepTdmkaLmm
-|{[Z) [loBEpeHHbIE KOpHEBBIE LEHTpPEI CEPTMdNKALMI
-] Ceprudmkare gomena digt.local

UU??104?43?5, 1047702026701, ... 18.10.2014
UU??104?43?5, 1047702026701, ... 14.10.2014
102?600?8?994, 007605016030, ... 20.10.2014

-A[T) Crncok aKKpeANTOEaHHBX YL " CAskernid RUZZ Mocuzz M
= ¥
=[] 3anpoce Ha cepTudmrar z?’ dit e 7.2013
-{[Z] 3anpocel Ha nonyyenne cepTdmKata 5 sup Jkcnopt 0.2014
- 3anpockl Ha aHHYMPOBEaHWE (OT3RIE) cepTudn R
CnWckn oT3bIBa CEPTUGNKATOR - _ B i
% CnWckn JoBEpEHHBEX CepTUgNKATOR LT
05 FNEKTPOHHBIE KA OBHOBITS
4 m | B m r

5.3.1

YCTAHOBKA CIITMCKOB OT3bIBA B XPAHUJIUIIIE

s ycranosku criicka B xpaHmwinige COC, HeoOXoaMMo BBEIIOIHUTE OMepalyio M-

HopTa CIMCKa.
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J1151 TOro 4TOOBI MMIIOPTUPOBATh CIIMCOK OT3BIBA, BBIIIOJIHNTE CJIeAyIOIIe IIIari:

1. B nepese a11eMeHTOB IJIaBHOT'O OKHa BeIOepuTe paszesl CIMcKi 0T3bIBa cepTUdUKATOB.

2. B xoHTekcTHOe MeHIO OOBeKTa (IIyHKT PeaxkTmpoBaTh 1111 KOHTEKCTHOe MEHIO Ha ca-
MOM pas3jiesie) WiV Ha IaHeJI MTHCTPYMEHTOB BblOepuTe IyHKT VIMIIOpT.

3. Ortkpoertcd ctaHAapTHBIV guaior Macrep ycranosku ceprudukara 1 COC.

4. Beibepure mmmoptupyemsiii dparwr COC B popmare .crl:

MMA thaling MoxoaHeIX AEHHEX

C:\Users\useriDocumentsitesth, N BeibpaTs...

DOPMAT MOET BEITh DOHMM M3 CNEQ YHOLLMN:
dalin cepTidumkara - X.509 (L.CER, .CRT)
CoobueHue cTaHaapTa PECS #7 (LPTE, .DER)
¥PEHUMMLLLE CEPMANM30BaHHBIN CepTHhMKaToE (L55T)
dalin obMeHa nuaHoi MHboprawaen - PECS #12 (PFX, .P13)
Dalin cnucka oT3biBa cepTudmkaTos (CRL)
Dalin cnucka AoBEPEHHbIX cepTudukaTos (STL, JCTL)

CraTyc

0 OAMH MM HEeCKOMBKD CEPTHMKATOE, —I'I
COC, nubo CAC HEAEMCTEBMTENEHBI ELLLEE1 ST

5. Ykaxure XxpaHwWmIIe, KyAa OyIeT MMIIOPTUPOBaH CIVCOK OT3bIBa CepTUdPUKATOB.

Crmckn oT3bIBa cepTuMKaTOB Bcerjia HeoOXOOVMO yCTaHaB/IMBaTh B CHCTEMHOe XpaHMU-
mmie ITpomesxyTouHbIe IeHTPBI cepTdmKanmm, Tak Kak cucrema PKI paboraer Tormpko ¢
COC n3 xpanwmia [ Tpomexyrounbrx LIC.

BbIEFIEITb THN XPaHMNKLWE aETOM3THHECKK, MCXOAA M3 THNG ASHHbBIX

@ MMpMHY AW TENBHO MOMECTHTL B CNEAYHILWEES XPEHWTKLLE

||-||:IDME}KYTD‘-IHI:IE LEHTPB! CEPTHOMKELIN - |

6. Ilociie 3aBepirieHNs omepaliy BO3HMKHET coobireHne 06 ycrertHoM mMiiopte COC.

5.3.2 IIPOCMOTP MH®OPMALIVV O CIIMCKAX
B mmpaBovi maHesi I7I1aBHOTO OKHa JOCTYIIHA Oa3oBas MHMOpPMAIVs O CIIVCKax OT3bIBa:
e VIms# cyOpekTa, BeimycTusiero COC (u3mateib);
e Cpoxk ncreuenns nevictus COC (mevicTBuTesIeH C / IEVICTBUTETIEH I10).
st mpocMmoTpa netasibHOV MH@opManmm o Cricke 0T3bIBa cepTHQMKATOB, BBITIOJIHUTE
CJIeyFoIIyie IIIar:
1. BriOepure HeoOxommmbIit COC 13 crimcka, B KOHTEKCTHOM MeHIO 0ObeKTa 1Iv Ha I1aHe-
7 3a1a4 BeIOepuTe ITyHKT CBOVICTBA.
2. Ortkpoetcs dopma ¢ mHPOopMareit o Crvcke or3biBa ceptudmkaros (COC):
e B 3akimanke O6mmme cogepxurcs odmast MHAopMaIys o IIpocMaTPUBaeMOM CIIVICKe OT-
3bIBa:
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Mone 3HaqeHue

E Bepasa V2

Eﬂnnasmmr: Verisign Commerdal Software P..,
E,ﬂ,EHUBMTenEH C 24 mapta 2001 r. 4:00:00
ECHEMIGUJ.EE ofHOBNEHWE 8 AHeapA 2004, 3:59:59
E.ﬂmrnpmm NoANACA md2RSA

EOEHDBHI:IE orpaHUHeHUA Tun cyfibekTa=KoHeuyHeln cybe. ..
EMD‘IDJ‘II:EDBEHME L lE] Moganmce aadHe, LUndposaHa. ..

e B 3axmagke Cimcok 0oT3bIBa J1aeTcs IoapoOHas MHQOpMaIins 0 KaXIoM cepTudmkare,
BXOJISIIIIEM B IIPOCMATPMBAEMBIVI CIIICOK

CEpHItHEIN HOMED [Jarta oTsbiea
1B5190F73724399C9254C0D42.,, 30 AHBapa 2001r. 4:01:24

JS0E40FFSFFO04/EDFS56CY08... 31 aneapa 2001r. 4:00:49
7/ED5A4359935D5F7AYS801A... 31asrycTa 2000 r. 4:00:58

5.3.3 @WIbTPALMSI CIIVICKOB OT3bIBA
Bor moxere dpwisTposaTe COC B crivicke 110 CIJIeyIOITMM ITapaMeTpaM:
e V3maten;
e [Jlarta, c kotopon COC pericTBuTesIeH;
e Jlata, no xotopyto COC pevicTBuTesIeH.

YT06BI OTPMIIETPOBATE CIIVICKYM OT3bIBa CePTHUUKATOB:
1. B pasperie Cnimcku oT3bIBa cepTM@UKATOB BhIOEpUTe TaNKy C TeM THUIIOM CIIVCKOB, KOTO-
pble HeoOXOIVMO OTPWILTPOBaTh. B KOHTEKCTHOM MeHIO BeIOepuTe IyHKT PUIbTp.

2. B okne YcraHOBKa (pmIbTpa yCTaHOBUTE ITapaMeTphl, TI0 KOTOPBIM HeoOXOIMMO 0ToOpaTh
COC:

WMspaTtens: ICuuTBETcrE:yET "I KpunTo Mpa ¥
JefcTEMTEREH C! ICDQTBETUB\,-ET - I 15.03,2012
AeicTenTEneH no: ICWTBETHB?ET - I 15.03.20 13|

3. Cmmcox COC GyzmeT oTdpwIbTpOBaH 10 YKa3aHHBIM BaMy ITapaMeTpaM.
4. BepHYTBCS K MICXOITHOMY CHVICKY BBI MOXKeTe, COpOCUB (PIIIBTP.

5.3.4 COPTUPOBKA CIIMCKOB OT3bIBA

B mporpamme «KpunrtoAPM» peansoBaHa BO3MOXXHOCTb COPTMPOBATh CHVICKM OT3bIBa
cepTndUKaTOB.

CopTrpoBKa MOXeT BBIITOJIHATBLCA 110 CJISIYIOIIVIM ITapaMeTpaM:

e VM M3JIaTelIs CIIVICKa OT3hIBa;

e 1aTa, C KOTOPOW JEVICTBUTEIEH CIIVICOK;

e J1aTa, 10 KOTOPYIO JIeVICTBUTEJIeH CIIVICOK;
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T |sparens JeRcTEMTENEH © JefcTENTENEH NO
i#% US, DigiCert Inc, www.digicert.co... 18.03.2014 09.10.2014
HF‘L Unizeto 5p. z 0.0, Certum CA 17.04.2014 17.04.2015
(& Microsoft Internet Authority 26.02.2014 27.05.2014
{3 Internet, "VeriSign, Inc.”, VeriSign ... 24.03.2001 08.01.2004

5.3.5 DKCIIOPT CIIMCKOB OT3bIBA

ITporpamma mo3BoOJIsieT SKCHOPTUPOBATh cIcKy oT3biBa ceptndmkatos (COC) B xpaHu-
JIVIIIE.

YTOOBI SKCITOPTMPOBATE CIIVICOK OT3bIBA:

1. B mepese 371eMeHTOB IVIaBHOTO OKHa BbIOepuTe pasnesl CHmcKm 0T3bIBa cCepTUEPMKATOB.

2. B mpasovt naHenu rasHoro okHa Beigennte COC (v rpynmy COC), koTopblit HeoOXoay-
MO 3KCIIOPTUPOBaTh, B KOHTEKCTHOM MeHIO 0ObeKTa VIV Ha IaHeJIN 3aiad BeIOepuTe ITyHKT
DKCIopT.

3. Otkpoercs cTaHOAPTHBIV AMaIor MacTep 3KcmoprTa cepTvdWMKAaTOB, ITO3BOJISIONINI BbI-
6path sxcriopTupyeMsint dparvr COC.

4. Bsepure mmsa davvia Crvicka oT3bIBa cepTudmKaTa.

MMA thalina:

C:\Users'user\Documents\testiinternet. orl| Ofzop...

5. B saximoueHne BO3HMKHeT coobiieHme o0 ycrerntHoM akcriopte COC.

5.3.6 YOAJTEHME CIIMCKOB OT3bIBA
Cucrema 1o3BosIsieT yaasIsTh cIvicKy oT3biBa cepTudmkaTos (COC) n3 xpaHwimIa.
YT0OBI yIaJINTh CIMCOK OT3bIBA:

1. B mepese 211eMeHTOB ITIaBHOTO OKHa BbIOepuTe paszesr CImcKy 0T3bIBa cepTUdMKaATOB.

2. B mpaBor maHe IV IJIaBHOTO OKHA BBIZIEINTE CTPOKY CO CIIMCKOM OT3bIBa CepTUPUKATOB
(v rpynry COC), KOTOpBIT HEOOXOAVMMO yITUTh, B KOHTEKCTHOM MEHIO O0BbeKTa VI Ha
ITaHeJIV THCTPYMEHTOB BeIOepuTe IyHKT YJasInTh.

3. TlogrBepnuTe pemteHue yaaaIUThb CIIMCOK OT3bIBA.

4. B ciydae oaTBep KIeHMs CIIMCOK OT3bIBa cepTndMKaTOB OyaeT yajieH 13 XpaHWINIIa.

5.4 OIEPALIMM CO CIIMCKAMM JOBEPEHHBIX CEPTU®UKATOB

Crmcok nosepennbix ceptuduxaTos (CIC/CTL) - Certificate Trust List. D10 MexaHm3M,
KOTOPBII TTO3BOJIeT aIMMHICTPATOPY yKasaTb Habop gosepenHbix LIC. ITpenmytiiecTBoM yKa-
3aHHOI'O MexaHM3Ma SBJIAeTCSl BO3MOXKHOCTh Ilepefjadll CIIVICKOB JI0BepHs 110 He3all[MIIIeHHOMY
KaHaJly, IIOCKOJIBKY OHVI IIOJIIVICAaHBI 3JIeKTPOHHOVI IOAIINCHIO.

JdocTymHbI cjleyolye onepaluy co CIMcKaMy I0BepPeHHbIX CepTUdUKaTOB:

o (Cosmanue CJIC
e VYcranoska C/IC B xpanwimiie
e IIpocMoTp MHPOpMaIM O CIIVICKe
e  QuIbTpalMs CIVICKOB
e CopTupoBKa CIVICKOB
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e DKCHOPT CHVCKOB
o VmaneHwme CIIVICKOB
Orneparym co civckaMy JOBepeHHBIX cepTU(MKATOB MOXKHO BBIIIOJIHATD Yepes:
e [laHesb MHCTPYMEHTOB

=

7 | B a | =
Otnoeute | Qunetp | Cozgate Mmnopr | 3wcnopt ¥aanute | Ceoiictea

‘(j‘

e KoHTekcTHOe MeHIO pasziesia

=-22] Ceptudmkatel

-A[5) Nuukoe xpanmnnwe ceptudukatos
-|C) Ceprudnkarer apyrvx nonssoearensii
-{Z] MpomexyTounele uenTpel ceptudmkal
-{[Z] [loeepentbie KopHEBLIE LEHTPBI CEpTY
[F:l Crucok aKkpesuToBaHHe YL,

=] 3anpocel Ha cepTrdukaT

-|C) 3anpocel Ha noayuenne cepTudinkara

{E’l 3anpocel Ha AHHYAMPOBAHWE (OT3BIE] 1

----- ©E INEKTPOHHBIE K. Cozpate

Mranopt
DuneTp

OBHOBWTE

e KoHTekcTHOE MEeHIO 00BeKTa

5.4.1 CO30AHME CIIMCKA
YToOBI cO31aTh CIVICOK OBEPEHHBIX CepTI MKATOB:

1. B mepese 371eMeHTOB IJIaBHOTO OKHa BblOepuTe pasmernn CImckm JoBepeHHBIX cepTudmKa-
TOB.

2. B KOHTeKcTHOe MeHIO 00beKTa (IIyHKT PeakTmpoBaTh W1t KOHTEKCTHOE MEHIO Ha CaMOM
pasziesie) WM Ha IIaHeJIV MHCTPYyMeHTOB BblOepuTe IyHKT Co3/aTh.

3. Otkpoetcsa Macrep co3gaHMsA cimcKka qoBepeHHBIX cepTudmkaros (CC). O3nakoMbTeCh
C TIOPSIKOM M TpeOOBaHVISIMM /IS CO3JaHMS CIIVICKA.

4. VI3 xpanwmia win darvia BeiOepute cepTrdmkars! Y1, K KOTOPBIM IOJDKHO OCYIIECTB-
JISTBCS JIOBEpUe:

LobaBuTh 1s... ¥YaaniTe ¥aaniTe Bce MpocMaTP...
Branio bl L} MCKa AOBEPEHHLIX CEPTHBMKATOE
dalina |
[ < Hazan ][ Lanee = ] [ OTmMeHa ]

s yopoinenus noucka ceptudmkaros «KpunrtoAPM» nossosisseT pwibTpoBaTh cep-
TUUKATEI B CIIVICKE I10 VX Ha3HAUeHUIO.
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HasHaqeH1e: [ﬂm:’ 'J Hacrpoute

«Mioboe >
< J10NOAHUTENEHEIE HASHAYEHWA =
CepTUdMKAT NPOBEPKK NOLMMHHOCTH KNWMEHTA

CepTUdMKaT Noanuol Koaa
Branenel | CeprTudmiaT 3alMTEl SNEKTPOHHON NoYTEl HH
Cermm ¢ CEPTUOUKAT NOAMMCH WITEMNE BPEMEHH
CepTuikaT nognuos OCSP oTEETa
2 Class 3 F cepridmrar IKEnocpeaHika IP-BesonacHocTi
Class 3 FHasHa4eHWA No NOAKMTHKE NOANUCH
Cupyrith?EiHa'-lEHMFl No NQAMTHKE WDpoBaHKA

demos—wﬂq

{55 DigiCert High Assu...
i Digt Certificate Au...
{57 Digt GOST Test CA

[ Digt Test CA i
=l e 4 oma
1 | i 3

[t | »

| 1
MpocMoTp [ HMMnopT... ] [‘:FcraHuE:MTb d:uanp]

5. [asee 3amojHWTe IONIOJIHUTEIbHBIE ITAPAMETPBI CIVCKA IOBEPEHHBIX CepTUQUKATOB:
VOeHTNUKATOP, TOPSIKOBBII HOMEpP, BpeMs [eVICTBMS CIMCKa HOoBepus 1 o0JIacTh VC-
HOJIB30BaHMs CepTUIKATOB B CIIMCKe (MIeHTUKATOP 1 OMVICAHHE).

MoeHTuduKaTop: 454545

MopAaKoBEIN HOMED: 0001

OeicteuTeneH ¢ 21.03.2013 * [[OJne: 28.03.2013

DRNacTb MCNoNEZ0BaHMA:

MoeHtudwatop (0ID)  OrcaHme

1.3.6.1.5.5.7.3.1 CepTHDMKET NPOBEPKM NOANMHHOCTH CEPBEDA

OobasuTs. .. YaanuTe ¥aanute sce

6. Ilpu HeoOXOIMMOCTVI BBl MOXKeTe IIOMIIVICATh CO3JaBaeMbIVI CIIVICOK JIOBEPEHHBIX cepTndm-

KaTOB 3JIeKTPOHHOV HOAMMCHIO. [Ij1 3TOro nocrasbTe pjiar HarpoTus cTpoku Ilogmmcars
Cnmcok goBepeHHBIX cepTHdMKaToB. [Ipr1 3TOM cTaHeT JocTyIeH paszerl, I1e Bbl CMOXeTe

yKasaTh HapaMmeTpbl noamvcy Crmcka 10BepeHHBIX cepTUdMKaTOB WIN B34Th IIapaMeTphl
3 TOTOBOVI HACTPOVIKIM HOMIIVC.
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MoanncaTte CNMooK 0BEpEHHEIX CEPTHDMKETOE
CepTUQMKAT ANA CO3AaHMA NoAMMo

Bnaneneyu cepTudukaTa: CH=0nbra OxoTiHa, 0 =digt,L=l7‘Ic:mr:ap—Dna,C =

XEelWw anropuTH: [MDE v]

BelbpaTe... ] [ MocHOTPETE ]

BzATE Mz HACTpokA:

7. Tlocre cbopa marHBIX HakMmTe T'oToBO 17151 3aBepiieHnss Mactepa cosmanmst CLC.

5.4.2 YCTAHOBKA CITVICKA B XPAHWIMIIIE
J1s ycTaHOBKM CHMCKa B XpaHWINIIE, HeoOXOAVMMO BBIIOJIHUTE OIlepalyio MMIIOpTa

CIIVICKA.
YT0OB! MMIIOPTUPOBATH CITUCOK:

1. B nmepese 351eMeHTOB IJIaBHOTO OKHa BbIOepuTe pasziesl CIMCcKY JO0BepeHHBIX cepTudmKa-
TOB.

2. B KOHTeKCTHOM MeHIO 00BbeKTa (IIyHKT PemakTupoBaTh 1111 KOHTEKCTHOEe MEHIO Ha CaMOM
pasiesie) WIV Ha ITaHeJI MHCTPYMEHTOB BbIOepuTe IyHKT VIMIIOpT.

3. Ortkpoertcd ctaHAapTHBIV guaior Macrep ycraHosku ceprudumkara 1 COC.

4. Beibepute mmmoptupyemsivt dparwt CIC (B popmare. stl):

MMA dalina Moo gHEIN AaHHEX

C:Wsers'user\Documentsitestidigt. s

DOpMET MOHET BbITh OAHMM M3 CREM YHOILLMX:
dain ceptudmkaTta - X, 509 (.CER, .CRT)
CoobweHne cTaHaapTa PKCS #7 (\P7B, .DER)
XpPaHUNWLLE CEPWMANM30BaHHEY CepTHdMKaToE (55T)
Main obMeHa nMYHoA MHbopMaLmen - PECS #12 (PFX, .P12)
DaEin McKa oT3biBa cepTudmkaTos (LCRL)
Dalin Mcka AoBepeHHelx cepTudukaTos (5TL, .CTL)

T2 OAMH MW HECKONBKO CEPTHMKETOE,
COC, nubo CAC HeneicTEMTENEHE SIS

5. Vkaxmre xpaHwmiIIe, KyAa OyIeT MMIIOPTUPOBaH CIVICOK JOBEpeHHBIX cepTUdMKaTOB.

K ) BbIEDETb THN XPaHMNMlla SETOMETHHECKH, HCXOOA M3 THNE AaHHBIX

(@) MPUHYAMTENBHD NOMECTMTE B CNEAYHOWEE XPEHUIWLLE:

[I‘Ipone:rﬁonHble LEHTPE! CEpTHbMKaLIAM v]

Crmckn JoBepeHHBIX cepTUUKATOB Bcerga HeOOXOOVMO YCTaHaBIMBaTh B CUCTEMHOE
xpaamuie ITpomMesxyTouHbIe HEeHTPHI cepTdMKaIINNA.
6. TIlocyte 3aBepireHNs onepanyy BO3HMKHeT coobrieHvie 00 ycrerntaoM mmmopte CIC.
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5.4.3 TIPOCMOTP MH®OPMAIIMM O CIIMCKE
B mipaBov manesn r1aBHOTO OKHa IOCTYITHaA Oa3oBas MHQOpPMAIIMs O CIIMCKax JOBepeHHBIX
cepTndMKaTOB:
e llpentuduxarop;
o Cpok menicreus CHC (mericTBuTesieH ¢ / AeVICTBUTEIIEH I10);
e  OO0acTit mpMMeHeHMs;
o CeptudukaT IOIIICHL.
1t mpocmoTpa monpobHoN nHpopMarmy o Crmcke T0BepeHHBIX cepTUQMKATOB, BbI-
HOJIHUTE CIIeAyToIIyie IIar:
1. BriGepure HeoOxommmbt CIC 13 crmcka, B KOHTEKCTHOM MeHIO OOBeKTa WIM Ha ITaHeIu
3aj1a4 BeIOepuTe ITyHKT CBOVICTBA:
2. Orkpoercsa popma c mHPopManmert o Cmcke JoBepeHHBIX cepTUdMKATOB:
e B3saxiagke Obmmme comepxuTcs ob1ias MHAPOpMaIVs 0 IpOCMaTPBAEMOM CIIVICKE:

Ofwwe | Crcok gosepus |

CBeeHHA O CNHCKE OOBEpHA CepTWhHKaToB

i "
'@IE 3TOT CMMCOK AOBEPMA CEPTUOMKATOE HE MMEET LyapoBoi
MOAMACH W HE MOKET BEITE NPOEEDEH,

Mane 3HEYEHME it

BEEDEMH V1

Bi{nn NHCKE 34003500 34003500 3400 3| =

BﬂumenDEaTeanblﬁ Homep 01

BﬂEﬁUBHTEHEH C 21mapTta 2013, 12:27:24

B.ﬁ.nrn:npmm cyfbekTa shal B

B.ﬂmrupmm aOTNEYaETKE shal -

1 | 1] 3
SHaYEHHE!

MpoBEpKa NOANMHHOCTH CEPEEDE

e Bsaximanke Crmcok moBepwus f1aeTcs 1ofpobHast mHoOpMaIins o KaXioM cepTudukare,
BXOZIAITEM B IIPOCMaTPVBAEMBIVI CIIVICOK.

5.4.4 ®OUIBTPALIVA CIIMCKA

Bbl MoxxeTe pryibTpoBaTh CMcKkm HoBepeHHbIX cepTudmkaTos (COC) mo ciremyromnmM ma-
pamMeTpam:

e U3JaTeslb;

e narta, ¢ kotopon CIC nenicTBuTesieH;

e nata, no koropyto C/IC nevicturesien;

e  UIEeHTUPUKATOP MUCIIOJIb30BaHMS;

e 0oOiacTh MpUMeHeHNs;

e cepTudMKaT IOIIVCH.

YT1o0bI OTPWITHTPOBATE CITVICKY [IOBEPEHHBIX CEPTUPVKATOB:

1. B pasperie Cmcku JoBepeHHBIX CepTMU@MKATOB BbIOepUITe MAIIKy C TeM TUIIOM CIIVICKOB,
KOTOpbIe HeoOXOmyMOo OTPWIIBTPOBaTh. B KOHTEKCTHOM MEHIO BbIOepuTe ITYHKT PUIbTp.
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2. B okne YcraHOBKa ¢pmIbTpa yCcTaHOBUTE ITapaMeTphl, TI0 KOTOPBIM HeoOXOIMMO 0ToOpaTh
Cac:

WMaeHTudmkaTop: | Nioboe bt |
[&Ta MznaHuA: |c.;..;.-|-3.,=-_-|-c|-33.-.,=_-r - | 10.03.2013
CRen yHoLLMA BeImycK: | NioBoe - |
OBNACTH MPUMEHEHIA: |J'Ircﬁne - |
CepTHRMKET NoLMMoA: | Nioboe - |

3. Cmmcok CC GyzmeT oTdmwiIbTpoBaH O YKa3aHHBIM BaMI IlapaMeTpaM.

4. BepHyTbCs K MICXOIHOMY CIIVICKY BBI MOXeTe, COpocuB PIIIBTP.

5.4.5

COPTMPOBKA CITVICKOB

B nmporpamme «KpunroAPM» peaszoBaHa BO3MOXXKHOCTb COPTUPOBATh CIIVICKU JIOBEpeH-

HBIX CepTUQPUKATOB B O0IIeM CIIVICKe.

CopTrpoBKa MOXET BBIITOJIHATHCS 110 CJIEAYIOIIVIM IlapaMeTpaM:

5.4.6

VnenTndukarop (MMs nsgaTesIs CIIMCKa OT3bIBa);

HaTa m3maHus (naTa, C KOTOPOVI HeVICTBUTEIIEH CHV[COK) ;
Crienyromui BBIITyCK (HaTa, 110 KOTOPYIO IeVICTBUTeJIeH CIIVICOK);
Ob6macTv npuMeHeHMs (MOEHTUMUKATOP VUCIIOIb30BAHVIA);
CeprudmxaT mogmmcu.

Waentudukarop | 4 [data wsgaHua % CResy Wi BeINycK OBnacty
3454545 21.03.2013 136155731
% Digt 25.03.2013 <BCe>
DKCIHOPT CIIMCKOB

ITporpaMma I1103BOJISIeT SKCIIOPTUPOBaTh CIMCKM JloBepeHHBIX cepTudukaTtos (CIC) B

XpaHVINIIIE.

YTOOBI 5KCITOPTUPOBATE CIIVICOK JJOBEPEHHBIX CepTUdPUKATOB:

1. B nepeBe 271eMeHTOB IVIaBHOTO OKHa BbIOepuTe pasfen CHMCcKM JOBEepeHHBIX cepTudmKa-

TOB.

2. B mpaBor aHe M IJIaBHOTO OKHa BBIIEIINTE CIVCOK (VIM TPYIITY CHVICKOB), KOTOPBIVI HeoO-

XOOVIMO SKCIIOPTUPOBaTh, B KOHTEKCTHOM MEHIO oOBeKTa Wiy Ha IaHe I 3aga4d BBI6€pVIT€

IYHKT DKCIIOPT.

3. Orkpoetcsi cTaHIapTHBIN Auajior MacTep 3KcIopTa cepTM@MKaTOB, ITO3BOJISIONINY Bbl-

Opartb sxcriopTupyemsint darut CAC.

4. Beepure nms daria Crmcka JoOBepeHHBIX cepTUdUKaTOB.

WMa dalina:

Ci\Usersiuser \Documents\testidigt. stl Chzop...
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5. B 3aximroueHmie BO3SHUKHET COO6H.I€HT/I€ 00 YCIIEITHOM 3KCIIOPTE CITMCKaA.

5.4.7 VYIOAJIEHME CIIMCKA

Cucrema 1o3BoJIsieT YOaISATh CIVCKY ToBepeHHBIX cepTudmkaros (CHC) 13 xpaHwmina.

YT0O6R! yAQIUTH CIIVICOK:

1. B mepese 371eMeHTOB IVIaBHOTO OKHa BbIOepuTe pasmest CIVCKY TOBEPEHHbBIX CepTU MKATOB.

2. B mpaBor maHe M IJIaBHOTO OKHA BBIZIE/INTE CTPOKY CO CIIMCKOM JI0BEPEHHBIX cepTudmKa-
TOB (I/IJIT/I rpyI1iry CHT/ICI(OB) ’ KOTOpBIVI HEOGXO,Z[T/IMO yaaJIinTb, B KOHTEKCTHOM MEHIO o0OBeKTa
VIV Ha IaHe IV MHCTPYMEeHTOB BbIOepuTe IyHKT Y IaJIUTh.

3. ITonTBepanTe pelieHve YOAJIVTh CITVICOK.

3. B wuryuae nmoaTBepXXaeHMs CIVCOK HOBEPEeHHbIX cepTrdMKaToB OyeT yaaleH U3 XpaHWIu-

mia.
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5.6 ONIEPALIVIV C KPMIITOIIPOBAVIIEPAMU

Kpunrroniposannep (CSP, Cryptographic Service Provider) — HesaBucuMBINI IIporpamMm-
HBIVI MOJIyJIb, MHTerpupoBaHHbEI B Windows m copgepxxarmiuit 6mbimmoTeky Kpumnrorpadude-
CKMX (PYHKIINV CO CTaHAapTM30BaHHBIM MHTepdericoM. Kpumnromnposariiep BBIIOIHSET Cile-
AyIolye Kpunrorpadmdeckme pyHKIINN:

e dopmupoBaHMe/IIpoBepKa 3J1eKTpoHHON noamvicy (2I1),

e 1mmdposaHMe MHPOPMALINY,

® XpaHeHMe KJII04erl Bcex TUIIOB.

Kpunroniposariiep mpefHasHaueH g aBTOpu3aliy, oOecriedeHMs KOHQMIEHIIMAIbHO-
CTV M FOPUAMYECKOV 3HAUMMOCTH JIeKTPOHHBIX JJOKYMEHTOB IIPY OOMeHe MMV MeX/Ty I10JIb30-
BaTeJIsIMI, KOHTPOJISL LIeJIOCTHOCTY MHMOpMaLVN 1 Ip.

JloCTyIIHBI CJIeyIolye orepaluy C KpUIITOIIpoBariepaMIt:

e IIpocMoOTp CBOVICTB KpUITOIIpOBariIepa

o  QwIpTpalysa KpUIITOIPOBaIepOB

OTu omepany MOXXHO BBIIIOJIHATh Uepe3 BepxXHee MeHIO INIaBHOro okHa Hacrponkmu >
Yupasiaenne HacTporikamu > Kpunironposarizgepel.

5.6.1 TIIPOCMOTP CBOVICTB KPUIITOITPOBAVI[IEPA
YT006BI MPOCMOTpPETh CBOVICTBA KPUIITOITpOBariiepa:
1. Ha BepxHer 11aHe M IJIaBHOTO OKHA OTKpOWVTe MyHKT MeHI0 Hacrporikn > Ypasienue
HacTpovikamy > Kpunronposariaepsl. B mpasoit maHei riiaBHOro 0KHa 0ToOpasuTcs
IIOJIHBIVI IIEpeYeHb KPUIITOIIPOBAaNIEPOB, YCTaHOBJIEHHBIX B OIIEPaLlIOHHOV CHICTEME.
[1J1s1 mpocMoTpa CBOVICTBa KPUIITOITpOBarjiepa BbioepuTe HeOOXOIMMBIVE KPUIITOIIPO-
BaviZlep U3 CIIMCKa ¥ B KOHTEKCTHOM MeHIO 0ObeKTa VIV Ha IIaHeIVl MTHCTPYyMEeHTOB BbI-
6epure nmynkT CBovicTBa.
€ Mapamerpe: X1

=+ HacTpoliku PazpelleHHble
- Oflume

B CNWCKe paspeleHHEIX KpMMTONPOBaaepoE oTo0PEKaETCA NEPEYEHE
KPMNTONPOBAMAEPOE, M3 YMCNE YCTAHOENEHHEIX B ONEPaLMOHHON cHCTeME,
o MapamMeTpel NPOKCH-CEpEEpa MENONb30BEHME KOTOPLIX PA3PELIEH0 COOTEETCTEYIOWEN NMUEH3Mel,

. Browser plug-in

[=)- CnpasoyHMKIA
HazHaueHHa cepTHdMKaTa

e HazHaYeHMA NoanmMod

E-Kpunonposaitaepel WMMA KpunTonposaiaepa
- PaspeleHHble

. YTEHOBREHHLIE G Aktiv ruToken CSP v1.0
- Mpodani ™ eToken Base Cryptographic Provider
[ Microsoft Base Cryptographic Provider v1.0
[E¥lMicrosoft Base DSS Cryptographic Provider
[EElMicrosoft Enhanced Cryptographic Provider v1.0
[E#Microsoft Enhanced R5A and AES Cryptographic Provider
B Microsoft Strong Cryptographic Provider
EflRutoken ECP
Bl eToken GOST
¥ OpenssL RSA

QK ] [ OTMeHa ] [ MpHMEHNTE
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2. Ortkpoertcs okHo [TapameTprl KpunrTonposaraepa. Vindopmarlins 1o cBovicTBaM
KpuIITOIpoBariiepa IpejicTas/ieHa 3 3aKjIaiKaMu:
e OcnoBHas nHMOpMaIs;
e KiroueBble KOHTEVIHEPE;
e  AJITOPUTMBEI.
1) OcHoBHas MHPOpPMaLS;
3ak1ajiKa Coflep>XUT TaKue JJaHHbIe, KaK VM IIpoBaviiepa, TUII IIpoBariiepa ¥ HoMep THIIa.

r '

OcHOBHEA MHPOPMALIA |r{nro-|esble KOHTENHEDE | ANroprTMEl |

WMA kpunTonpoBaioepa:  aanmarlie i gies R |

Tun kpunTonposaliaepa:  RSA Full (Signature and Key Exchange)

| Homep Thna: 1

[ QK J[ OTMeHa ]

2) KittoueBble KOHTeVIHEPBI;

3aKIajiKa cComep>KUT TaKye TaHHble, KaK MM IIpoBarifiepa, TUIL IpoBariiepa 1 HoMep THUIIa

ITpu dpopmMupoBaHNY 3aKPEITHIE KITFOUM 3allVICBIBAIOTCA Ha KITFOYeBOVI HOCUTEJIb (KITF0YeBOTl
KOHTeVHep).

KimroueBoit KoHTeIHep MOXeT cofiepKaThb:

e  KITIOY HOTIVICY;

e KIIOY HIMpoBaHMS;

e  KITIOU HOAIIVCY ¥ KITIOY I POBaHMS OJHOBPEMEHHO.

JononHUTeIbHO KIII0YeBOV KOHTeVHep COepXUT Iy KeOHyIo MHQOpMaIlno, Heobxoau-
MyIo WIS obecriedeHMs: KpUIITOrpadpMUecKOV 3aIllAThl KITIOUeV, X IIeJIOCTHOCTM M T. IL
KaxipIt KoHTeliHep (He3aBMCUMO OT TUIIa HOCUTeJIsI) SIBJISeTCs ITOJTHOCTBIO CAaMOCTOSTe IbHBIM
VI COIEPKUT BCIO HeOOXOIVMYIO MH(MOPMaIVIO T pabOThHI KaK C cCaMM KOHTETHePOM, TaK ¥ C
3aKPBITBIMU (M COOTBETCTBYOIIVIMY VM OTKPBITBIMM) KITFOUaMIA.
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| CCHOBHAA MHDOPMALYAA | KnioHeskle KOHTeAHEPEI |AnrupHTMb||

MMA KOHTEMHEPS

F= 347eeebs-ddoc-4a06-acdf-363759¢27ca
FE c04531453-1fd2-4b28-9ca2-772223a23bal
l:'-'; 3dcdoha2-73e0-4f84-8660-9395a9542 381
IF Microsoft Enhanced Cryptographic Provider v1.0
F= ofbfadch-34eb-44a0-ae0a-feab 78 1455¢d
FE 259f4179-d3c2-4729-972f-abf031782d6a
FE 63196759c327-40a4-86cf-a80ea529450d

B srom 3axitazke BBl TakKe MOXeT YHAISATh KIloUeBble KOHTeIHephl. [IJ1g 3Toro BeIOepuTe
KOHTeVTHep, KOTOPBII HEOOXOAMMO YHaJINTh, VI IeJIKHITe Ha HeM IIPaBOVI KJIABMIIIEVI MBIIIIVL:

BbIOepuTe YaanuTe OTKpoeTcs OKHO C IIpeyIpexXaeHVeM.

| CCcHOBHEA MHBOPHaLIMA | KioueERIE KOHTEIAHEDBI | ANropdTHbI

MMA KOHTENHEPS
P:E 347eech8-ddic-4al6-acdf-36375e9c27ca
I:ILE c0481453-1fd9-4b 28-9ca 2-772223a23bal

¥ganuTte KoHTelHED

Obpamume Buumanue, umo npu yoalreHuu xoHmeixepa BoccmarnoBums kaoueByio napy

0ydem HeBo3MOKHO.

ITogTBepanTe CBOE pellleHye:
r

=)

BHumanme!!!

. Cefvac BygyT yaaneHsl koHTeRAHep(bl)
@ - 347 ecebB-dd0c-4al6-acdf-36375e0c27 ca
- c0481453-1Fd9-4b28-9cal-T72223323bal
- 3dcdchb2-73e9-4f84-866.-9395a954 2381

Mocne yaaneHna KOHTEAHEDE Bbl HE CMOMETE BOCCTAHOBNTE KHIHM,
MpoacnxnTte?

' fe | [ ter |

KiroueBoit koHTelIHep OyzeT yhasieH 13 oOIIero CrycKa st BBIOpaHHOTO KPUITTOIIPOBari-

mepa.
3) AJIropuTM™MBIL;
3axsTamKa comep KT MHMPOPMAIINIO 00 VCIIONIb3yeMBIX aJIFOPUTMAX:
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| OCHOBHAR MHOPHALIMA | KNHYEBRIE KOHTEHHEDRI | ANropUTHE!
KopoTkoe UMA ... THA anropuTHa OndH. .. MuHW... Makc... [QAMHHOE MMA SNropuTHE
GOST 28147-89 LUndpoBaHMe 256 256 256 GOST 28147-89
GOSTR 34.11-94  XswwpoBaHwe 256 256 256 GOSTR 34,1194
HMAC GOST 281... X3wMpoBaHWe 32 32 32 HMAC GOST 23147-89
DiffieHellman EL~ ObmMeH knroqamm 512 512 512 Diffie-Hellman EL
DiffieHellman EL ~ OfGmMeH kntodamm 512 512 512 Diffie-Hellman EL
GOSTR 34.10-2.,. 2N 512 512 512 GOST R 34, 10-2001

5.6.2 ®WIBTPALIMA KPUIITOIIPOBAVIZIEPOB
YT006BI OTPWIIBTPOBATH KPUIITOIIPOBaIePhl B CIVICKE 110 IMEHM:
1. Ha BepxHert 1taHeIV IJIaBHOTO OKHa OTKponTe NyHKT MeHIo Hacrporikm > Ynpasieane
HacTpovikamu > Kpunronposarimeps! > BbIOepuTe MManKy ¢ TeM THUIIOM OOBeKTOB, KO-
TOpble HeoOXOo[MO OTWIBTPOBaTh. B KOHTEKCTHOM MeHIO BbIOepuTe ITyHKT @uiIbTp.
2. B okHe YcraHOBKa ¢miIbTpa yCTaHOBUTE IlapaMeTp, II0 KOTOPbIM HeoOXOmyuMmo
0TOOpaTh KPUIITOIIPOBaIEePHL:

MMA KpMNTONpOBaMAEpa: [Ha'-IMHEETr_ﬂ C v] Microsoft

5.7 ONEPALIMV CO CLIPABOYHUKAMM HASHAUYEHUM (ITIOJIMTUK) CEPTUOUKATA

ITporpamma «KpuntoAPM» mo3sossieT 100aBUTh K CO3/IaBaeMOoVi IIOAIINCY VIV cepTudu-
KaTy MHGOPpMAIVMIO O ero HasHauYeHU!, HalpuMep, rpud corsiacoBanms, Tpud yTBepXKaeHWs 1
T.IL

C nmomorneio rrporpammbl «KpuntoAPM» B ciipaBodHMKe BBl MOXKeTe:

o CosgaBaTh HOBble Ha3HaUYeHMs ITOAIINCETT;

e IIpocmaTpuBaTh CBOVICTBA Ha3HAYeHWIL;

e  ODwIbTpoBaTh Ha3HAYeHMS B CIIVICKE.

o CoprupoBaTh Ha3HaYeHS

e VIMnopTupoBaTh Ha3Ha4YeHs;

e DKCIOPTUpPOBaTh Ha3HAYEHMS,;

e VnansaTe Ha3zHaueHVs ITONTIVICET.

DTU omnepanyuy MOXXHO BBIIOJIHATE depe3 BepxHee MeHIO IlaBHoro okHa Hacrponku >
YupasneHne HacTporiKamy > CIIpaBOYHMKIL:

&) MNapamerpel @

=) HacTpasitm CnpaBoYHHKK

- PEXMMEI Mporpamma «punToAPM: No3BonAeT 400aBUTE K CO3AABAEMON NOAMACH MW

MapaMET b MPOKCA-CEPBEDa CEPTUHMKETY MHDOPMELYAKD O Er0 HASHEYEHMM, HENPMMED, PG COrNECOBaHWA, rpid
YTEEMHAEHWAA 1 T.M.

-Browser plug-in

E'" C noMolwbro nporpammel <KpunToAPM» B CNpaBOYHMKE Bbl MOMETE:
i~ HasHaueHus cepTudukaTa - COZASBETE W YAGNATE HESHSYEHWA NOANMCEN;
‘.- HasHaYEHWA NoAMoH - NPOCMATPHEATE CBOMCTEA HASHAYEHMI;

- dJMJ'IbTDDEIEITb W COPTUPOBATH HasHa4YeEHWA B MWCKE;

= KpunTonpoeaiaepe
[-Kp P asp - MMNOPTUPOEATE W SKCTIOPTHROBATE HAZHAYEHWS,

i PaspeleHHEIE
e YETEHOBNEHHEIS NoapofiHes off oNepaLmax co PEBOYHMKEMA Bl MOXETE Y3HETE B DYKOB0ACTEES
-~ Mpodwmn Nonb30BaTENs,
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Yro0bI CO3JaTb HOBOE€ Ha3zHadYeHVe CepTT/[q)VIKaTa TUIW ITOOIIVICAL:

1. B BepxHem MeHIO ITIaBHOTO OKHa BbIOepuTe HacTpovikm > YmpasieHne HacTpoyiKamMu >

CHPaBO‘IHIfIKI/I > HazHaueHus cemeanaTOB 1A ,ZLO6aB.TIeHT/ISI Ha3Ha4dYeHVIA CepTT/ICpT/IKaTa

wmm CrnpaBounnknu > HasHadyeHMsa momnmcy U1 Jo0aBieHNsT HasHadYeHMs Moammicy. B

HpaBOVI YJacT OKHa OT06pa3VITC$[ CIIMCOK yCTaHOBJIEHHBIX Ha3HaYeHWU:

HazHauenus ceptudmukata

0ID (object identifier) — MoeHTUIMKATOP, KOTOPEIA NOSBEONAET ONPEAENUTE HAZHEHYEHME
CEpTHDMKETE. B A8HHOM CMCKE MOEHTHDMKETODOE Bbl MMEETE BOSMOMHOCTE HE TOMBKD
WX MPOCMETPUBETL, PUNLTPOBATL, COPTUMPOEATE, & TAKIKE MMNOPTHPOBAThL 1
3KCNOPTHMPOBETE, HO M COSASBATH HOBLIE,

EIREN|ER

MaeHTuduraTop (OID)

[04] 1.3.6.1.5.5.7.3.1
[01] 1.3.6,1.5.5.7.3.2
[04] 1,3.6.1.5.5.7.3.3
[0] 1.3.6.1.5.5.7.3.4
[01]1,3.6.1.5.5.7.3.8
[01]1,3,6.1.5.5.7.3.9
[01]1,3.6.1.5.5.8.2.2

HazHauyeHwns nognucu

HawuMeHoBaHKe

CepTHMHUKET NPOBEPKK NOQNMHHOCTH CEPEEPa
CepTHQMKET NPOEEDKK NOAMMHHOCTH KAMEHTS
CepTHQMKET NoOANMCK Koaa

CepTHMHMKET SEWMTEl 3NEKTPOHHON NoYTh
CepTHMEMKET NOANMOA WTEMNE BREMEHM
CepTuhukaT nognuos OCSP oTEeTa
CepTuiukaTt IKE-nocpeanuka IP-De3onacHocTi

UL I

0ID (object identifier) — MoeHTUIMKATOP, KOTOPEIA NOSBEONAET ONPEAENUTE HAZHEHYEHME
noanyuod, B 4aHHoM CMCKE MAEHTUGMKSTOPOE Bl MMESTE BOSMOMHOCTE HE TOMBKD MX
MPOCMETPMESTE, GMNETPOBETL, COPTMPOEETE, & TAKMKE MMNOPTUPOEaTE W
3KCNOPTHMPOBETE, HO M COSASBATH HOBLIE,

8] )|k

MaeHTudukaTop (OID)

[04] 1.2.643.6.3.1.0
[01] 1.2.643.6.3.1.1
[01] 1.2.643.6.3.1.2
[01] 1,2,643.6.3.1.3
[01] 1.2.643.6.3. 1.4
[01] 1,2,643.6.3.1.5

HanMeHoBaHKe

CosgaHue
HMcnpaeneHo
J3HaKoMneH
CornacosaHo
MoanucaHo
YTEEDMASHD

2. Uto0nI CO34aTh HOBO€ Ha3Haud€eHMe, B KOHTEKCTHOM MEHIO pa3s/eila BBI6epT/[Te ITYHKT Co-

34aTh HOBO€ Ha3HaY€HNMeE IV Ha ITaHeJIN MHCTPYMEHTOB Co3nmars:
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=) CrpaBo4HMKN SKCNOPTHPOBATE, HO M CO343BaTh HOBLIE,

HasHa4eHua cepTHdMKaTE
EEERE

_ HasHa4eHA Noaniod
=+ KpunTonposaitneps
i e PaspeleHHse

WMaoeHtudmraTtop (0ID) HauMeHoBaHWe
- ¥ CTAHOBENEHHbIE
..... HacTpoiir (4] 1.2.643.6.3. 1.0 Cozmamie

[01] 1.2.643.6.3. 1.1 WorpasneHo

[01] 1.2.643.6.3. 1.2 OsHaKoMnEH

@] 1.2.643.6.3.1.3 CornacosaHo

[01] 1.2,643.6.3. 1.4 MognvcaHo

[01] 1.2.643.6.3. 1.5 YTBEpHAEHD

Co3gaTh HOBOE HA3HAYEHME
Mranocpr

4
JkcnopT

CJBHOBWTE

3. TlosBuTcs OKHO BBOAA MapaMeTpoB MOIUTUKN. Beemure naenTudmkarop (OID) u ero omnm-
caHue:

Mapametpsl maeHTudukatopa (OID) ﬁ

WaeHTndwkatop (OID):  1.3.6.1.5.5.7.3.1]

CNMCEHKE: CepTuiKaT X509, MMEMDWMA 3EKPEITEIA KDY

[ Ok ] [ Cancel

e

4. B crpaBOYHVK Ha3HaYeHW T00aBUTCS HOBAs 3aIIVCh.

5.7.2 IIPOCMOTP CBOVICTB HA3HAUEHVISI
YroObI mpocMmoTpeTh cBoricTBa OlD-a:

1. B BepxHeM MeHIO I7IaBHOTO OKHa BbIOepuTe HacTpoviku > YrpasieHne HacTpoiKkamm >
Cnpasouynnknu > HasHauenns cepTndmMKaTOB [1JI1 IPOCMOTpa CBOVICTB Ha3HaYeHMs cep-
Tdmkara win CrapaBouHnkyu > HazHaueHMs Hoamnmcu 1 IIpOCMOTpa CBOVICTB Ha3Hayde-
HVS IIOAINCH. B IpaBovi maHem I1aBHOTO OKHa 0TOOPa3sUTCs CIIMCOK YCTaHOBJIEHHBIX
Ha3HadeHMI cepTndmKaToB. YTOOB IIPOCMOTpPETH CBOVICTBA Ha3HAUEHMS cepTrdmKaTa,
BbIOepUITE ero 13 CIVCKa, B KOHTEKCTHOM MeHIO OOBbeKTa VIV Ha IlaHeJIV MHCTPYMEHTOB
BeIOepuTe MyHKT CBOVICTBA:

MaeHTudukarop (OID) HamMeHoBaH1E
¥aanuTte
McnpaeneHo
Jxcnopt OIZHAKOMNEH
CeoAcTEa CornacoBaHo
COBHOBWTE MoanmcaHo
YTEEDMASHD
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2. TosBurcst okHo IlapaMeTpsI IOIUTHUKYM, B KOTOPOM OTOOpasuTcs MHAPOpMALVS O UIeH-
tuduxarope (OID) 1 ero onvicanme:

Mapametpol naeHTUdmkaTopa (CID) ﬁ

WMaexTudmkaTtop (OI0):  1.3.6.1.53.5.8.2.2

OnK1caHKe: CepTuimkaT IKE-nocpeanvka IP-0e3onacHocTi

Ok ] I Cancel

L

5.7.3 ®OUIbTPALVISI HABHAUEHWV
Bbl MoXxeTe pwIbTpOBaTh Ha3HaUEHN B CIIVICKE I10 CIAYIOUIMM ITapaMeTpaM:

e wupenTudmKaTop ceptndmkara (OID)
e HalMeHOBaHNe
[t TOoro 4To0OBI OTPMIPTPOBATh Ha3HAUEHVISI CePTUUKATOB!

1. B BepxHeMm MeHro miaBHOro okHa Hacrpovikm > Ynpasienne Hacrpovikamm > Crnpapod-
HuKM > HasHadyenns ceptudmkaros win B pasaerne Cnpasounukyu > HasHaueHus moa-
MVCH B KOHTEKCTHOM MEHIO BblOepuTe IIYHKT PujIbTp.

2. B oxHe YcraHOBKa dwmIbTpa yKaXuTe MMapaMeTphl, IO KOTOPBIM HEOOXOAMMO OTOOpaTh

Ha3Ha4YeHMsI:

WaeHTudmaTop (OID): ICDQTBETUWET - I 1.3.6.1.5.5.8.2.2

HalMEHDEEHME ! Iﬂmﬁne - I

5.74 COPTUPOBKA HA3SHAUEHMM B CITMICKE

B mporpamme «KpunroAPM» peanm3oBaHa BO3MOXHOCTb COPTMPOBaTh Ha3HadYeHMs B
CIIpaBOYHVIKE.

CopTrpoBKa MOXXET BBIIOJIHATHCS I10 CJICAYFOIIVIM IIapaMeTpaM:

o upgenTudukarop (OID)

e HaVMeHOBaHNe Ha3Ha4YeHU

T Waentudukatop (0ID) HawnmeHoBaHME
[e4]1.361.558.2.2 Ceptrdgmeat IKE-nocpeanuia IP-GezonacHoctn
[02]1.36.1.5.57.39 Ceptrdmeat nognuew OCSP oTeeTa
[e4]1.351.557.38 CepTudueaT NognucK LWTamna EpemeHi
[F4]1.361.557.34 CepTrdrKaT 3aLpTel INEKTPOHHOA NOYTEI
[04]1,36.1.557.3.3 CepTUdueaT nognucK Koaa
[F4]1.361.557.3.2 CepTudMKaT NpoEEpKY NOANMHHOCTH KNWEHTS
(02136155731 CepTrdrKaT NpoEEpKN NOAAMHHCCTH CEPBERE

5.7.5 VIMIIOPT HASHAYEHWA
YT1oObI MMIIOPTUPOBaTh Ha3HaUeHMe cepTudmKara B popmare .xml:
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1. B BepxHeMm MeHIO IJITaBHOTO OKHa BbiOepuTe HacTpoviku > YrpassieHne HcaTpyioKamu >
CnpasBounnkyu CnpaBouHuky > HasHadeHMs1 cepTmdMKaTOB U1 IMIIOpTa Ha3HaYeHM
ceprudmkaros win CnpaBounuku > HasHaueHnsa moammcu [1j1d MMIIOpTa Ha3sHaYeHUT
nofnvcy. B mpasovt maHe s rj1aBHOro OKHa 0TOOpasmUTCs CIIVICOK yCTaHOBJIEHHBIX Ha3Have-
Hu1. YTOOBI MMIIOPTHPOBaTh Ha3HaUYeHMe, Ha TaHeJIV MHCTPYMEHTOB BbIOepiTe ITyHKT
Mmmopr.

2. B okne nposogHmKa Beioepute darwi ¢ OID B popmare .xml

3. B cmpaBouHMK HasHaueHMV OyJeT MMIIOPTUMPOBAHO HOBOe Ha3HavYeHMe.

5.7.6 DKCHOPT HABHAUEHWMSI
Y008I 3KCITIOPTHMPOBATh Ha3HaUeHMe cepTrdrKaTa B popMare .xml:

1. B BepxHeM MeHIO IJIlaBHOTO OKHa BbiObepure Hacrpornikm > YnpasieHne HacTpoviKamu >
Cnpasounnknu Crnpapounuku > HasHauennsa cepTndmKaToB I 9KCIIOpTa Ha3HaYeHW
ceprudmkaros win CrnpaBouHnky > HasHaveHms moammcy I SKCIOpTa Ha3Ha4YeHUN
nopamnmcu. B mpasovt maHe IJ1aBHOTO OKHa OTOOpasuTCs CIVICOK yCTaHOB/IEHHBIX HazHaue-
Hui. YTOOBI 3KCIIOPTMpPOBaTh Ha3HaueHMe (VWM TPYIILy Ha3Ha4yeHWIT), BEIOepuUTe ero 13
crmcka. B KOHTeKCTHOM MeHIO 0ObeKTa IV Ha IaHeIM MHCTPYMEHTOB BbIOepuTe ITyHKT
DKCHopT:

2. B okHe mpoBOgHMKA BBeIUTe MM 3KcHIopTpyeMoro darwia c OID

3. Hasnauenme ceptudmkara Oyner skcriopTrposaHo B dar ¢ OID B popmare .xml.

Bbl MoxeTe 3KCHOPTHpPOBATh Cpa3y BCe HasHadeHMs, I 3TOTO B KOHTEKCTHOM MeHIO Ha
pasneite Hasnauenmst ceprudmkara/HasHauennsa mommmen wiv Ha HaHeIV MHCTPYMEHTOB

BbIOepUITE IYHKT DKCIIOPT.

¥ | Ipu 0onoBpementom sxcnopme Beex U HeckoAbKUX Ha3HAueHuil, 6ydem co30aBamucs 00un
1 .xml ¢patin, codepxcaujuii Bce skcnopmupyeMole HASHAUEHU.

5.7.7 YIOAJTEHUE HA3HAYEHWMSI
YToOB! yaaimTh Ha3HadUeHVe cepTidKaTa 13 CIIpaBOYHMIKA:

1. B BepxHeM MeHIO ITIaBHOTO OKHa BbIOepuTe HacTpovikm > YmpasieHne HacTpoviKaMu >
Cnpasounukn > HasHaveHus cepTmdMKaTOB 114 y1ajleHUsl HasHadeHMs cepTuduKaToB
1793148 CHpaBO‘IHI/IKI/I > Ha3sHaueHmusa IIOOIIVICH J1JIA y;:l',aJ'IeHI/ISI Ha3HadveHWMA ITOAIIVICIL. B Hpa—
BOVI IIaHeJIV IJIABHOTO OKHA OTOOPa3smMTCs CIVMCOK YCTaHOBJIEHHBIX Ha3HadeHUII. Bribepure
Ha3Ha4yeHue (I/U'H/I prnHy Ha3HaLIeHI/IT7[) M3 CIINMCKa, B KOHTeKCTHOM MEHIO 061>e1<Ta VI Ha
IIaHeJ I I/IHCTPYMGHTOB BBI6epVITe HYHKT Y,uanwrb.

2. Ha 3anpoc CICTEMBI HO):[TBep)Z[I/ITe CBOe peLHeHVIe.

3. BriOpaHHOe Ha3HadeHVe OyIeT yIajeHo 13 CIIPAaBOYHIKA Ha3HaAYeHNI CepTIVKATOB.

5.8 OMNEPALIMM C KITFOUEBBIMU HOCUTEISIMU

C momomipio mporpammbl «KpunrtoAPM CranpgapT» BBl MOXeTe MHOAK/IIoYaThb OT4yXKIIae-
Mble KJII0UeBble HOCUTEJIV VI IMIIOPTVPOBaTh CePTU@MKATHI C HMX B JIMYHOe XPpaHWINIIE I10JIb-
30BaTeJIs.

Ha ceronnsiHmi 1eHb paboTa ¢ oTaykaaeMbIMi HocuTeaMu depes «KpunrroAPM» pea-
mmsoBaHa Tosibko s «Kpunrollpo CSP» n «KpunroITPO YOK CSP». PaboTaTk ¢ oTuyxaae-
MBIMV HOCUTeJISIMU, VCIIOJIb3Yysl ApyTue KpUIITOIpoBariepsl (HampuMmep, cTaHgapTHble Win-
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dows), BBl MOXeTe, HO TOJIbKO Uepe3 CpeficTBa CaMOro KpUIITOIIpoBarifiepa (a He IIporpaMMbl

«KpunroAPM»).

B JepeBe IJIaBHOI'oO OKHa OTKpOI;ITe paseil 3JI€KTp0HHI>I€ KJTIO4YM.

& KpuntoAPM

:.IEI$|

sy
.

= El

Mognucate [MNposepute 3N Wndpoeate Pacwwdgposate

®aiin  MNpodunn  Hacrpobikn  Momowes

o

"

oun BT

&

CJBHOBWTE

=] Ceptudukars

[ﬁ Cnucok akkpeauToeaHHex YL
-/ 3anpocel va cepTudukar

CrnWcKK oT3bIEA CEPTUMKATOR

|
] BJ'IEI'.'I'PDHHI:IE ENHIYH

A NuyHoe xpaHuarwe cepTUdHKaTOR

D) Ceprudmkarel gpyrux nonesosateneil

) NpomexyTounsie ueHTpel cepTndmkaln
-{Z] Aoeepennbie kopHesbie LEHTPLI CepTMdMKALMI
A Ceptudmeatel gomeda digtlocal

{2 3anpocel Ha nonyuenmne cepTndnkara
AT 3anpocel HA aHHYAMPOBaHNE (OT3BIB) cepTUdn

% Cnuckn JoBEpEHHB CEPTUDMKATOE

4 Brnageney ceptudmiara

BcraBbTe KiIFOUEBOVI HOCUTEIIB U cIeAyViTe yKasaHvsaM [lomormHmka:

Hocure...

1. Ha mepBoM I11are 03HaKOMbBTECh C IIOPSIKOM ¥ TPeOOBaHWMAMM K IMOIKTIOUEHMIO OTUyXKae-

Moro Hocuterrst. Haxwyure llanee.

2. B wrenyromieM okHe BbIOepMTe TUII KPUIITOIIpOBariepa 1 KIIIOUeBOro HocuTelIs. B kauecTse

KJTFOYEeBOT'O HOCUTeJII MOXKeT BBICTYIIaTh JIMCKeTa win cMapT-KapTa/USB Token. [Iiig mpo-

HOJDKEHVA BCTaBbTe HOCUTEJIb I Ha’)KaTbh KHOIIKY Hanee.

3. BribGepure B crivicke KOHTeVTHEpOB cepTU@MKATBI ISl YCTaHOBKM. Bbl MOXXeTe IpocMOTpeTh

vH@OpMarIo o ceprudmKare, BbIOpaB KOHTEVIHEP 1 HaXkaB Ha KHOIIKY IIpocmoTpeTs cep-

TI/ICI)I/IKaT B KOHTEﬁHepe. D;)'ISI 3aBeplIeHV: ollepalii HaXKMITe Ha KHOIIKY T'oToBo.

CrMCoK KOHTERHEPOE

Mma

KoHTeliHep 02
KoHTemnep 03
KoHTefnep 04
KoHTeRHep 05
KoHTelHep 06
KoHTelHep 07

MaeHTdMKETOp

KoHTelnep 01  952232c5-9328-4835-91de-4d9677dafa87

032f2c10-99d 3-4fch-h352-3b8049748fd 1
3335e4a8-3402-9bb7-8135-bab90b 143ca7
ad36ddI8-3362-43e6-96ea -7 2353 9dc 56039
7ab683a68-85bb-4cd3-8a53-3fanaTebath2
ruToken2

589f39d7-96f0-4d13-b353-9a54 218 7 2fad

MNpoMOTPETE CEPTUMKAT B KOHTEAHEDE

4. TTpu obpaleHNN K KOHTEVIHEPY BBEIMUTE Pin-KO7I.

5. ):[anee BO3HVIKHET OKHO C Pe3yJIbTaTOM BBIIIOJIHEHVIA OIl€parii. Brr moxeTe IIPOCMOTPETDb

JONOIHUTEIBHYI0 MH(OPMAIMIO O cTaTyce MMIIOpTa cepTUdUKaTOB C OTYYXKIaeMOro Ho-

CuTeJIs, Ha’)KaB Ha KHOIIKY HeTaJ’II/I.
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F '1

PE3}"."II:TET NoAKAYEHMA OTUYRAIEMOTD HOCHMTEAA

@ Yanex SaKpbITE

I:l MoaknoYKTe ILI'IEJ:I.'}'}GLLI.HH HOCMTEND JeTany ==

I

. = =
6. B oxHe pesysbTaTa BBIIOJIHEHMsI OIlepallyiii MOXHO IIPOCMOTpeTh JXypHaJl orepanuii. B
cjlydae BO3HMKHOBEHVS 3aMeJaHNIl, X MOXXHO VCIIPaBUTh, BEIOpaB MX B XypHaJle I HaXaB

Ha KHOIIKY VICI‘IP&BI’ITB.

KMma CTaTyC NoOAKMOHYEHHA KNKHEBoro HOCMTENA

QI{DHTEHHEp 04 HKoHTeMHED HE COAEMHWT CepTHDMKAETS
QKDHTEHHEp 05 HKoHTEMHED HE COAEQMMT CEPTHDMKATA ‘—-

KOoHTEAHED HE COOEPMMT CEPTHMHMKETA
CaMonoanMCaHHEIN CEpTUQMKAT HE YCTaHOBNEH B KopHe, . . |l

QKDHTEHHEp 06

1 | 1] r
Onepauma Cratyc
@MHmumanmauym npoEaiaepa YomewHo
@nDHFHEHHE KJHOUE M3 KOHTERHEDS YonewHo
@I‘IDnquHME CEPTUDMKATE M3 KOHTERHEDS YonewHo
@‘:’v_—raﬂnsma CEPTUDMKETE B NMMYHOE XPaHUMMLLE CepTudmkaT v...
c!l'l‘}fv_—raﬂnsrca CEPTUDMKETE B KOPHEBOE XPEHWMLLE CamMonoanucaH. ..
[ MpocMOTPETE CEPTUGMKAT ] [ WcmpasuTe ]

7. YToOBI 3aKpBITh OKHO pe3yJIbTaTa BHIIIOJIHEHMS OIlepaluy, HaKMIUTe Ha KHOIKY 3aKpbITh.
YTOOB! HOOKITIOUNTD CIIEAYIOMINTI OTUYXKIaeMbII HOCUTeIIb, ITocTaBbTe dtar [logkTrounTe
CJIeAyIOmIMII HocuTesIb. [Ipy HakaTuyt Ha KHOIIKY 3aKpbhITh BHOBb OTKPOETCSI MacTep IO/I-

KIIIO4YeHM: 0TIy KIIa€MOI'O HOCUTEIIA.

¥ MmnopmupoBannsiil ¢ katoueBoeo Hocumess cepmugpurant MoxHo HpocMompents 6 AUUHOM
——  xpanusuuge cepmupurxamo8 nosvsobamens.

5.9 PABOTA C 3JIEKTPOHHOM ITIOONVCHIO (I11)

5.9.1 BVI,U,I:I DJIEKTPOHHBIX HOHHI/ICEVI
B ®enepasibHOM 3ak0He Poccuiickoit @eneparyu ot 6 ampesst 2011 r. N 63-D3 "O6 aek-
TPOHHOV IoAImcKu" B cTaTbe 5 «Bubl 27IeKTpOHHBIX HOAMIICEN» OMVCAHBL BUABL 3JIEKTPOHHBIX

TIOMIIIVICEN Y MX OTJINMYMTe IbHbIe IIPU3HAKN.

1. BuzaMu 371eKTpOHHBIX MHOIINCeT], OTHOIIeHNsI B 00J1acTV MCIIOJIb30BaHMs KOTOPBIX pe-
rysmpyroTcs HactosiyM PefepaibHBIM 3aKOHOM, SBJISIOTCS IIpOCTas 2J1eKTpOHHasl IOAIINCE 1
yCWIeHHas 3JIeKTpOHHasd IIO[NNCh. PasjmmuaroTcs ycwieHHas HeKBaJIMPUIIMPOBaHHas 3JIeK-
TPOHHAas HOAINCH (Hajiee - HeKBaIMPUIMpOBaHHasl 2JIeKTPOHHAs IOJINCh) M yCVJIeHHas KBa-
mduIMpoBaHHas JIeKTPOHHAas MOAINCH (ajlee - KBaIMUITMpOBaHHas 3JIeKTpOHHas II0fI-

IIVICB).
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2. IIpocTovt 37IeKTPOHHOV MOANMCEHIO SBJIseTCs JIeKTPOHHas MOANNCh, KOTopas ITocpe-
CTBOM WCIIOJIb30BaHMs KOJIOB, IapoJieVl WIN MHBIX CPelICTB IIOATBepXKaaeT ¢akT popMmpoBa-
HSI 37IeKTPOHHOV ITOMTIVICY OITpeJie/IeHHBIM JIVIIIOM.

3. HexBanmmudpmipoBaHHOV 3/IeKTPOHHOM IOJIINMCHIO SBJIgeTCs 3JIeKTPOHHAas ITOMIINCH,
KOTOpas:

1) nonydena B pesyiibTaTe KpunTorpadmdeckoro IpeodbpasoaHius MH@oOpMaLmUL ¢ 1C-
I10JIb30BaHMeM KJIFo4a 3JIeKTPOHHOVI IIOAIINCY;

2) O3BOJISIET OIIpeesINTh JINIIO, IOAIINCaBIIIee 3JIeKTPOHHBIV JOKYyMeHT;

3) mo3BoJIsteT OOHAPYXUTh (PAKT BHECEHMs M3MEeHeHUN B 3JIeKTPOHHBIV JTOKYMeHT I0ocjIe
MOMeHTa ero HOAIVICAaHVIS;

4) cosmaeTcs C VICIIOJIb30BaHVIeM CPeJICTB 3J1eKTPOHHOV ITOIIIVICA.

4. KBarmmdpuIMpoBaHHO 37IeKTPOHHOV IIOONMCHIO SIBJISI€TCS IeKTPOHHas IIOAMNNCH, KO-
TOpasi COOTBETCTBYET BCeM IpM3HaKaM HeKBaIMPUIIMPOBAHHON 3JI€KTPOHHOV ITOIIIVICK 1 CJTe-
AYIOIIVM JOIIOJIHUTE/IbHBIM ITpY3HaKaM:

1) xr0u ITpoBepKM 3JIeKTPOHHOV ITOJIINCY YKa3aH B KBaIMUIMPpOBaHHOM cepTuduKare;

2) [y1d co3aHMs M IIPOBEPKM 3JIeKTPOHHOV HOAIVCH VCIIOJIB3YIOTCS. CpefCTBa 3J1eKTPOH-
HOVI HOAIIVCY, TOJIYYMBIIINE IIOATBEePXKIeHe COOTBETCTBS TPeOOBaHMsAM, YCTaHOBJIEHHBIM B

COOTBETCTBMNM C HACTOAIIIVIM cDeﬂepaIH)HbIM 3aKOHOM.

5.9.2 CO3IOAHVE 2JIEKTPOHHOWM ITOOIINCHU

C nomompio nporpamMMbl «KpuntoAPM» Bl MOXeTe ITOIIVCATh OTAeIbHBIV pavil VI
narky darios (IIpy 3ToM OyzeT co3gaHa MOAINCH I KaXIoro dariyia, BXOISAIIEero B yKa3aH-
Hy1o nanky. IToanvcanHblie daruibl aBTOMAaTUUECKV COXPAHSIOTCS B MANKY C VICXOIHBIMU JTaH-

HBIMM)

HO,HHT/ICaTB HaHHBbIE€ BbI MOJXKETE HePpes:
® TJIaBHO€ OKHO

® 3HAYOK Ha ITaHeJIN 3a/1a4

e KOHTEKCTHOe MeHIO damia

Beibepure nynkr IMogmmcars. [lasee ciremyvite pekomeHaamysiM ITomMolIiHMKa 110 BBIIIOJ-
HEHWIO oIleparinn:
1. Ha mepsowm 1mare 1t yIipoIreHus: paOoThl BBl MOXeTe BbIOpaTh B CIVICKE OHY M3 yXKe

YCTaHOBJIEHHBIX HAaCTPOeK JyIsd noanvicy. Ecyvt BBl XOTUTe B JTaJIbHEVIIeM VCIIOIb30BaTh

BBIGpaHHYIO HaCTpOVIKy I10 YMOJIYaHWMIO, IIOCTaBbTe Q)nar B IIyHKTE Wcnoab30BaTh

HaCTPOVIKY II0 YMOJTIaHUIO.

[OnA yrpoweHa paboTel Bel MOKETE BeIODATE YHE
YCTAHOBMNEHHEIE HACTPOMKKM NAPEMETDOE MOAMMCA:

HavMeHoBaHve: |HOBaA HacTpolika -
= C 1A

Wnonb30BaT Hosaa HacTpolika
OTaen npogaxk

2. Bsibepure manky c daruiamMut WIN OTOEIBHEIV (paiiyl, KOTOpble HeOOXOIVMMO ITOAINCATh
(xaonkm [0o6aBuTh Nanky 1 [106aBuUTh ¢ariyI COOTBETCTBEHHO).
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KmMAa Pazmep [daTa M3MEHEHWA MyTe
OTyeT N2 docx 11,1KB 20.03.2013 15:10:19 C: s
Oruet N23.docx 11.1KB 20.03.2013 15:10:45 Cis
OTyeT.docx 11.1KB 20.03.2013 15:10:03 s
i ] 3
NobaenTe dalin I I,ﬂuﬁaBMTb nanky ¥NanMTh

3. B oTKphIBIIIEMCSI OKHe YKaXKiTe HacTPOVIKM [IJI BEIXOAHOro popmaTa darwia.

KoQMPOBKS M PACUMpEHKE

.| sig

) DER.+oanpoBKa

@ BASES4-+«oaupoBka ¥ =ig

[ oTrMMoUMTE cnyrefHEE ZaronoBKM

@) ApNMEWMPOBEATE halnkl NoCNE CO3AaHMA NOLMKMoA

Wma daiina:  Ci\Wsersiuser\Documentsitest\OTuet Ne2,

_I MoMeWaTE BEIXOAHEIE DEMNEI B YKAZEHHEIA KaTanor

C:\WUsersiuser \Documentsitest), Brifnz

CONPEHATE CTPYKTYDY BNOMEHHOCTH KATANOMOE

] OTnpasuTL BaixoaHkbIE hains N0 SNEKTPOHHON NoYTe

OTNFIbITb OKHO NOYTOBOrD KNMEHTa

1) KommpoBka 1 pacivpeHme;

e DER encoded binary X.509. Pacimpenmns noamnmcanHoro daria *.sig, *.p7s.

e Base64 encoded X.509.[1151 sTOrO BapmaHTa KOOMPOBaHIMs BbI MOXeTe yKa3aTh dia

2) OTK/IIOUUTB CJIy>KeOHbIe 3ar0JI0BKN.
3) Pacimmpenms nopmmcalHoro darvia *.sig.
4) ApxuBupoBaTh (parijIbl I10CJIe CO3TaHMsA

TIOOIIVICYA;

B crpoke Mims dpariia ykaxmTe Iy Th 10 apXyBa ¥ MM CO3[JaBaeMOTr0 apxuBa.
5) ITomeraTh BIXOJHBIE (partyIbl B yKa3aHHBIV KaTaJsIor;

Ecm BbI6paTB 9TOT peXVM 1 OCTaBUTH I10JI€ BBOAA ITYTU K KaTaJIOTy He 3allOJIHEHHbIM, TO

BBIXOIHBIe (parIbl OyAyT (popMmpoBaThCS B

KaTasIore BXOIHBIX (ailyIoB.

6) CoxpaHsTh CTPYKTypy BJIO>KEHHOCTH KaTaJIOTOB;

7) OTnpaBuUTh BBIXOAHBIE (parijIbl 110 37IEKTPOHHOV IOYTe.

4. Jlasiee BBemuTe HEOOXOIMMBIE CBOVICTBA IIOIIIVICHL.
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CBOIMCTBa NoANMCK
Mcnonb308aHMe Noanuau:

KoMMEeHTapui1 K noanmcu:

MaoeHTudukaTop pecypca:

BKMOYMTE B NOANKCH:

[¥] MomMecTiTb uMs ucxoaHoro daiina s none “MaeHTudukaTop pecypca”

[ Coxparus noanmcs & o He BKIONATS CepTudMKaTl
"] Yaamute ncxoarsi MyTe cepTudmkaLm 6es KopHesoro

YpoBeHb DE30NaCHOr0 yaanermms: | eI

Wcnpasnexo

3

CornacosaHo

7.00cx

[Tonuco cepTHUdUKaT BRaaenbua

TonbKo cepTUdMKAET Bnagensua

Bee ceptud 3Thl N CepTUOUKaLIN

1) Vicmosip30BaHMe IIOAIIVICH;

Vkaxure HeobxommmMoe HasHadeHme moammcy. O TOM, KaK cO3aaBaTh HOBbIE Ha3Haue-

HVsl BBl MOJKETE y3HaTb B pasfiele Onepau;vm CO CIIPaBOYHVMKAMWM Ha3HaAYeHW. HpT/I

BbIOOpe 13 cIMcKa KaKoro-jimbo 13 HasHa4yeHWU I, B CBOVICTBA IOAMIMCK OyneT JobasiieH

KaK MIeHTU(WMKATOp 3TOr0 Ha3HA4YeHMs, TaK VI ero OmvcaHue, BRIOpaHHOe B CIIVCKe.

Hanpumep, Ha wunocTpanmy BeIOpaHo HasHaueHMe "Vicpasieno". [Tpu aTom B cBovI-

CTBax MOAMMCK OyAyT coxpaHeHBI mueHTMdMKarop "1.2.643.6.3.1.1" n ero ommcaHwue

"VicripasiieHo".
2) KomMeHTapwmi1 K OIIIVACH;

KOMMeHTapI/IeM K ITOOIIVICYT MOXeET CITYKUTb VIHq)OpMaL[VISI, IIpeaHasHavYeHHasl JII0IM,

MPpOCMaTPMBAIOIIVM IIOAICAaHHBIN TOKyMeHT (HarrpuMmep, "CorracoBaHo!").

3) menTnudmkarop pecypca;
4) BKJIIOYUTH B IIOOIVCH:

- TOJIBKO CepTVIqDVIKaT BJIafieJiblia - pexmM, YCTaHOBJIeHHI)IVI 110 YMOJIYaHWIO. B anV[6y-

TBI ITOMIIVICY JOOABIISIeTCS €MHCTBEHHBINI cepTrdUIKaT;

- Oy Tb cepTrdmKamy 06e3 KOpHeBOro cepTmdmKara - B aTpyOyThl HOAINCH 100aBIIsgeT-

Cs ITeITo4YKa CepTT/ICpT/IKaTOB, 3a MICKJIIOYEHVEM KOPHEBOI'O cepTV[ch[KaTa;

- BCe CepTVICpT/IKaTBI IIyTn CepTVICpVIKaLU/H/I - B anT/IGYTBI ITOOIINCHU )Z[O6aBJ'I$IeTC$I BCA 11e-

HoYKa cepTudnKaToB, B TOM UMCIIe 1 KOPHEBOM cepTudmKat;

- He BKJIIOYaTb CepTT/ICpT/IKaTBI B ITIOOIINCH - B anI/IGYTBI IIOAIIMCY He BKIIIOYalOTCA Cep-

TUUKATHIL.

[] CoxparmTe noanucs B oTAenbHOM daitne
[V] YaanuTs ucxoarsiit daitn nocne sbINonHeHNA onepaLpm
YposeHb BesonacHoro yaaneHua: [Bbuwoqeno
[¥] BrtounTe Bpema cosnarms noanmaon BbiknioyeHo
[ BkntoumTh wramn spemerm Ha noanndE R
(| BkntoumTh WTaMN BpEMEHN Ha MOANMCS

[] BrAtounTs B NoaNMce AOKA3aTENLCTBA NOANMHHOCTH

z)

Hizkmit

Bbicokuit

5) CoxpaHUTH NOOIIVICH B OTIAEIBHOM dartiie;

Ecyn ycraHOBUTE 3TOT (briar, To OyaeT co3maHa oTAelleHHas moamick. Eciant He ycranas-

nmBaTk driar, 6yzer cdopMupoBaHa coBMelleHHast ITOJIIVCE.

6) YoanuTe McxXogHBIV (paviil I10c/Ie BBIIIOTHEHMsI OIlepannm;

Eciu BBI permmvin cospaTh daiiyl COBMeIIeHHOV HOAINCH, Bbl MOXeTe yIaJIUTh MCXOJI-

HBIN dpar?m II0CJI€ BBIIIOJTHEHVIST OTI€PALINIAL.
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7) YpoBeHB Ge30macHOrO yaaaeHUs
ITogpoOHee o0 HacTpoViKe ITapaMeTPOB YPOBHsI 0e30I1acHOrO yaasleHus YuTaviTe B pasze-

j1e HacTpoviky KaTaJIoros XpaHeHms paiIos.

8) BK/IFOUMTE BpeMs CO3IaHMs MOIIIVICH;

ITpu ycraHoBKke driara - B darul moammcy OyaeT BKIIIOYeHO BpeMsi ITOITIVICH.

9) ®dnarm BxtroumTh IITAMII BpeMeHW Ha IIOANVChIBaeMble JaHHbIe M BKirounTh
INTaMII BpeMeHM Ha MOAMNCH, JOCTYIIHbI TOJIBKO TPV yCTAHOBJIEHHOV JIMIIEH3UM Ha
MonyJib TSP.

10) ®s1ar BK1r0unTh B IIOAIINCH 10Ka3aTesIbCTBA MOJIMHHOCTY JOCTYIIEH TOJIBKO IIPU
ycraHoBreHHOV tuieHsnn Ha «KpunroAPM CranmaptPRO».

¥ | Iodpobree o nacmpoixe napamempod co3danus noonucu Bv. moxeme npouumams 6 pasdeie
——  Hacmpotixu onepayuuy nodnucu.

5. Ecim 6bu1 ycTaHOB/IeH duiar BKIouuTh IITaMII BpeMeHM Ha IIOAIMchbIBaeMble JaH-

HbIe, Ha CJIe[IyIOIIeM ITare yKaxKuTe mapaMeTprl CiTy KObI ITTaMIIOB BpeMeHN.

6. VYKaxuTe JIMUHBIV cepTUdUKAT 1 cozgaHms DI 1.

CepTUQMKAT ANA COSAEHUA NOAMACA

Bnageneu cepridwkaTa: CN=0lga Okhotina, 0 =Digt,L =Mowkap-Ona,5=P

Xew anropuTH: |MD5 - |

| BoibpaTe ||I'Ipon:r-1|JTpETb|

7. nsa poctyna K BbIOpaHHOMY KinouyeBoMmy KoHTentHepy (TOCT ceptmdukara) BBemmTe
HapoJIb.
8. [L1s oTIpaBKM IOAIVCAHHBIX JJAHHBIX I10 3JIEKTPOHHOV I0YTe YKaXXuTe TeMy cooOIIe-

HVsL, agpec 1ojiydaTesrsd M TEKCT ICbMa:

Tema: JOKYMEHTEI PECCMOTREHE

Anpec: user @mail.ru -

Coofiluenmre:  |Monyd4eHHele AOKYMEHTEI PACCMOTPEHE! M NEPeAaHs! Ha
noAmMce pykosoauTenta|

9. Tlocre cbopa maHHBIX It cosmanmd D1 BosHMKHeT OKHO ¢ MHQOpMallMeil O cTaTyce

orepaiMy ¥ 00 WCIOIb3yeMBIX ITapaMeTpax: cepTudMKaT, KOTOPBIM ObII IOAIICaH
dan.
Yka3anHble mapaMeTprl D11 MOXHO COXpaHWUTh B HACTPOVIKY B KadecTBe IIA0JIOHA I
JaJIbHeIIero VCIosb30BaHus. s sToro nocraebTe duiar B ryHkTe CoXpaHUTH HaH-
Hble B HACTPOVIKY JIA [JaJbHENINero WCIIOJIb30BaHMs VI BBeOWUTe HaVIMEHOBaHVIE
HacTpoyiku. Taxke BbI MOXKeTe COXpPaHWUTD BCe JIaHHbIe B Y)Ke CYIIeCTBYIOIIYI0 HacTpOVi-
Ky, BBIOpaB ee Ha3BaHMe 13 CITVCKa.
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10.

11.

12.

13.

COXpPaHWTE OSHHEIE B HACTPOMKY 4nA
AANEHEALEND MOMONBI0ESHWA

HawMeHoBaHWE!  HacTpoiika 1 -

HacTpouTe oTobpaseHe waros MacTepa Bel moxeTe
B MEHHD MPMACHEHMA Y TPEENEHWE HACTPOMKEMA ",

I < Hasan H loToBO ] I OTmMeHa I

Haunetcsa mporecc nogmmcy darwia. OcTaHOBUTH ITPOIlecC MOXKHO, HakaB Ha KHOIIKY
OtmeHa.

[Ipu oTnpaBKe HMOANMCAHHBIX JaHHBIX II0 2JIEKTPOHHOM HouTe (ecu Bbl yKasaian "OT-
KPBITh OKHO II0YTOBOT'O KJIMeHTa') OTKpOeTCcs OKHO Balllero IIOYTOBOTO KIIVEeHTa IS pe-
JaKTMpoBaHMsS COODIeHMs Ileper, OTIpaBKoV. BHecuTe HeoOxomyMble M3MeHeHUS U
OTIIpaBbTe MVMCHMO CTAaHIAPTHBIM 00pa3OM.

-

PesynbTat EninCAHEHWA onepauuk ([obasrerwe noanucu)

"
! MNoooHaWTE, NMPOMCKOAMT OTNPSBNEHWME SNEKTPOHHON OTMEHWTL BCE

-—-‘f_“') noYTEl

Obwee spema onepaya; 00:00:11

#
'
'
-

Jetanu ==

3anycTUTe MACTED CHOES

[ 3akpeits okHo, ecnu HeT owwBok M saMeqEHMi

e

Cdopmuposannsm dam D11 o ymorrdaHmio OymeT coxpaHeH B TOT e KaTayor, B KO-
TOPOM HaxofuTcs davul ¢ MCXOAHbIMM TaHHbIMI. VIMa daruia DI coBnajiaer ¢ nMeHeM

HoAIMChIBaeMoro daria, JOIOJIHEeHHBIM paclIpeHreM (pacliMpeHyie COOTBETCTBYeT
BbIOpaHHOMY BbIXOJHOMY dopMaTy). Ecyiv dpaiul ¢ TakuM nMeHeM yxke CyIIecTByeT, Co-
XpaHWUTe ero Iof, APyIM MMeHeM, HallpuMep.

ITocrte 3aBepiieHMsI orepaly BO3HVKHET OKHO Pe3ysIbTaT BBINOITHEHMs Omeparyii.
YTOOBI IIPOCMOTpPETH [IeTalbHYI0 MHMOPMALNIO O pe3ysIbTaTaX CO3MaHVs IOOIVICHU U
VICIIOJIb3yeMBIX IlapaMeTpax: MMsl MCXOIHOro dpariyia, MMs BBIXOJIHOro dpariia, cTaTyc 3a-
BeplIeHNs olepallny, JJINTeJIbHOCT BBIIIOJIHEHNs ollepaliui, HaXMuTe KHOIIKY [eTta-

@

JIN.

=< [leTanu

[ 3anycTuTe MacTep cHoea

[ 3akpeiTs okHo, ecnu HET owkBoK M 3aMEYEHMI

Ecrii BBI x0THTE IIpocMoTpeTh MHopMalio 00 D11 n cepTndmkaTe moamicyamka, Bbije-

JINTE 3aIlViChb B CIIMICKEe OKHa PeBy.TIBTaT BBIIIOJTHEHMA OIl€pannm 11 HaXXMUTE Ha KHOIIKY Me-

HeJ>Kep cOo0IIeHms.
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———————————————————————————————
Bia onepaLyn Bpema BxonHoi dalin: BeioaHoi d
@ CoznaHue moamacd  00:00:00,14  C:VWsers\user'\Documen...  C:lUsersius:
o CoznaHue moamao  00:00:01,15  C:VWUsersuser'Documen...  C:iUsersius
o CoznaHue moamaod  00:00:00,15  C:WUserstuser'Documen...  C:iUsersius

1 | 1] [ 3

MEHEAMED COODUWLEHNA, .,

CTaTyC 3aBEpIUEHMA ONEPLMM: Yonex.

ONKMTENEHOCTE BEINONHEHWA onepawd: 0:00:00, 14

BxogHoi daiin: C:\Usersluser\Documents\test\OTueT . docx

BeixoaHoi dain: C:WUsersuser\DocumentsitestiOTueT. docx
i | 1] [ 3

OTKpoeTcst OKHO YIpaBiieHVe IIOAIVMCAHHBIMM JAHHBIMM, B KOTOPOM BBl MOXKeETe:
1) IIpocMmoTpeTs HopamicaHHBIe TaHHbIe (KHOIKa [TpocMoTpeTs HampoTyB MMeHN dariiia)
VI COXPaHWUTh WX Ha JIOKAJIBHBIVI KOMIIBIOTEp IV OTUYXXIaeMbIl HocuTelb (KHomka Coxpa-

HUTB).

MCXOOHBIE DEHHBIE: C:\Usersiuser\Documentstest\OTueT N22.dock.sig

OTKPRITEIE AaHHEIE: OTueT N22.docx

[I'IpomquETb...] [CuxpaHHTb... ]

2) ITpocmoTpeTs criepyrontyto nHdopmMarnyio (kHorka IIpocmorpers):
e 0 1100aBJIeHHOV K (pariily 37IeKTPOHHOVI TIOIINCH
¢ 0 cepTudmKare, C IOMOIIBIO KOTOPOro ObUT ITofIIVcaH dail, 1 ero craryce
e O ITaMIIaX BpeMeH! Ha HOAIINCh U ITOJVChIBaeMble JTaHHbIX

3) JobaBUTh OAINCH.
4) 3aBepuThb HOANIMCH(OOpaTUTEe BHUMAaHMeE, YTO JIepeBO IOMIIVICEV TOJIBKO ABYXYPOBHEBOE,

T.e. 3aBepUTH 3aBepsitolyio DI yxxe Hesb34)
5) Pacriewarats madopManmio (kHonka Ha medars) o DI - B HoBoM okHe Opaysepa MS IE

OyneT cdopMupoBaHa evatHasi popma ¢ MHPOpMaIIMen O IOAIIVCH.

[epeBo noanMcel

Cratyc Bnageney Carmnnna ran Omyecten

[J#* WeaHoe Mean Meanosuy In
[ ] Weanoe Mean Meanosuu In
[]%" WeaHoe Mean Meanosuu In

4 1Ll

r
| | ‘j
Mognus: SEBepHTE MpocMoTRETE

Onepawgan

OTAPEEMTE NOAMWCEHHEIR LOKYMEHT No email OTNPaEHTL
PameyYaTaTs NoApolHyH MHDOPMALWKD O NOLMKMoK PacneyaTaTh
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6) OtnipaBuTh JaHHBIe 110 e-mail (kHomKka ITo e-mail) - oTkpoeTcst HOBoe OKHO BBOZA MH-
dopmarvm 15t TIoTydaTessi coodImeHns (oOpaTuTe BHMMAaHMeE, YTO IS YCITeITHOV OIPaBKM
HeoOXOIVM HaCTPOEHHBIVI IIOYTOBBIVI KJIVIEHT).

5.9.3 [TOBABJIEHVME CONIOATIVICY (ITAPAJIJIEJTBHOV TIOAIVICH)

ITporpamma «KpunroAPM» mo3posisieT 100aB/IsATh 37IeKTPOHHBIE HMOAIVCK K y>XKe ITOMIIN-
cagHOMY (paruty. Takor BapvaHT HOMATIVICH VCIIONIb3yeTcsl, Korjia HeoOXOIMMO HOAIcaTh davil
HeCKOJIbKVM I10JIb30BaTeIsIM (Halpumep, Ipy corIacOBaHUM JOKYMeHTa COTPYAHVMKaMIU OJTHO-
ro otaesna). [Tpu 3ToMm comoamncek 1 MepBUYHas MOANNCE OyAyT MMeTh paBHBIN CTaTyc (paBHO-
3HAYHBI).

C nomorpio nporpammel «KpuntoAPM» Bl MoXeTe 100aBUTh 3JIEKTPOHHYIO TOAINCH K
OT/HeJIbHOMY TIOAIIICAHHOMY (parily WIK K Iallke IOJNVCaHHBIX (aIos (IIpy 3ToM OyzieT co-
37aHa MOINCH 71 KaXIoro darvia, BXOMAIIEro B yKasaHHYIO manky. ITonmcaHmble dpaiiiel
aBTOMAaTWMYeCKV COXPaHSIOTCS B IaMKy C MICXOAHBIMI JaHHBIMMA).

J100aBnTh HOAIINCE K TIOANMCAaHHOMY (aruly (co3IaTh COMOMAIINCEH) BB MOXKeTe uepes:
e [JIaBHOE OKHO

® 3HAYOK Ha ITaHeJIV 3a1a4

e KOHTEKCTHOe MeHIO daria

Bribepure nynkT MeHio [Jo6aBute mopmuick. laee cienyiite pekoMmeHpanysiv ITomor-
HUKa I10 BBITOJIHEHWIO OIlepaliyL:

1. Ha mepsoM mIare [jIs yIpolteHns paboTEl BBl MOXKeTe BBIOpaTh B CIVICKE OIHY M3 yXe

yCTaHOBJIEHHBIX HaCTPOEeK COo3/taHs noanvcy. Eciiv BBl XOTUTe B JTaJIbHEeVIIIeM VICIIOIIb-

30BaTh BBIOpaHHYIO HaCTPOVIKY II0 yMOJTYaHMIO, IIOCTaBbTe ¢Jiar B IyHKTe VIcIoab30-
BaTh HAaCTPOMKY I10 YMOJITYaHWIO.

[AnA yrpoweHa paboTel Bel MOKETE BIDDATE YHe
YCTEHOBNEHHEIZ HACTPOMKIM NAPaMETHOE NOAMMOA:

HaMMeHOBaHWE: ‘HDEIE.H HACTPOMKA v'
0 d o -

MCnonss0BaT Hogan HacTpoiika
OTaen npogask

2. BwibGepuTte manky c dariamMu 1IN OTIeIbHEIV paiiyl, KOTOpble HeOOXOIMMO ITOINcaTh
(xaonkm [Jo6aBnTh Nanky 1 [1o6aBuUTh ¢arisI cCOOTBETCTBEeHHO):

Mma Pazmep [HdaTa M3MEHEHWA MyTb
OTueT N21.docx.sig 15.8KB 22.03.2013 15:45:34 C:\Us
OTuet N22.docx.sig 17.4KB 22.03.2013 15:55:01 C:WUsi

22.03.2013 16:54:00

1 | 1 | p

[ NobaenTe daitn ] [ﬂnEaBMTb Nanky ] [ ¥OanuTe ] [‘!"nanMTb E:::e]

MpocmoTp
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3. B okne IlapameTphI moarmvicy BBeIyTe HeOOXOIVIMBIE CBOVICTBA OOABIISIEMOV TIOJIITVCHA.

CsoiicTBa NoANMaA
Wcnonb30BaHMe NoanuoK: [ [He 3anaHo] 'l

KoMMEHTapMIA K NoAMMaA:

BKAOYMTE B NOAMMCH! [Bce cepTUGUKAaTEI NYTH CEPTUOMKALIM & ']

[V] BkntounTs Bpems cosaaHus noanuau
|| BkntounTb WTaMn BpEMEH Ha NOANUCLIBAEMbIE AaHHbIE
["] BrtoumTh WwTamMn spemerm Ha noannce

[ BkntounTb B Noanuce AokasaTensCTBa NOANMHHOCTH

1) Vicmonp30BaHMe IIOAIIVICH;
Ykaxure HeoOXxomyMoe HasHadeHne roarmvicy. O ToOM, Kak co3/jaBaTh HOBbIe Ha3Hade-
HVISI BBI MOXKeTe Y3HaTh B paszieste Oneparyy co ClipaBOYHMKaMY Ha3sHAYeHW.

2) KoMmMmeHTapuit K IIOATINCH;

KommeHTapmeM K moamvicy MOXXeT CITy>XKUTh MHMOpMaIys, peqHa3sHaYeHHAas JIIOSM,
MPpOCMaTPMBAIOIINM ITOAICAaHHBIN TOKyMeHT (HarpuMmep, "CorracoBaHo!").

3) BK/II0OYUTH B IOANVCH:

- TOJIBKO cepTudUKaT BJIajiesIblia - peXuM, yCTaHOBJIEHHBIV 110 yMOIT49aHMIo. B aTpuby-
TBI TTOIIVICU TOOABIISIeTCs €VIHCTBEHHBIVI CepTUdUIKAT;

- Iy Th cepTudmKalym 6e3 KOpHEBOro cepTudmKara - B aTpyOyTHI IOAINCH J00aBIIdeT-
cs LIelIoYKa cepTrdMKaTOB, 3a VICKITIOUeHeM KOPHEBOTo cepTundmkara;

- Bce cepTMUMKATHI IIyTV cepTUdUKALNI - B aTpUOYThI HOAIINCY J00aBIIgeTCs BCs 1ie-
II0YKa cepTNdMKaATOB, B TOM UNCIIe VI KOPHEBOVI cepTUdVKaT;

- He BKJIIOYATh CepTMU@MKATHI B IIOAMNNCH - B aTPUOYTHI IIOAIVCK He BKJIIOYAIOTCS Cep-
TUUKATBIL.

4) Onmym BxIounTh ImITaMII BpeMeHM Ha NOANychbIBaeMble JaHHbIe M BKIounThb
INTaMII BpeMeHM Ha MOOMVCH, [JOCTYIIHBI TOJIBKO IIPV YCTAHOBJIEHHOV JIMIIEH3MM Ha
Monyis TSP.

5) Ommus BKIroumMTh B MOANNMCH OOKa3aTeIbCTBA MOMIMHHOCTM JOCTYIIHA TOJIBKO

1pu ycraHosjieHHOM JinileH3un Ha «KpunrroAPM CranmaptPRO».

¥ Ilodpobree o macmpotike napamempoB cozdanus nodnucu Bv. Moxeme npouumanms 6 pasdeie
) Hacmpouxu onepayuu noonucu.

3. [asiee BbIOEpUTE JIMUHBIN cepTUdMKAT, KOTOPIVI OyzieTe MCIIOIb30BaTh I CO3IaHMs

mororauTerbHo DI

CepTUQMKaT 4NA CO34aHKA NoAMHMoI

Bnageney ceprudukara:  CN=0lga Okhotina,0=Digt,L =Aowkap-Ona,5=P

Xew anropuTh: ISH-ﬁ-'l ~ I

BeibpaTs I II'IpomnTpeTb I

B sToM Xe okHe YKaxXure, 6yneTe JIVT BbI OTIIPABJIATH BBIXOIIHBIE CpaVIHBI II0 3JIEKTPOH-

HOVI I1I04Te:

121



OO0 «ndposble TEXHOTIOTUI»

PyxoBopcTso 110 padote ¢ «KpunroAPM» 5.3, ©2015

OTNpaBKa No SNEKTPOHHON NoYTe

| OTNpaBErTh BeINOAHBIE QEANEl N0 3NEKTHOHHON NOYTE
| OTKPBITE OKHO NOYTOBOMD KNMEHTA

Bribop KaTanora COXPaEHEHMA BbIX0AHLIXY haIRN0E

MoMECTMTE BRIXOAHEIE ¢IEILT1.I'IbI =] }'KE3EIHHI:ILT1 KaTanor

4. HJ’IH OTIIPaBKNM IIOAITMCAaHHBIX JaHHBIX IIO SHQKTPOHHOVI 1104Te YKaKNUTE TEMY COOGH.IG-

HVIsL, agpec rojiydaTesIst M TEKCT ITCbMa:

Tema; OokyMEHTEI PECCMOTPEHBI
Anpec: user @mail.ru
CoobueHue:;

Mony4eHHEIE DOKYMEHTEI PACCMOTPEHE! M MEPEASHE! HE
NOAMMCE PYKOS0AHTEMO|

Ecin Ha paHee Bbl YCTaHOBWIN q)nar BxirounTs mramMmn BpeM€HNM Ha II0AIIMCbIBae-

MblI€e JaHHBbIE, B CJIEAYIOIIEM OKHE YKaKNTe IIapaMeTPbI CHV)I(6LI IIITaMIIOB BpPEMEHII.

ITocite cbopa maHHBIX IS JOOABIEHMS
cTaryce omeparmy 1 o0 VCIIOIb3yeMbIX

IOJVICY BO3HMKHET OKHO C MHopmMamyen o
napamMeTpax: cepTudmKaTt, KOTOPbIM ObUI ITOJI-

nvcaH dpavwl. 115 mpoiopkeHns HaKMiUTe Ha KHONIKY ['oToso.

YkazanHble napaMeTpsl j100aBeHns D1 MOXHO COXpaHUTH B HacTPOVIKY B KauyecTse

mabJI0Ha IS JaIbHEVIIIIero MCIoIb3oBaHms. [y aToro mocrasbTe driar B myHKTe Co-

XpaHUTHb JaHHBIC B HaCTpOVIKy IS JaJIbHEMIero MCIIoJIb30BaHMA 1 BBeIUTE HaMe-

HOBaHMe HacTpoVKK. Taxke BbI MOXeTe

COXPaHUTDb BCe TaHHBIE B YK€ CYIIECTBYIOIIYIO

HaCTPOVIKY, BbIOpaB ee Ha3BaHVe U3 CIIVCKA.

HauMeHoBaHKe:

7| COXPaHUTE AaHHEIE B HACTPOIIKY ANS
AANEHERWErD MCMONES0ESHWA

HacTpofika 1

HacTpouTe oTofpaseHe wWaros MacTepa Bel MoxeTe
B MEHHD MPMAOHEHWA “YNPEBNEHWE HACTPOMKEMA

-

| < Hazan |[ [oToBO ] | OTMeHa

7. D;aHHBIe 6YZLYT ITIOOITVICaHbl C TVICIIOJIB30BaHMEM Balllero JINMYHOI'O CepTVI(i)T/IKaTa.

Haunetcs nponecc nopmmcyt pavwia. Bel MoxkeTe mpepsaTh ero, HaXkas Ha KHOIIKy OT-

MeEHa.

IIpu oTnpaBKe HOAIMCAHHBIX JaHHBIX II0 2JIeKTPOHHOV HouTe (ecju Bbl yKasaian "OT-

KPBITh OKHO ITOYTOBOI'O KJIVIeHTa”) OTKPOETCA OKHO Balllero IT0OYTOBOI'O KJIMIEHTa IJISI pe-

IaKTUPOBaHMS COOOIEHMs Ileper] OTIIPaBKOV. BHecure HeoOXomyMble M3MeHEHUS U

OTIIpaBbTe ITMCbMO CTaHOAPTHBIM 06pa30M.
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-
Pezynbtat BnincadeHuA onepayun (flobasneqve nognuce)

——

3
| ' MogowawTe, MPOMCKOAMT OTMPEBNEHME INEKTPOHHON OTHMEHUTE BCE

= 9 nouthi
Ofuee BpeMA onepaltaa: 00:00:11

3anycTWTE MAcTep CHOBA

I

[ ] 3aKphITh OKHO, ECTM HET OLWMGOK W 3AMEYEHMT

9. Tlocye 3aBepiieHusl onepaluy BO3HMKHET OKHO PesysibTaT BBIIIOJTHeHMs OIlepalyin.
YT00BI IMPOCMOTpPETH [IeTa/IbHYI0 MH(POPMAIIVIO O pe3ysIbTaTax Jo0aBIeHs TIOATIVICH U
VICITOJIB3yeMBbIX ITapaMeTpax: MMs VICXOHOTO dpariia, MM BBIXOJHOTO dparijia, CTaTyc 3a-
BepIleHVs oIlepalliyl, JJIUTeIbHOCTh BBIIIOJIHEeH Oollepally, HaKMIUTe Ha KHOIIKY [le-

@~

TaJIn:

<< fleTand
|:| 3anNyCTUTh MACTEP CHOBa

[] 3akpeiTs okHo, ECnM HET oWMBOK U 3aMEYEHMIA

Ecimm BBI xoTuTe mpocmorpeTs [depeBo moarmmicer, BblOe/IMTe CTPOYKY C orepauyent
HaXMWUTe Ha KHOIIKY MeHemXep coobmieHmsi. OTKpoeTcsi OKHO YIpaBjieHue IoANMCaHHbIMMU
JaHHBIMU, KOTOPOE COIEP KT JIepeBO MOIIVICeVL:

Bun onepaLydid Bpema BwoaHol dakin: BrixoHoM
oﬂuﬁaBnEHME nod... 00:00:00.35  C:WUsersluser\Documen...

Dobaenenue nog... 00:00:01.36

MeHeoep coolWEHMA, ..

CTaTyC 3aBeplEHWA ONEPaLMM: Ynex.

ANUTEeNbHOCTE BRINONHEHWA onepawn: 0:00:01, 36

BxooHoil daiin; C:\Usersuser\Documents\testiOTueT N3,

BrixoaHol dain: C:\Usersuser\DocumentsitestiOTueT NE3,
1| 11} | P

B oxne Ympasnenue moammcaHHBIMM JaHHBIMM Bbl MOXXeTe, BBIIOJIHWUTH CJIeIyIOIIVe
omepaun:
1) ITpocMmoTpeTh TofIMcaHHBIe JaHHbBIe (KHoNKa ITpocMoTpeTs HanpoTuB MMeHM damia) U
COXPaHUTb VX Ha JIOKaJIbHBIVI KOMITBIOTEP WM OTUYy>KIaeMbIll HocuTesIb (KHoIKa CoOXpaHWUTh);
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BriGpaHHkIi diaiin
MoANMCEHHLIN AOKYMEHT: C:\Wsers Mll\Desktop\PyrosoacTeo no paboTe © KpunToAF

BaEin NoanMoM:

HenaanMCaHHEIA OOKYMEHT.

HMMa foKyMeHTa: PykoBoacTED No pafoTe ¢ KpunToAPM 13 KOMaHAHOA CTpot

[ [pocMoTpeTE ]’ CoxpaHuTe

2) ITpocmoTpeTs 1 pacrievataTh MH@OpMaryio (kHomka IIpocmorpers).
e 0 1100aBJIeHHOV K pariTy 371eKTPOHHOVI TIOAIIVICH;
» 0 cepTUdUKaTe, C IOMOIIBIO KOTOPOTo OBUT IIOAVICAH (paviyl, M €T0 CTaTyCe;
e O IIITaMIIaX BPEMGHVI Ha ITOOIIVICh M ITOOIIVIChIBaeMble JTaHHBIX;
3) Job6aBnTh ITOAINCH K YyKe VIMEIOIITVIMCSL.
4) [ToGaBUTE 3aBePSIOIIYIO ITOAIVCH (0OpaTiTe BHUMAaHVIE, YTO JIePeBO IOIIIVICEVT TOJIBKO [IBYX-

YPOBHEBOe, T.€. 3aBepUTh 3aBepsitoliyto D11 yke Herb3s).
Nepeso noanucel

CraTyc Bnageney Opranwzayma HH
~*  Meanoe Mean Meanceny Internet Widgits Piy Ltd
[«]%# MWeanos Mean Meanoena  Internet Widgits Pty Ltd
[«*]%# Weanoe Mean Meanoenu  Internet Widgits Pty Ltd

4 L 3

| =

Moanuce: AobaeuTe ] [ SEBEpMTE ] [ MpocMoTpETE ]

OnepaLwiA

CTNPEENTE NOAMNMCEHHEI OKYMEHT No email OTNREEHTE
PacneYaTaTe NoapobHYHD MHDODMALAKD O NoAMKoA

5.9.4 J1OBABJIEHUE 3ABEP}IIOIHEI7I IMoAarnvmncm

ITporpamma «KpunroAPM» 1mo3BosigeT 3aBepuTh HMOIIINCH JPYIOV 3JIeKTPOHHOW ITOMIIN-
ChbIO (CO3MaTh 11eII0UKY IEeKTPOHHBIX HoAmcelt). B aTom ciryyae Kakpas cirenyromrast D11 mop-
mviceiBaeT Ty DI, KOoTOpOoVI ITepBOHAYaIIbHO OBLI ITOAIVICAH (AL

Taxon BapuanT noamvicy ("3aBepsitoltiast IMOAIINCE") MICIIONIb3yeTCs, KOrja HeoOXommmMo 3a-
BEPUTH VICXOIHYIO IIOJIINCH pariyia OJHOV VIV HeCKOJIBKVIMM 3JIEKTPOHHBIMY ITOIIVCAMU APY-
TMX JTOJDKHOCTHBIX Jini,. Llermodyka mozmmicet MOXeT COCTOATh M3 2 YpOBHeVI: IlepBUYHas MOI-

IIVICH VI 3aBepsiIoIIyie TIOIIVICY Hafl Hevl.

Credyem nomuums, umo 041 npobepku noonucetl, coOCmMaBAAIOUUX UeNouKl, HeodX00UMO,
" ' \ umobbL y adpecama uMeiucs 6 Haiuvuu KopHeBvle cepmupuxamsi, nodmbepxoaoujue 100-
AUHHOCHIb AUYHBLX cepmugbuxamob noav3oBamesetl, noonucabuiux gai.
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C nomoripro mporpamMmbl «KpunroAPM» BBl MOXeTe 3aBepUTh CBOEVI JTEKTPOHHOVI ITOJI-
IVICBIO OTAEJIbHBIV HOATIIVICAHHBIV (Pavul VIV MarKy MOANVICAHHBIX (paryioB (IIpy 3TOM Oyaer
CO3[1aHa IOINCH I KaXXIO0Tro pariIa, BXOIAIIETO B YKa3aHHY!O narnky. [TonrmmicarnHbre dpavuib
aBTOMATMYECKVI COXPAHSIOTCS B IAIIKY C VICXOIHBIMVI TAHHBIMIA).

BeIToNIHATE Omnepanvv 3aBepeHMs MHOMINCK MOXHO IUIS OTHEIBHOro dpavila M IPYIIIBI
daiioB gepes:

e IJIaBHOE OKHO

® 3HAYOK Ha IIaHeJIN 3a1a4

® KOHTEeKCTHOe MEeHIO CbaVIJ'Ia

151 TOrO YTOOBI 3aBepUTh OAINCE (ParIa, BEIOepUTe IIYHKT MEHIO 3aBepUTh MOIIINCh.

Hartee cienmyviTe pekomeHanysiM I ToMoIITHMKa 10 BBITIOJTHEHWIIO OTIEPALIVIL:

1. BriOepure namnky ¢ dariaMu Win OTOeJIbHBIV (aril, KOTOpble HeOOXOVIMO 3aBePUTh
9JIEKTPOHHOVI TIOAINCEIO (KHOIIKM [J06aBuTh manky v [1o6aBuTh ¢artyI COOTBETCTBEH-
HO).

Mma Paszmep [Jata MzMeHeHWA MyTe
OTyeT N21,docx, sig 18.8KB 22.03.2013 15:45:34 CYUs
OTyeT N22,docx, sig 17.4¥B 22.03.2013 15:55:01 CYUs

22.03.2013 16:54:00

1| i [ 3

[ NobaeuTe dain ] [ﬂnﬁasmb nanky ] [ ¥OaNMTE ] [‘}"nanmb Ei::e]

MpocMoTp

2. YcraHoBUTe NapaMeTphbl Oe30IacHOCTY U yaaleHus (ariios.

KaTanor AnA BpEMEHHBI daANoE:
C:WsersiuserDocuments itemp, E]

(Ecni none nycToe, ByAeT MONoNb30BaH BpEMEHHBIN KaTanor Windows
Mo YMONHEHMKD)

Y¥poBeHe DE30NAcHOMD yaaneHWa hainos [I—M:—umﬁ v]

BlknioqeHo
Hitakaia
CpenHuia
Bhicommii

3. Tlocrte cOopa maHHBIX AT CO3MAHMS 3aBePSIOIeVT IOAIIVICY BOSHVKHET OKHO ¢ MHQOP-
Maryert o cTaTyce oIeparuy 1 o0 MCIIOIb3yeMbIX ITapaMeTpax: cepTrdmKaT, KOTOPbIM
ObU1 TonmicaH dpavit. 71 IpoIorDKeHs HaKMIUTe Ha KHOIIKY T'oToBo.

4. OtkpoeTcs OKHO YmpaBiieHMe MOAIVCAaHHBIMU JaHHBIMM (I KaXIoro darvia, Iof-
IVICh KOTOPOTO HEOOXOIMMO 3aBEPUTh, OTKPOETCs CBOe OKHO). B more [depeBo mommm-
cevt BbIOepUTe MOAIINCH, KOTOPYIO HEOOXOAMMO 3aBEPUTh, VI HAXKMUTE Ha KHOIIKY 3aBe-
PUTBH IIOOIVCH.
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Aepeso nogrmcen

Craryc Bnageney Tam... lma Otye.. OpraHuzauma

~*  Meanos Mean Meanosnd Internet Widgits ...

4 1 I

roaves o

5. Otkpoetcs moMontHMK 1o cospanyio DI1. [1ys yrporrieHns paboThl BBl MOXKeTe BHIOpaTh

B CIIVICKe OJIHY M3 y>Ke YCTaHOBJIEHHBIX HACTpPOeK I co3fgaHus noanvcu. Ecim Bl xo-
TUTe B JaJIbHEVIIeM VCII0JIb30BaTh BEIOPaHHYI0 HACTPOVIKY IO YMOJTYaHMIO, ITIOCTaBbTe
dr1ar B nyHKTe Vcmo1p30BaTh HaCTPOVIKY IO YMOTIaHMIO:

AnA ynpolweHta paloTel Bel MOMETE BRIOpaTE yHE
YCTEHOBNEHHBIE HACTPOMKI NAPaAMETOE NOAMKMOA!

HalMeHoBaHE ! ‘HDBE.'H HACTpOHKE v'
(4 o -

Mcnone30BaT Hogaa HacTpoiika
OTaen npogax

6. B okwue IIapaMeTPHhI IIOAIIVICY BBEIVTE H€06XO)Z[VIMI)I€ CBOVICTBa )Z[O6aBHSIeMOT7[ ITOOIIVICU

CEOMCTEa NOAMMoI

McNonk30BaHKE NoAMMoA: [ [He zagaHo] ']

KOMMEHTEPMIA K NOAMKMOA:

BrnroumnTe B nognuoe: [I'IyTb cepThdMKaLmM Ges kopHesora *]

BRMMOUMTE EPEMA COZAEHMA NOAMHMCH
(| BrarouMTE WITaMT BPEMEHN Ha NOAMMCLIBAEMEIE AaHHEIE
[ BrnrounTE WITaMT BpEMEHN Ha NDAMMCL

I:l BrmbOWMTE B NOANWCE A0KA33TENCTES NOANMHHOCTH

1) Vicmosip30BaHMe IIOAIIVICH;
Vkaxure HeobxommMoe HasHadeHme moamcy. O TOM, KaK co3gaBaTh HOBbIe HasHaue-

HMS Bl MOXeTe y3HaTh B paszesie Onepaliyy co clipaBOYHMKaMy HasHaYeH M.

2) KommeHTapmit K OJMIVACH;

KoMMeHTapueM K mofmmcy MOXeT CJIyXKUTh MH(opMaliys, NpelHasHadeHHas JIIOAM,
IIpOCMaTpPMBAIOIIVIM IIOAIVICAHHBIN TOKYMeHT (Harrpumep, "CortacoBaHo!").

3) BK/IroYnTH B IOOINCH:

- TOJIBKO cepTudMKaT BJIajieliblia - peXXuM, yCTaHOBJIEHHBIVI 110 yMOI9aHuio. B aTpuby-
TBI TIOIIIVICY TOOABIIIeTCs €VIHCTBEHHBIVI CepTMUIKAT;

- Iy Th cepTudmKaIym 6e3 KOpHeBOro cepTudmKarta - B aTpuOyThI TIOAINCH J00aBIIdeT-
4 LIeroYKa cepTudmKaToB, 3a MCK/IIoUeHieM KOPHeBOro cepTudukara;

- Bce cepTuUKAThI ITyTV cepTUdUKaNUM - B aTpUOYThI HOAIIMCY J00aBIIgeTcs BCs 1ie-
IoYKa cepTudUKaTOB, B TOM YNCJIe M KOPHEeBOM cepTudmKat;

- He BKJIIOYaTh CepTUdUKAThI B IOANNCH - B aTpUOYTHI IIOJINCK He BKIIIOYAIOTCs cep-

TUUKATHIL.
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4) @marm BxarounTh mITamMn BpeMeHM Ha HOAIMChIBaeMble JaHHBIE 1 BK/IIOUUTH
IITaMI BpeMeHW Ha MOJIINMCH, JJOCTYIHBI TOJILKO IPY YCTaHOBJIEHHOW JIMIIeH3UM Ha
Moptyis TSP.

5) ®snar BkiroounTe B OANNMCH J0Ka3aTeIbCTBa MOIJIMHHOCTH JOCTYIIeH TOJIBKO IIpK
ycraHossieHHOV yniieH3um Ha «KpuntoAPM CrangaptPRO».

¥ | Ilodpobree o nacmpoiike napamempod cosdanus nodnucu Bvi Moxeme npouumams 6 pasdese
——  Hacmpouxu onepayuu noonucu.

7. Ecim Ha PpaHee Bbl YCTaHOBWIN Cl)HaI’ BxorrounTs mrramMm BpeéM€e€HN Ha II0oAIIVCbIBae-

MblI€ JaHHBbIE, B CJIEAYIOIIEM OKHE YKaKMTe IIapaMeTPbI CHV)K6LI IIITaMIIOB BpEMEHII.

8. [asiee BBIOEpUTE JIMUHBIN CepTM(UKAT, KOTOPBI Oy/eTe MCIIOIB30BaTh 1)1 CO3AaHs
DIl (xHomKa Bp16paTh).

CepTURMKAT ANA COSASHUA NOAMACA

Bnaneney, EEDTMEI:IMKEITEI: CM =O|QEI Okhating, 0 =Digt,L =|:'.1IIIIJJKEI|:I -Ona,5=F

Xl anropuTH: | SHA-1 i |

BribpaTe | |I'I|:unu:|~10T|:uETb |

B sTOoM Xxe okxHe YKaXxmure, 6y)1eTe JIVI BBI OTIIPAB/ISATh BBIXOIHBIE (136117[]11)1 110 3JIEKTPOH-
HOVI I104Te:

OTNpaEka No 3NeKTPOHHON NouTe

¥ | OTNpaBKMTE BRIXOOHEIE DEANEI N0 SNEKTPOHHDNA NoYTE
| OTKPBITE OKHO NOYTOE0MD KNMEHTA

Bribop KaSTanora CoXpaHEHWA BeIX0AHLIX QaMnoe

MoMECTUTL BbIXOAHbLIE I:IIIEIIHJ'II:-I B '!.I'KEI3EIHHI:ILT1 KaTanor

9. [Li1s oTIpaBKM IOAIVCAHHBIX JJaHHBIX 110 3JIeKTPOHHOV I0YTe YKaXuTe TeMy cooOIIe-
HUs, aJipec MojTydaTesis M TeKCT HVChMa:

Tema: [ oKyMEHTEI PSCCMOTPEHE

Anpec: user@mail.ru -

Coobwenme:  [MonydeHHble AOKYMEHTEI PACCMOTPEHE! W MEpeaaHE! Ha
NOAMMCE pyKoSoAMTENK|

10. JaxHble 1 3aBepeHns noanvcy coopansl. HaxxMure Ha kHomKy I'oToBo.

11. Jannable OyAyT nopamvcaHbl. B pesysbraTe omeparui B OKHe YmpasiieHue IIOIIIMCaH-
HBIMM JaHHBIMM IIOSBUTCS 3HAYOK 3aBepsrollleit HOAIMCK (B MepapXuy 3aBepsoliast
HOJNVCH Oy/IeT IOICHI0 BTOPOTrO YPOBHS).
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Aepeso nognucen

CraTyc Bnageney, Opranuzauma

(s KMeanoe Mean Meanoeny  Internet Widgits Pty Ltd
4 TepenTtuii PycankwH Internet Widgits Pty Ltd

B oxHe Ynipasiienne mogncaHHBIMY JAaHHBIMM Bbl MOXKeTe:
1) IIpocMoTpeTs HopamicaHHBIe JaHHble (KHOIKa ITpocMoTpeTs HanpoTus MMeHU darvia) 1
COXPaHUTb MX Ha JIOKAJILHBIV KOMITBIOTEP WJIV OTUY KIaeMbIVl HOcuTesIb (kHoIKa COXpaHWUTB).

BIOpaHHENA dain
MoanMcaHHBIR aokymenT: | C: \Wsers Ml\Desktop\PyrosoacTso no pafioTe ¢ KpunToAF

D3N nognMoi:

HenoanucaHHER OOKYMEHT .

MA nOKYMEHTE: PykoBoacTED No paboTe ¢ KpunToAPM M3 KOMaHAHOM CTpot

[ MpocMoTpeTL ][ CoxpaHuTb

2) ITpocmotpeTts MHPOpManmio (kHorKa ITpocMoTpeTs)
— o 3aBepgronient D11 (aTpmOyTsI 11 aJITOPUTMBI IIOAIINCH);
— 0 cepTudmMKaTe, C IOMOIIBIO KOTOPOTro ObUT ITOAIVCaH (paviyl, U ero cTaryce;
— O IITaMITax BpeMeHV Ha IOIVChH U ITOJIIVIChIBaeMble JaHHBIX.

3) [J006aBUTh COOAINCE.

4) 3aBepuTb IEPBUYHYIO IOIINCH ellle OIHOV 3aBepsrollert (0OpaTuTe BHUMaHe, YTO JepeBo
IIOJTIVICEVI TOJIBKO ABYXYPOBHEBOE, T.€. 3aBepPUTh 3aBepsitoltyio DI yxxe HeIb3s1).

[epeso noanMcei

Cratyc Bnageney, OpraHnzayma IHH

[« WeaHoe WMean Meancewy  Internet Widgits Py Ltd
4"  TepenTui PycankuH Internet Widgits Py Ltd

Moanmcs: 33BEPHTE MpocMoTpeTE
Onepadym

OTNPSEMTE NOAMNMCAHHEIA AOKYMEHT No email OTNPaEMTh
PacneyaTaTe NoapobHYH MHOOPMELMKD O NOAMKMoA

5) OtpaBuTh JaHHBIe 110 TI0UTe (15 3aBepllleHNs TOV ollepalyy HeoOXOoaM HacTPOeHHbIN
IIOYTOBBIVI KJIVIeHT).
6) PacriegaTaTh MHPOPMAIIIIO O TTOAIIVCH.

5.9.5 TIIPOBEPKA 2JIEKTPOHHOV ITOOIVCH

C nomompro rporpaMmMel «KpunrroAPM» BBl MOXKeTe IpOBEPUTh KOPPEKTHOCTD 3JIeKTPOH-
HOVI HIOJIVCK OT/IeIbHOro damia win Manky ¢amwios (IIpy 3ToM OyzeT IpoBepeHa MOAIINCH
KaX7Ioro ¢amia, BXOISIIero B yKasaHHYIO HMarky. BeixogHble daruibl aBTOMaTUYeCK coxpa-
HSIOTCS B MAIKY C MICXOAHBIMY JaHHBIMM).
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npOBepVITB KOPPEKTHOCTD C-)J'IeKTpOHHOVI TIOOITVICY BBl MOXXETE Yepes:
® TJIaBHO€ OKHO

® 3HAYOK Ha ITaHeJIN 3a1a4

e KOHTEKCTHOe MeHIO daria

BBI6epT/ITe IIYHKT MEHIO HPOBepI/ITI) IIOOIINCH. ,Hanee C.TIEZ[YI;ITG YKa3aHVAM HOMOH.IHT/IK&

IPOBEePKY 3JIeKTPOHHOW ITOJIIVICH:

1.

Ha mepsoM 1mare misi yrpormeHusi paboTbl BBl MOXeTe BbIOpaTh B CIIVICKe OIIHY W3 yXe
yCTaHOBJIEHHBIX HacTpoek. Ec/ii BbI xOTuTe B JajbHeVIIeM WCIIO/Ib30BaTh BBIOpaHHYIO
HaCcTPOVIKY II0 yMOJIYaHWIO, IIocTaBbTe ¢piar B myHKTe Mcmoip3oBaTe HACTPOVIKY IIO
yMOTJaHUIO.

[AnA yrpoweHa paboTel Bel MOKETE BIDDATE YHe
YCTEHOBNEHHEIZ HACTPOMKIM NAPaMETHOE NOAMMOA:

HavMeHosaHWe: |HOBaRA HacTpoiika -
0 d o -

MCnonss0BaT Hogan HacTpoiika
OTaen npogask

BriGepure daru1 wim nanky daiios, noamnmcaHHeIX DI1, KOppeKTHOCTh KOTOPBIX He0OXo-
IOVIMO IpoBepuUTh (KHOIIKM [106aBuTh manky v [JJo6aBuTh dar).

Beibop daitnos
BribepTe daine! WbpoBaHHEIX ASHHE MW hainel COBMELLLEHHOIA
NoanucH
Mma Pazmep [laTa M3MeHeHMA MyTe
OTueT N21,.docx,sig 18.3KB 22.03.2013 15:45:34 Ci\s
OTyeT N22,docx,sig 174KEB 22.03.2013 15:55:01 Ci\Us
OTyeT N23.docx,sig 17.4KB 22.03.2013 16:54:00 C U

4 1Ll I

NobaeuTe dain ] [,ﬂuﬁasmb nanky ] ¥IanMTh

ITocrre cOopa maHHBIX IS CHATVE M IPOBEPKYM HOAIVICY BOSHMKHET OKHO C MH@OpMaIyenn

0 cTaTyce omepanuu ¥ 00 MCIIONIb3yeMbIX IlapamMeTpax. [IJIg Hpofo/DkeHus olepanym
HaXMWTe Ha KHOIIKY I'oToBo.

Ecyim B darute mopmmcy cofep>XXUTcsl ojiHa HOAINCH (HeT JIOIOJIHUTEIbHBIX W/ VI 3aBe-
PAIOIINX), TO IIpOBepsieTcst KOppeKTHOCTb DI m ericTBUTeIbHOCTh cepTrdMKaTa OTIpaBy-
teis. Ecm B daruie DI comepsxuTcest 6os1ee 0HOV HOMATIVICY, TO IIPOBepsIeTcsl KOPPeKTHOCTh
KasK/JOVI TTOJIIVICY B KOJUIEKITVIA.

Otkpoetcsi okHO Pe3ysibTaT BBITIOJIHEHMS OIlepamiy, B KOTOPOM OTOOpasUTCs CTaTyC OIle-
partvm. Ecu oftHa vIv HECKOJIBKO TIOfTIVICEVT He JIeVICTBUTENIbHBI, 3TO OyJieT oTpakeHO B
craryce. YToObI IIpOCMOTpPETH JleTalIbHYI0 MH(OPMaIINIO O pe3yJibTaTaxX IPOBepKy IIOIIN-
CM ¥ WCIIOJIb3yeMBIX IapaMeTpax: MM VCXOIHOro paiijia, MMs BBIXOJHOTO darvia, CTaTyc
3aBeplleHVs OoIlepalyy, [JINTeJIbHOCTh BBIIIOJIHEHVs orepally, HakMuTe Ha KHONKy [e-
TaJIN.
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-

PezynwTar snincaseHna cnepauwn (Mpoeepka 200)

o Yonex

] 3anycTuTE MacTep cHosa

[ 3aKpeiTe oKHO, BCAM HET

E T O S—

OLIMBOK 11 3aMEYEHMA

5. Ecym BBI X0THTE ITpocMOTpeTh MHpopMalnio o nposepsemort D11 n ceprudrkare mopmic-
4lKa, BeIIe/INTe HeoOXOIMMYIO 3al1ch B CIIMCKe OKHa Pe3yIbTaT BHINOIHEHMs OIleparmm
VI HaXMIUTe Ha KHOIIKY MeHnemxkep coobmennsa. OTKpoeTcst OKHO YIIpassieHue ITOofIcaH-

HBIMV JaHHBIM.

Bi1a onepadn

pOBEpKE NOAMMOA
o MpoBEpKa NOAMKCA
MpoBEpKa NOAMKCA

Bpema BxoaHoi dain: BrixogHoi d

00:00:00.27  C:\Usersluser'\Documen...
00:00:01.22  C:\Usersluser'\Documen. ..
00:00:00,23  C:\Users'user'Documen. ..

4|

1 | F

MeHe#HED COODLLEHIA. .,

BuogHoi dalin:

CTaTYC 33BEPLEHHA OMEPaLIAM: Yonex,
ANMTensHOCTE BRINGAHEHWA onepalyn: 0:00:00, 27

C:Wsersiuser\DocumentsioTuete\OTueT [

4

I I

Bbl MoxeTe ITpocMOTpeThb MCXOIHBIN (pavil 1 COXPaHUTE €ro 110 YKa3saHHOMY ITy TV (KHOIIKM

ITpocmoTpeTts 11 CoxpaHUTE HaIpOTHB 10JIs1 OTKpBITHIE TaHHEBIE).

BribpaHHEli dalin
MoAMMCEHHBIR DOKYMEHT

Ein NoamMo;

HenognucaHHEA OOKYMEHT !

MMa gokymMeHTa:

|C:‘|,Users‘l_‘lﬂesktop‘lemBnnchu no paboTe c KpunToAF

|Pmsuncrsu no paboTe ¢ KpunToAPM 13 KoMaHAHOIA cTpot

[ MpocMoTpeTb ][ CoxpaHuTb ]

B ciyuae, eciin mpocMaTpuBaeMbIVt JIOKYMEHT siBJIsieTcst HoKyMeHToM Microsoft Word v
Microsoft Excel, 1 Ha KoMmpioTepe ycraHositeH nakeT Microsoft Office, MoxxHO HacTpouTh HO-
OasireHne MHAOpPMAIMM O IOAINCK B KOHeLl JOKyMeHTa (B ciydae ¢ Microsoft Excel Ha ot-
IeJIBHBIV JINCT). Brmrounts mobaprieHne MHAOpMALMM O HOAIIMCY MOXHO B BBIOPAHHOV I10

YMOJIYaHVIIO HaCTPOVIKe Ha CTpaHuIie O6L[IVIX ITapaMeTpOB.
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Oruet o mpoBepKe MOAINICY MOXXHO IIPOCMOTPeTh, BRIOpaB 3amvch B 1osie [lepeBo moamm-
cert 1 HaXXaB Ha KHOIIKy IIpocmoTpeTrs. OTKpoeTcss OKHO ¢ MHGOpMalyeit O IIOANNCH, CepTH-

CpI/IKaTe " ero craryce.

lepeso nognucei

Cratyc Bnageney Oprannzayna MIHH

«~*  Weanoe Mean Meanoewy  Internet Widgits Pty Ltd

[#]%* MWeanoe Mean Meanoeny Internet Widgits Pty Ltd
[#]%* MWeanoe Mean Meanoeny Internet Widgits Pty Ltd

4 L F

| jr

MoanKck: NobaEuTE ] [ SaEEpHTE ] [ MNpocMoTpeTE ]

Onepauym

OTNPEBMTE NOANWCEHHBIA A0KYMEHT no email OTNpaBKTh
PaCmeYaTaTe NoapolHyHD MHDOPMELMKD O NoanMol PaCMEYaTaTE

5.9.6 CHATME M IPOBEPKA MMOOIIVICHU

[Tpu mpoBepKe COBMeIIIeHHOV ITOAIIVICY CHavasla BBIIIOJIHSAETCS CHATIME OAIVICH C JaHHbIX
Y coXpaHeHMe IOAIMCAHHBIX TaHHBIX B OTHEIbHBIV (pailyl, a II0c/Ie 3TOro - COOCTBEHHO IIpo-
BepKa KOPPEKTHOCT HOIIVCH.

C momompio mporpammbl «KpuntoAPM» BBl MOXeTe CHATH M IPOBEPUTh KOPPEKTHOCTH
OIl otmenpHOro pavvia WM Hanku Qaios (Ipy 3ToM OyIeT CHATa ¥ IpoBepeHa ITOIIVICH
KaXIoro darvia, BXOAAINIEro B YKa3aHHYIO IIanKy. BeIxomHble dpavibl aBTOMATIYEeCKN COXpa-
HSIOTCS B IAIKY C MICXOAHBIMV JaHHBIM).

CHATH 1 IPOBEPUTHh KOPPEKTHOCTD JIeKTPOHHOVI ITOMIIVICK Bbl MOXKeTe Yepes:

e [JIaBHOE OKHO

® 3HA4YOK Ha ITaHeJIV 3a/1a4

e KOHTEKCTHOE MEHIO
YToOBI CHATH U IPOBEPUTH KOPPEKTHOCTH 3JIEKTPOHHOV IIOAIINCH, BbIOepUTe IIyHKT MEHIO
Cuare n nposeputs. [llarn IloMoniHuKa JaHHOV onepanyy COOTBETCTBYIOT Iaram Jlomorr-

HUKa ITPOBEPKU ITOIITVICII.

5.10 IIIM®POBAHME JAHHDBIX

Indposanme — 3TO IIpeobpasoBaHMe JaHHBIX B BUJl, HEJIOCTYIIHBIV [ UTeHUs Oe3 cooT-
BeTCTBYIOMIel MHMopManmy (KTova mmdposaHys). 3agada COCTOUT B TOM, YTOOBI 00ecIeunTh
KOHMIeHIIMaIbHOCTh, CKPBIB MH(OPMAIIMIO OT JINII, KOTOPhIM OHa He MpeHa3HadeHa, Jlaxe
ecJIVl OHU VIMEIOT JOCTYII K 3alldpOBaHHbBIM JaHHBIM.

Yro6r! 3ammdposath aiti, BaM MOTpeOyeTcss OTKPHITHIN KIIIOU MojIydaTesis 3armdpo-
BaHHBIX AaHHBEIX. PacnmdposaTe HaHHBIE IOJIy4YaTeIb CMOXKET, WCIOIb3Ysl CBOV 3aKPBITHIN
KJTFOY.

C nmomompio mporpammel «KpuntoAPM» Bel MoXeTe 3a11dpoBaTh OTAeIbHbBIV daril Win
nanky darios (Irpu 3ToM OyjieT 3ammdpoBaH OTAe/IbHO KaKIblil pariyl, BXOIAIINIL B YKa3aH-
HyIO mHanky. 3ammdpobaHHble darIbl aBTOMATUYECKM COXPAHSIOTCS B MAIKy C VICXOIHBIMU

TTaHHBIMM).
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5.10.1 ITIIM®POBAHWE

3ammdposaTh ¢daril BEI MOXeTe yepes:
® IJIaBHOE OKHO

® 3HAYOK Ha ITaHeJIN 3a1a4

e KOHTEKCTHOe MeHIO daria

Yro6k! 3ammmdposath daiis, ciiemyiTe peKoMeHaavssM MacTepa BbIIIOTHEHMS OIlepariyL:
1. Ha mepsoM Imare mIsi yIpolreHusi paboTel Bbl MOXeTe BbIOpaTh B CIIICKe OIHY W3 yXe
yCTaHOBJIEHHBIX HacTpoeK JyIs I posanus daiios. Eciv Bbl XoTuTe B TajIbHeIIIEM WC-

IIOJIB30BaTh BHIOPAaHHYIO HACTPOVIKY II0 YMOJIYaHMIO, IIOcTaBbTe dojiar B MyHKTe Mcmosb-
30BaTh HACTPOMKY I10 YMOJTYaHMIO.

AnA yrpoleHta patoTel Bel MOXETE BbIOpaTE YHE
YCTEHOBMNEHHBIE HACTPOMKM NADEAMETPOE NOAMKMOA;

HaMMEHDBEHME ‘HDEE.‘H HaCTpolika v'
= ) -

Wcnonez08aT Hopas HacTpoiika
OTaen npoaax

2. Beibepure mamnky c¢ dpaviaMu VIV OTOEIBHEIV parl, KOTOpble HeOOXOAMMO 3ammdpoBaThb
(xHOmKM [T0o6aBuTE Nanky 1 [106aBUTEL (a1 COOTBETCTBEHHO).

Mma Pasmep [Oata vsmeHeHWA MyTe
OTyeT N22, docx 11,1KB 20.03.2013 15:10:19 C\Us
OTyet N23. docx 11,1KB 20.03.2013 15:10:46 Ci\Us
OTyeT.docx 11,1KB  20.03.2013 15:10:03 Ci\Us

1 | 1] 3

[ AobaeuTe daiin ] [ﬂuEaBMTb nanKy ] ¥aanuTb

MpomaTp

3. B oTKpeIBIIIEMCSI OKHe YKaXKiTe HacTPOVIKM [IjIs1 BRIXOHOro popmaTa dpariia.
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"

KooWpoBKa M pacluMpeHHe

DER-«oanpoBKka *.| enc

@ BASES4-+woaupoBka * ENC
CTKMKYMTE CNyeBHbIE SEronoBkM
Ap¥MBMPOBEATE halinel Nepen WWhPOEaHMEN
C:\Usersiuser\Documents test\OTuet. doox BribpaTs
@) MNoMEWETE BbIX0AHEIE Dainel B YKa3aHHEIM KaTanor

C:WUsersiuser \Documentsitest!, BeibpaTh

| CoxpaHaTe CTPYKTYDY BENOMEHHOCTH KSTAN0roE
| OTNPaBMTE BRIXOOHEIE QEANEI N0 SNEKTPOHHDNA NoYTE

| OTKPBITE OKHO NOYTOE0MD KNMEHTA
| ¥aanuTe noxogHele dainel Nocne BeINOMHEHUA ONEPALIIA

-

¥poBeHb DEZ0MECHOMD YOANEHMA; |CpenHMF1

1) KommpoBka 1 pacipeHme;
¢ DER encoded binary X.509
e Base64 encoded X.509.[1)1s1 sTOrO BapMaHTa KOAMPOBAHMS Bl MOXKeTe yKas3aTh jiar
OTK/II0UNTH CJIy>KeOHbIe 3aT0JIOBKHA.
Pacmmpenns sammdposaHHoro darvia *.enc, *.p7m, *.pem.
2) ApxuBupoBaTh daribl Iepen MdpoBaHneM;
B crpoke Mims dpariia ykaxuTe Iy Thb 10 apXyBa ¥ MM CO3[JaBaeMOTro apxuBa.
3) [TomemiaTe BeIXOOHBIE (pariyIbl B YKa3aHHBIVI KaTaIore;
Ecyit BBIOpaTh 3TOT peXyM 1 OCTaBUTD I10JIe BBOIA ITyTY K KaTaJIOry He 3aIl0JITHEHHBIM, TO
BBIXOIHBIe (paryIbl OyAyT pOpMMUpPOBaTECA B KaTajlore BXOIHBIX (pariyIoB.
4) CoxpaHsTB CTPYKTYPy BJIOXKEHHOCTV KaTaIOTOB;
5) OTnpaBuTh BBIXOOHBIE (DAVIIBI 10 37I€KTPOHHOM I104Te;
6) YanmTe McXogHBIN (pariyl II0c/Ie BHITIOTHEHMs ONepamii;
Ecym BBl penmvuin cospaTh ¢arijl COBMeIlleHHOVI TIOAINCH, BBl MOXKeTe yAaJIUTh VICXOIHBIN
dparu1 1ocsIe BBIIOIIHEHMS OIlepaLIA.
7) YpoBeHB 0e30I1acHOrO yiasieHus

¥ oopobree o Hacmpotike napamempob ypoBus besonacroeo yoarenus uumaiime 6 paseie
1 Hacmpouxu kamai0208 xparenus caiiiob.

B oxre CBoricTBa mmdpoBaHMs BeIOepTe peXXM M POBaHVS TaHHBIX.
[1J1s1 aTOTO MIOCTaBbTE MepeKiIouaTesIb HallPOTVB COOTBETCTBYIONIEV CTPOKI:
« Vicmosnp3oBaTe KpunTomposariaep (B 5TOM CJIy4ae B BBIIAIaloOIeM CIVCKe BbIOe-
prTe HeOOXOAMMBIV TUII KPUIITOIIpOBarijiepa 1 aJIrOpUTM M poBaHs)

B cayuae ucnoavsoBanus xkpunmonpobaiidepa «SafeSign CSP Version 1.0» pabouum asreo-

’

& pummom wugpoBanusa abasemca moavko RC4.
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(@) Mcnonb30BaTh KPMATONPOBaMAED

PEsM WivcbpOBEEHWA ANA OTNPABMTENA COOAWEHMA

TN KPUNTONPOBaNAEpaE: [Crypto—Pm GOST R 34.10-2001 Cryptograp v]

AnropuTH WMbpPOBaHUS: [GDST 28147-89

)

Bnaneney cepTudikaTa:

ANropuTH WNGPOEaHMA:

(71 Mcnonb3oBaTe coBCcTEEHHEIR cepTUdMKaT

BrrrouuTe EEI:ITI-1¢II-1HE|T B CTMCOK NonyJaTensi

PyxoBopcTso 110 padote ¢ «KpunroAPM» 5.3, ©2015

e Vcnosnw3o0BaThk coOOCTBeHHBIT cepTudMKar s mmdposanus (s BeiOopa jmy-

HOro cepTudmKaTa MUCIOJIL3yTe KHONKY BriOpaTs). ITpn BEIOOpE JIuHOrO CcepTu-

dmkaTa ripoBepseTcs ero craTyc. JIndaHbI cepTrdUKaT aBTOMaTIYecKy 100aBIseT-

sl B CIVICOK cepTudMKaTOB MoTydaTesient mmdpyemoro daria.
r

Mudopmawms —

—

-

Brnrouén peskum windpoBaHne ¢ MCNOALI0EAHNEN cepTudKaTa
oTnpaenTtend. Bam HeoBxogumo eeiBpate cEOM cepTUgMKAT M3 IMYHOTD
xpaHunna, OCTaenTe peskMi BRNHOYEHHBIRT

-

|| He

Y1 Ilodpobree o wmacmpoiike napamempo wiugpoBanus Bui moxeme npouumants 6 pasdese

' Hacmpouiku onepayuu wudpobanus.

5. Ha cnenyroriem 1mare BeiOepuTe cepTmdUKaThI IOIydaTesien mmdpyemoro daivia, mc-

I10J1b3y sl KHOIIKY [106aBUTE.

CepTUDMKETEI NONYYaTENeA;

Brnageney, MzpaTens OeictenTened ¢ JefcTeBMTENE. ..
@Bamnbesa ... BaounbesaMa... 20.03.2013 20.03.2014
¥JOnera Oxo... OnbraOxotiHa  02.04.2013 02.04.2014
Einetposa A... Metposa Adka  09.04.2013 09.04.2014

fAanvTe [Yuanmb BCE ] [ MpocMaTP... ]

YT0oOB!I MIMEeTh BO3MOXHOCTb pacIiidpoBaTh 3alMdpoBaHHBI BaMI alijl, Bbl JTOJDKHEBI

100aBUTh JIMYHBIV CcepTUdUKAT B CIUCOK CepTUUKATOB IIoIydaTesieVl 3ammdpoBaHHOTO
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damia. Ecmm Ha mpepiayieM Iiare Bbl BKIIFOUWIV PeXNUM, IPY KOTOPOM I IIM(poBaHMs
OyreT MCIoIB30BaThCA Balll JIMYHBIV cepTUdIMKaT, Ha Ilare BeIOOpa cepTudMKaTOB II0TyJaTe-
JIeVl OH aBTOMaTU4ecKy Oy/ieT 3aHeceH B CITVICOK.

~ Obpamume Brumarue, 015 wugpobanus Heobxo0umo, umobs. KA0uY omnpaBumers u noty-
(= uamens moeau Ovims UCnoAb308arvl 047 WUPPOBAHUA OAHHbIX.
6. s oTpaBkm 3amM@poBaHHBIX JTaHHBIX IO 3JIEKTPOHHOV IIOUTe YKaXITe TeMy cooDIe-
HVIS, afipec TIoJTydaTesIs U TeKCT IVChMa:

Tema: KoHbMaEHUMANEHD

Anpec: user @mail.ru -

Coobuerme: [Jorosop Ha PECCMOTPEHKME M COrNacoBaHue

7. Tlocste 3aBeprieHnsi cOopa ITapaMeTpPOB ISl BBIIOITHEHNS MM POBaHs BO3HMKHET OKHO C
vH@OpPMaIen o craTyce orepaiuy 1 00 UCIIo/Ib3yeMbIX ITapaMeTpax: cepTudmKaT, KOTO-
pbIM ObUI 3ammdpoBaH damwi M cepTudUKar IoiydaTesns (-em). s IIpomospkeHMs
Ha)XMuTe Ha KHOIIKY I'oToBo.

Beenennble B MacTep mmdposaHms JaHHBIE MOXKHO COXPaHWUTh B HACTPOVIKY IS Jlalb-
HEVIIIIero WCIOJIb30BaHMsA. [IjIg 3TOro IIOCTaBbTe rajlouky B ITyHKTe COXpaHUTH JaHHBIE B
HaCTPOVIKY 7151 Ja/THHEVIIIIEeTO VICIIOIb30BaHMs 1 BBe[IMTe HaIMeHOBaHIe HaCTpOVIKI. Taxke
BbI MOXKETE COXPaHUTD BCe JaHHbIE B Y)Ke CYIIeCTBYIOIIYyI0 HaCTPOVIKY, BEIOpaB ee Ha3BaHIe 13

CIIVICKa.

COXPaHWTE ASHHEIE B HACTPOMKY AnA
AENEHERALEND MOMONBI0ESHWA

HauMeHoBaHWE:  HacTpolika 1 hd

HacTpouTe oTobpameHie waros MacTepa Bel momeTe
B MEHHD MPMNOHEHWA “YNPABNEHWE HACTPOMKEMA

[ < Hazag ][ lMoToBO ] [ OTmena ]

8. HauHzetcs mporiecc mmdpoBaHMs TaHHBIX. Bel MOXeTe IIpepBaTh €ro, HaKaB Ha KHOIIKY
Ot1m™meHa.

9. Ilpu oTmpaBke 3ammdpoBaHHBIX JaHHBIX 10 2JIEKTPOHHOM ITouTe (ec/in BBl yKaszamm "OT-
KPBITb OKHO IIOYTOBOIO KJIVeHTa'") OTKpOeTCsl OKHO Balllero IOYTOBOrO KJIVMeHTa IS pefak-
TUpPOBaHMs COOOIeHNs Ilepey] OTIIpaBKoVL. BHecuTe HeoOxoIMble M13MeHeHMs 11 OTIIpaBb-

Te MICbMO CTaHIAPTHBIM 00pa3oM.

i e ——————— N
PesynbTat snincAHeHkA cnepauui (Wndposanne) l = | |_i3-l
E—

P
: ! MoAoHAMTE, NPOMCXOAWT OTMPSENEHWE INEKTPOHHDN OTMEHMTE BCE
*
: MoYThl

Dbwee epeMa onepa: 00:00:05

| ZanycTuTe MacTep ctHosa

[] 3aKpkITh oKHO, ECTM HET OLWMGOK W 3EAMEYEHM

b I Saaasssseeeooagge 4
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10. ):[anee BO3HVMKHET OKHO PESYJ'ILTaT BBIIIOJTHEHMSI OIl€panMu CO CTaTyCOM 3aBepIIeHMd

oneparm.

@)~
Qbwes BpeMA onepaw: 00:00:28

[] 3anycTiTe MacTep cHosa

[] 3aKpeITE okHO, BCTM HET DWMBOK 11 3AMEYEHM

YT0O6RI ITPOCMOTpPETH AeTa/IbHYI0 MHAOPMaLVIO O pe3ysibTaTax I POBaHMs U VICIIOIb3YeMBIX
rapaMeTpax: MMs MCXOTHOTO dpaiia, MMs BEIXOIHOTO (3ardpoBaHHOro) daria, CTaTyc orle-

paiyy, IJINTeIbHOCTD BBIIIOJIHEHN OoIlepaliini, HaXXMIUTe Ha KHOIIKY deTasn.

Bua onepaLym Bpema BxonHoi dain: BeiooaHoi
@LIJM::I::pDE:aHME 00:00:00.49  C:\Users‘user'\Documen...  CiYdsersius
4 I b

MeHeawep coobiLeHMa. ..

CTaTyC 3AEEPLUEHMA ONEPELIM: Ymex.

L NUTENEHOCTE BeiNoONHEHWA anepawd: 0:00:00,49

BxoaHol dalin: C:Wsersiuser\Documentsitest\OmueT. docx

BrixoaHoi dakin: C:Wsersiuser \Documentsitest\OmyeT. docx
‘ T b

Ber moxete OTpedaKTMPOBaTh CIIMCOK HOHy‘IaTeHEVI SaHIVICppOBaHHI)IX HaHHBIX, ITPOCMOT-

PETH 1 COXPAaHNTDb MCXOOHbIE TaHHbIE.

1.

BBIHeJ'IVITe 3aIlliCb B CIIMCKe OKHa PESYJIBTaT BBIIIOJTHEHMS oIlepanmm 11 HaXMIUTE Ha

KHOIIKY MeHem>Kep coo0mIeHMs.

OTKpOGTCSI OKHO YHpaBJIeHI/Ie IJ.II/ICPPOBHHHBIMI/I AJaHHBIMM, B KOTOPOM Bbl MOJKETE:

IIPOCMOTPETh Iy Tk, 110 KOTOPOMY COXpaHeH 3allndpoBaHHBIN darT;
HIPOCMOTpeTh 3anmdpoBaHHbIV darwl (kHomka ITpocMoTpeTs psoM co crpokovt Pari

VMCXOTHBIX JaHHBIX);

LLnchposaHHsii daiin: C:\Usersluser\Documentsitest\OTyeT . docx.enc

DERN MCKOAHBIX AaHHE: OTuet.docx

[I'IpﬂmquETb...] [ CoXpaHHTb... ]

Ka CoxpaHUTB);
IIPOCMOTpeTh MHPOpMaIINIO O cepTudmMKaTax I1ojIydaTesiert 3ammdpoBaHHbIX JTaHHBIX
v ux craTycel (kHomKa ITpocmoTpeTs);

COXPaHUTh MCXOAHBIV pawl (pacimdpoBaHHbIe JaHHbIe) 110 YKa3aHHOMY ITyTH (KHOII-
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CepTHMKAETE NONY4aTENSR 3aWMbpoBaHHE daHHEIX

CepuiHBIi H.., @10 Opradn... MNogpas... fdomsd... Woonszo...

0A82209F... | Mepoea | | | | |

gjocici2c... OlgaOk.. Digt
B%)34F440DA... WBaros

] 1 | 3

[ AobaeuTb.. . ][ ¥aanuTb ] [I'IpomnTpETb... ][ CRHOBUTE

|

Ceptudukar pacumdpoBaHs TaHHBIX OTMevaeTcsl 3HauKoM -=4 . CeptudmkaTom pac-

M poBaHMs CTAHOBUTCS IIePBBIVE 13 CIIVICKA cepTUdMKaT IoJTydaTesier, MMEeIOIINIl 3aKPBIThIV

K1ro4. OcTaibHbIe cepTUdUKaThl OTMeYaroTCsd CTaHJapTHBIMI 3HaYKaMIA.

Bbl MoxeTe pacimpuTb/COKpaTUTh CIIMCOK CepTUdUKATOB MolydaTesient dpaiia (KHOIKM

Ho6aBuTh 11 YIanmuTh COOTBETCTBEHHO).

ITpu naxaTtnu Ha KHONIKY ITpuMennTs W OK maHHBIe OyyT HOBTOPHO 3aIdpoBaHbl B

aZjpec M3MEeHEHHOI'O CIIVICKa HOJ'InyIaTeJ'IeTZ.

5.10.2 PACIIM®POBAHME
C nomormnpio mporpammsl «KpunroAPM» Bel MoXeTe paciidpoBaTh:

e OTHEeJIbHBIN patr;

e manky ¢amios (IIpu 3ToM OyeT pacimdpoBaH KaXabI darwl, BXOOAIINI B yKa3aH-

HYIO IIAIIKY. BBIXO,HHBIQ (baTZJ'IBI ABTOMATMYECKI COXPaHAIOTCA B IIAIIKy C MCXOOHBIMU

TTaHHBIMM).

PacmmdposaTh JaHHbIe BEI MOXKeTe depes:

® TJIaBHOE€ OKHO

® 3HAYOK Ha ITaHeJIV 3a/1a4

e KOHTEKCTHOe MeHIo daruia

Beibepure myrkT Menio Pacimmdposars. [Janee ciiemyvite pekomeHmarnysiM [TomomtHmKa

110 BBIITOJIHEHVIIO OIlepanmi:

1. Ha mepsoM Imare [jis yHOpOIleHMs paOOThI BBl MOXeTe BBIOpaTh B CIIVICKE OIHY M3 yXKe

YCTaHOBJIEHHBIX HAaCTPOEK DaCHlVICbDOBaHVISI CbaVIJ'IOB. Ecim BBI XOTUTE B IaJIbHeNIeM MC-

II0JIb30BaTh BEIOPAHHYIO HACTPOVIKY II0 YMOJTUYaHUIO, ITIOCTaBbTe diar B IIyHKTe Vcmosb3o-

BaTh HaCTPOVKY IO YMOJTYaHMIO.

[ na yrpoweHia paboTel ol MoxeTe BeibpaTh e
YCTAHOBNEHHEIE HECTPOMKK NAPaMETPOE NMOLMACH:

HauMeEHDBaHWE: [Ha:.‘rpoi&lca i - ]

WMcnonb30BaTE HACTPOMKY MO YMONYSHMID

azan Oanee = ] [ OTMeHa
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2. Beibepwure davit wim manky ¢avioB, KOTOpble HeoOXonmmMo pacimdposarh (KHONKM [o-
O0aBuTh manky 1 [1o6aBuTh part). Takke BB MOXKeTe BEIOpaTh apXMB ¢ parvuIami.

KMmA Pazmep [ata M3MEHEHMA MyTe
OTueT.docx. enc 15.3KE 21.03.2013 18:40:51 Ciis
OTyeT MN22.docx.enc 156.0KE 21.03.2013 18:24:37 s

Pl n 3

[ AobaenTe dain ] | AobaBuTe Nanky | ¥NanMTh ¥AaNMTE BCE |

3. B wremyromieM okHe BbIOepuTe IPeNIIOYTUTEILHBIN cepTUdUKaT pacmdpoBaHus (KHOIIKa

BrIOpath). YkazaHHBI cepTudmKaT Bbl MOXeTe IIPOCMOTpeTh, HakaB Ha KHOIIKYy IIpo-
CMOTpETb.

Bnagenew ceptudmkara: CN=0lga Okhotina, 0 =Digt,L =iowkap-Ona,5=F

[ Bribpatk ] |I'IpomoTpETb| YaaniTe

4. Tlocne 3aBepiienys: cOopa JaHHBIX 41 paciMdpoBaHya BOSHUKHET OKHO ¢ MHdOopMaren
0 craTyce omepanuyu 1 o0 VCIIONIb3yeMBIX ITapaMmeTpax. i mpomoipkeHns HaXMWTe Ha
KHOIKY I'oToBO.

YkasaHHbIe TaHHbBIE MOXXHO COXPAaHWUTh B HACTPOVIKY [IJIs JaJIbHEVIIIero VCIOIb30BaHu. [

3TOro mocrasbTe duiar B IyHKTe COXpaHUTH JaHHBIE B HACTPOVIKY /I JaJbHEVIIero vc-

I0JIb30BaHMA VI BBEAUTE HaVIMeHOBaHVe HACTPOVIKN. Takke BbI MOXXeTe COXPaHUTh BCe JaHHbIe

B y>Ke CYIIeCTBYIOIIyIO HaCTPOVIKY, BbIOpaB ee Ha3BaHVe U3 CIIVICKA.

| COXpaHWTE AaHHEIE B HACTPORKY ANA
AaneHeEAWEero MONeNL30BaHKA

HaWMEHOBEHWE!  HacTpolika 1 -

HacTpouTe oTofpaseHue waros MacTepa Bel moxmeTe
B MEHHD MPUNGHEHMA Y PEBNEHWE HACTPOMKEMM ",

| < Hazan H [oToBO ] | OTMeHa |

5. Haunetcs nporiecc pacimdposanms daria. Bel MoXeTe IipepBaTh ero, HakaB Ha KHOIIKY

OTtMeHUTB Bee.

[aHHBIe OynyT pacidpoBaHbI 1 110 YMOJTYaHMIO COXPaHEeHbI B TOT )Ke KaTaJIor, B KOTO-
POM HaxXOOWMTCS MCXOOHBIN (3ammdposadubi) darwt gaHHbIX. [Tpyu sToM mMs pacimdposaH-
Horo ¢pamIa coBIaziaeT ¢ MMeHeM 3almdpoBaHHOTO dailia, HO He MMeeT pacIivpeHns *.enc.
Ecim dpaiy1 ¢ TakmM rMeHeM yoKe CYIecTBYeT, COXpPaHUTe ero MO, APyTIM MMeHeM.

Ecimu ceptudpuxar I'OCT, BBeyuTe 11aposib JOCTyIIa K HEMY.

ITocste 3aBeplilleHNMs oIepalyi BO3HMKHET OKHO Pe3ysIbTaT BBINOJIHEHMs OIlepaliymn.
YToOBI MPOCMOTPETH NIeTAIbHYIO MHMOPMAIIMIO O pe3ysIbTaTaxX paciiidpoBaHMs U VCIIOJIb3Y-
eMBIX TTapamMeTpax: MMs MCXOIHOro daruia, MMs BBIXOTHOrO (pacimdpoBaHHOro) daria, cra-
TyC 3aBeplIeHVs OIlepariny, JJINTeTbHOCTD BBITIOJTHEHVIS Ollepaliy, HaXMIUTe KHOIIKY deTasm.

138



OO0 «ndposrle TEXHOIOT MM PyxoBopcTso 110 padote ¢ «KpunroAPM» 5.3, ©2015

PezynwTat BnincaseHnA onepauun (Lndposanme) [ = ﬁj

@) e

| 2anycTuTe MacTep ctHosa

[] 3aKphITh OKHO, ECTM HET OLWMGOK W 3AMEYEHM

b

Ecimn BBI xO0TMTE TIpOCMOTpeTh MHQOPMAIIMIO O cepTudmKaTe pacimdpoBaHs 1 CEPTH-
dmKaTax moydaresner WiV M3MEHUTD CIVCOK IToJTydaTesient 3aIidpoBaHHbBIX JaHHBIX, BbIe-
JIMTe HeOOXOIVIMYIO 3aIliCh B CIIVICKe OKHA Pe3ysIbTaT BBIIOJIHEHVSI OIlepaly 11 HOKMITE Ha

KHOIIKY MeHemXep cooO1IeHms.

Bua onepavyad BpemAa BxoaHoi dain: BeiooaHoi

@Pauumd:pnBaHme 00:00:00.14  C:\Users‘user'\Documen...  CiYlsersius
OP‘auumd:upl:uBaHme 00:00:00,13  C:\Jsers‘wser'\Documen...  CiYJsersius

MeHeamep coobiLeHMa. ..

CTATYC SAEEPIIEHIA OMEDALMM: Yonex.

ONKUTEeNsHOCTE BRINONHEHWA onepawn: 0:00:00, 14
BxoaHoi dain: C:WUsersiuser\Documents test\OmueT. docx

BrioaHoi dain: C:WUsersiuser\Documentstest\OmyeT. docx

4| 1]

OrtkpoeTtcst OKHO YripaBiieHue ¢ poBaHHBIMU JTAaHHBIMM, B KOTOPOM BBl MOXeTe:

® IIPOCMOTPETH YTk, II0 KOTOPOMY COXpaHeH 3alndpoBaHHbIN darl;
® IIPOCMOTpeTh 3alMdpoBaHHEIN (paiul (kHorKa [IpocMoTpeTs HarpoTUB cTpoKM Parit

MCXOTHBIX )Z[aHHBIX) ;

LLdpoBaHHBIN halin: C:\Usersluser\DocumentsitestyOTuer N23.docx.sig.enc

Dain nexoaHex ganHese | OTHeT N23.doc.sig

[I'IpomquETb...] [ CoXpaHuTb. .. ]

® COXpaHWUTb WCXOHOHBIN daiwl (pacmmdpoBaHHbIe [JaHHBIE) II0 YKa3aHHOMY ITyTU

(xaorrka CoxpaHWUTB);
® IIPOCMOTpeTh MHAPOPMAIIVIO O cepTrdMKaTax IIoJTydaTesient 3aidpoBaHHbIX JaHHbBIX

1 ux ctatycel (kHorKa ITpocMoTpeTs).
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CepTHMKAETE NONY4aTENSR 3aWMbpoBaHHE daHHEIX

CepuiHBIi H.., @10 Opradn... MNogpas... fdomsd... Woonszo...

0A82209F... | Mepoea | | | | |

gjocici2c... OlgaOk.. Digt
B%)34F440DA... WBaros

4 I 3

[ AobaeuTb.. . ][ ¥aanuTb ] [npOD‘IﬂTpETb... ][ CRHOBUTE ]

Ceptudukar pacumdpoBaHs TaHHBIX OTMeYaeTCs 3HAUYKOM B3 Ceptudmnxarom pac-
M poBaHMs CTAaHOBUTCS IIEPBBIVI U3 CIVICKA CepTMUdMKAT HoTydaTes, VMEIOIINI 3aKPBIThIV
wio4. OcTtasibHble cepTrdMKaTh OTMEUAIOTC CTaHAAPTHBIMY 3HaUYKaMU

Bbl MoXeTe pactMpuThb/COKpaTUTh CIIMCOK CepTUdMKATOB MosTydaTesient darvia (KHOIKM
Ho6aBute 1 YaamnTk cooTBeTcTBeHHO). ITpy HakaTtum Ha KHONKY ITpumennts i OK mas-
Hble OyIyT IIOBTOPHO 3alIndpoBaHbI B aJipec M3MeHEeHHOTO CIIVCKa IIoIyJdaTesiert.

5.11 KOMBMHWMPOBAHHBIE OITEPAIINN

B r1aBe KomOmHMpOBaHHBIE onlepaliy Bbl HavjieTe MHAOPMALIVIO O TOM,
e Kak 3ammdpoBaTh M HOANMCATh dparil

e Kak pacimdposaTh 1 HPOBePUTh IOANNCH dariia

5.11.1 CO30AHME NOOIMCU U IIVPPOBAHUE

C nomorpio mporpammsl «KpunrroAPM» Bl MoXkeTe 3aimdpoBaTh M IOAINCATh OTAEb-
HBIV dartl WM Nanky (Ipy 3ToM OyreT 3ammdpoBaH 1 MOAINCAH OTAEIPHO KaXIbll darul,
BXOIAIINI B YKa3aHHYIO ManKy. 3ammidpoBaHHBIe ¥ IIOANVCAHHBIE (aruIbl aBTOMATIYeCK
COXPAHSIOTCS B ITAIIKY C VICXOITHBIMV JJaHHBIMI).

HOHHT/IC&TB n SaHIVIquOBaTB HaHHbIe 3a OHY OIlepallliiO Bbl MOJXKeETe Jepes:
® TJIaBHOE€ OKHO

® 3HA4YOK Ha ITaHeJIV 3a1a4

e KOHTEKCTHOe MeHIo daruia

Beibepure myrkt Mento Ilogmmcare mn 3ammdposate. [laee ciemyiiTe peKOMeHIAIVISIM
MacTepa BbIIOJIHEHMS OIlepalin:

1. Ha mepsoM Imare i yHOpOIeHMsS paOOThI BEI MOXKeTe BBIOpaTh B CIVICKE OFHY M3 yXKe

YCTaHOBJIEHHBIX HACTPOEK VI ITOATIVICY U1 HIT/[dDDOBaHVIH. Eciu BBI XOoTHTE B IaJIbHenIeM
VICITIOJIB30BaTh BbIGpaHHYIO HaCTpOVIKy II0 yMOJIYaHWMIO, YCTaHOBUTE ClDJ'Ial" B ITyHKT€ WUc-
I10JIb30BaThb HaCTpOfIKy 10 YMOJIYaHUIO.
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HauMeHoBaHME !

Mcnonesoeat

[AnA yrpoweHa paboTel Bel MOKETE BIDDATE YHe
YCTEHOBNEHHEIZ HACTPOMKIM NAPaMETHOE NOAMMOA:

‘HIDEIE.'FI HaCTpolika - ’
0 d o -

HoBaA HacTpoiika
OTaen npogask

2. Beibepute oTHnenbHbIN (arul U HanKy ¢ dariaMy, KOTopble He0OXOOMMO 3ammdpoBaTh 1

nonnvicats (kHonky [To6aBuTts dar v JIo6aBUTH MalIKy COOTBETCTBEHHO).

KMma Pasmep [aTta M3MEHEHHWA MyTe
OTueT N21.docx 12.7KE 22.03.2013 15:35:19 C:\Usi
OTueT N22.docx 11.1KE 22.03.2013 15:43:21 C:\Usi
OTueT MN23.docx 11.1KE 22.03.2013 15:43:21 C:\Usi
4| 1 3
[ AobaeuTe dalin ] [ﬂnﬁasmb nany ] ¥ 0anuTe
MpocMoTp

3. HepBI)IM STalIOM YKaKUTE ITIapaMeTPhI IJIS CO30aHA BHEKTpOHHOVI ITOOIIVICUI JaHHBIX. ChHa-

yaJla YKaXkuTe BBIXOIHOV popMat dparuia HOAINCH: KOIVPOBKY U pacIIipeHVe BBIXOHOTO

daria.

e DER encoded binary X.509. Pacimpenns nopmnmcansoro darvia *.sig, *.p7s.

e Base64 encoded X.509.115151 aTOrO BapMaHTa KOOMPOBaHMs BbI MOXeTe yKa3aThb dpiiar

OTKIr0uUNTh CJTy>KeOHbIe 3aroj10BKu. Paciipenns nogmnvcaHHoro daria *.sig.

(") DER-<0AMpoBKa

(@ BASES4-koampoBka

KoOWpoBKa M PACLIMPEHWE

[T] oTrAoumMTE cnykefHbIe 3aronoBKH

4, ):[anee YCTaHOBUTE ITapaMeTPbI IIOAIIVICIL.

CBONCTEa NognMoa

BrAioyKMTE B NoOANWCE:

Wmone3oBaHWe Noanyod;
KoMMEHTEPMIA K NOLMMCK:
WaeHTHdHKETOP pecypoa:

MoMECTMTE MMA MCXDAHOMD daina B none MaeHTUhKKaTOp pecypca”

CoXpaHUTE NOAMMCE B 0TAENEHOM daine
¥ OaNWTh MCXOAHENIA aAn NoCNE BeINOMHEHMA ONEPALYAN
Y¥poBeHe BesonacHoro yAaneHWaA; [CpenHMH -
BrAuyMTE BPEMA COZAEHMA NOLMMOA
[7] BrntouMTE WTAMA BPEMEHIM HA NOANMCLIBAEMBIE AaHHKIE
[7] BrntoumMTE WTaMA BPEMEH Ha NoANME

I:l BKNHOYKMTE B MOANWCHL A0K333TENLCTES NOANMHHOCTI

YTEEemKAeHD b

MOMHHO OTNP3IENATE

&.docx

[Tnnt-m CEQTUOMKET BNagenLLUa -
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Vicnosip30BaHMe TTOOIIVICH;
Vkaxnure HeobxommMoe HasHaueHMe mommmicu. O ToM, KaK CcO3[aBaTh HOBbIe Ha3HAUEHMS BbI
MOXKeTe y3HaThb B pasferie Onepanyy co clipaBOYHMKaMV Ha3HaYeHU.

KomMmeHTapwmit K mogmmicy;
KommeHTapueM K MOAMIVICH MOXET CIIyXXWUTh MHMOpMaiys, MpeaHasHauyeHHas JIOfAsSM, IIpo-
CMaTpMBaIOLIVM HOAIVICAHHBIN TOKyMeHT (Harrpumep, "Cortacosato!").

BK110unTh B IOAIINCH:

- TOJIBKO cepTudMKaT BJIajiesiblia - peXXUM, yCTaHOBJIEHHBIV 10 yMoT4aHMio. B arpubyTsl moz-
mvcy JobassigeTcs eVHCTBeHHBIN cepTudmKaT;

- IIyTh cepTudUKaIMy 6e3 KOpHeBOro cepTudMKaTa - B aTpMOYThI OANNCK T00aBiIseTcs 1ie-
IoYKa cepTndmKaToB, 3a MCKII0UeHVieM KOPHeBOro cepTudmKaTa;

- BCce cepTudMKaThI IyTN cepTUdUKALUN - B aTPUOYTHI HOAINCY J00aBIIgeTCs BCs LerovKa
cepTndMKATOB, B TOM UmCiIe VI KOPHEBO cepTudmKart;

- He BKJTIOUATh CepTUdUKATHI B TIOAINCE - B aTpUOYTHI IOAIINCY He BKIIIOYAIOTCS CePTMU(UKATEL

Mnpentudukarop pecypca;
YnamuTe McxogHBI ¢ariyl ocjIe BHINOITHEeHMs oIlepani;
Ecym BBI penmuim co3gaTte paviyl COBMeIIeHHOV TIOIVICH, BBl MOXKeTe YAIUTDb MCXOIHBIN darul

I1I0CJI€ BBIITIOJIHEHVSL OIlepali.

YpoBens Ge3onacHOro yaaieHus
[TogpobHee 0 HacTpoViKax ypoBH: 0e30MacHOro yjajaeHus: yuTanTe B pasgere HacTpoviku ka-

TAJIOTOB XpaHeHMs darIoB.

BxirounTs Bpemsi co3gaHms IIOOIIVCH;
ITpu ycraHoBKe driara - B parut OAmcH OyAeT BKIIFOYeHO BpeMs ITOIIIVICIA.

@rarm BkyIrouuTh mIraMm BpeéM€HN Ha IIOAIINCbIBa€MbI€ [TaHHBIE M BxorrounTs mrramimo

Bpe€MEHMNM Ha IIOAIINCH, TOCTYIIHbBI TOJIBKO IIPY YCTaHOBJ'IeHHOVI JINEeH3n Ha MO1YJIb TSP.

@s1ar BKyII0oYMTE B MOAINCH 0Ka3aTeIbCTBa MOAJIMHHOCTH [JOCTYIIEH TOJIBKO TPV YCTaHOB-
stegHoM yinteH3uM Ha «KpunrroAPM CraspgapTPRO».

ITonpobHee 0 HaCTPOVIKe ITapaMeTPOB CO3IaHs HOAIIVICY BB MOXKETe IIPOUNTATh B pasierie

HacTponiku onepanimm Ioanvcu.

5. Ecym 6bu1 ycrasoBieH driar BxarounTts B moanvick IlItam Bpemenn, B ciienyioieM oKHe
ykakute nnapamerpbl Ciry>xObl [lITammnos Bpemenn.

6. BriOepure jiiruHbIN cepTmdpmKaT 111 cozgaHms DIl (kHorka BeIOpaTs).
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CepTHMKaT ANA COSAaHMA NOAMMOA

Bnanenew, CEFITMEI:IMKEITEI . N =O|QEI Okhoting, 0 =Digt,L =F1EILIJKEI|:I -0Ona,5=P

Xew anropyTh: |5H-‘5-'1 ~ |

| Bribpatk ||I'I|:|D|:|~f|nTpETb|

7. na poctyna k BeiOpaHHOMYy KmouyeBoMy KoHTentHepy ('OCT ceprudukaTa) BBeamTe Ia-
poJIB.

8. BropsIM 3TartoM yKaxuTe ITapaMeTpsl IS I POBaHNS JAaHHBIX. YKaXIUTe HACTPOVIKM [T
BBIXOJHOrO popmata daria.

KoAMPOBKS WM PacllMpEHIte

DER-xoaWpoBKka .| Eenc
@ BASES4-xoaMpoBEKa *, enc
OTKMOYMTE CNy#elHBIE SEronoBKK
Ap¥MBMPOBATE DaAnkl NEPED WMhPOESHWEM
Cri\Users'user \Documents\test\OTyeT N23. BribpaTt
@) MNoMEWATE BEIXOAHEIE Dalnel B YKa3aHHEIN KaTanor

C:\Usersiuser\Documentsitest), BribpaTk

CONDEHATE CTPYKTYDY BNOMEHHOCTH KATANOMOE

¥ | OTApaEnTE BrINogHEIE DEMNL! N 3NEKTPOHHON NoYTE
| OTKPEITE OKHO NOYTOBOrD KNMEHTE

Kogmposka u pacimvpeHme;

e DER encoded binary X.509

e Base64 encoded X.509.[j1s1 sTOrO BapmaHTa KOAMPOBaHMS BBl MOXeTe yKa3aTb (par OT-
KJIIOYUTBH CJTy>KeOHbIe 3aroJI0BKNA.
Pacmmpennsd saumdposaHHOro darvia *.enc, *.p7m, *.pem.

ApxuBuposBaTh darnibl epes mmdpoBaHeM;

B cTrpoke Mimsa dariia ykaxkuTe IIyTh J10 apxyBa U M3l CO3/aBaeMOIo apxyBa.

ITomerniaTh BBIXOOHBIE Cl)aﬂJ'IbI B YKa3aHHBIV KaTaJIor;
Ecim BbI6paTb STOT PEXVIM M OCTaBUTh II0JI€ BBOHA IIYTU K KaTaJIOTy He 3aII0JIHEHHBIM, TO BBI-
XOHbIe paviIb 6y)1yT dopmupoBaThcs B KaTaJlore BXOIHBIX qaaﬂHOB.

CoxpaHATh CTPYKTYPY BJI0>KeHHOCTM KaTasIOIOB;
OTtnpaBuTh BBIXOAHBIE (parljIbl 110 3JIEKTPOHHOV ITOYTe.
B oxxe CBorvicTBa mmdpoBaHMs BbIOepuTe pexxuM I poBaHms JaHHBIX. IS 3TOT0 OCTaBb-
Te IIepeK/I0YaTe/Ib HAITPOTVIB COOTBETCTBYIOIIEV CTPOKIL:
e Vicnonp30BaTh KpUNTOIpOBavaep (B 3TOM CIydae B BBIIAIAOIIEM CIVICKe BbIOe-

prTe HeOOXOMVMBIVI TUIT KPUIITOIIpOBalijiepa M aJlrTOPUTM I pOBaHMs)

B cayuae ucnoavsobanus kpunmonpoBatidepa «SafeSign CSP Version 1.0» pabouum areopum-
Mom wiugppobanus abasemca moavko RC4.
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PEsM WivcbpOBEEHWA ANA OTNPABMTENA COOAWEHMA
(@) Mcnonb30BaTh KPMATONPOBaMAED

TN KPUNTONPOBaNAEpaE: [Crypto—Pm GOST R 34.10-2001 Cryptograp v]

AnropuTH WMbpPOBaHUS: [GDST 2814789 v]

(71 Mcnonb3oBaTe coBCcTEEHHEIR cepTUdMKaT
Bnanenew cepTHdMKETE:

ANropuTH WNGPOEaHMA:

[}
=}
]
=}
m
]
2]

BrrrouuTe EEI:ITI-1¢II-1HE|T B CTMCOK NonyJaTensi

o Vcnosnw3o0BaTh coOCTBeHHBIT cepTudmKar s mmdposanus (s Beidopa jmy-
HOro cepTudmKaTa MUCIOJIL3yTe KHONKY BriOpaTs). ITpn BEIOOpE JIuHOrO CcepTu-
dmkaTa ripoBepseTcs ero craTyc. JIndaHbI cepTrdUKaT aBTOMaTIYecKy 100aBIseT-
s B CIVICOK cepTudMKaTOB HoyvaTesieit mmdpyemoro darvia.

— — -
[r—
- - - -

F —

HMrdopmayws -

BinrougH peskum WMGpPoBIHWE © MCMONBI0EAHNEM CEPTUGNKATE
oTnpaeuTend. Bam HeoBxogumo BplBpaTte CBOA CEpTUgMKET W3 AMYHOMD
¥paHuanwa, JcTaEnTe PEKWM BENHYEHHBIAT

& J[ e

ITogpoOHee 0 HacTpoViKe IapaMeTpoB IIMEMPOBaHMS Bbl MOXeTe IIpOUnUTaTh B pasfelie
Hacrponku omeparimy nmmmd poBaHms.

9. Ha cienyromem mare BeiOepuTe cepTudUKaTh HoTydaTtesieit mmdpyemoro daria, uc-

TI0JIb3ys KHOIIKY [100aBuUTh.

Yro0bl MMeTh BO3MOXXHOCTh paciIidpoBaTh 3alMdpoBaHHbI BaMu (aril, Bl JTOJDKHBI
100aBUTh JIMYHBIV cepTUdUKAT B CIUCOK CepTUUKATOB IIoIydaTesieVl 3ammdpoBaHHOTO
darvta. Ecav Ha npefpiyineM Iare Bbl BKIIOUWIV PEXVUM, PV KOTOPOM JId I POBaHMs
Oy/eT MCIoIb30BaThCs Balll JIMYHBIV cepTudMKaT, Ha I1are BeIOOpa cepTuduKaTOB IIojTyJaTe-
JIeV OH aBTOMaTU4ecKy OyeT 3aHeceH B CIIVCOK.

' Obpamume Brumanue, 014 wugpobarus Heobxo0uMo, umobs: kA0uU omnpabumenst u noiy-
(%) uamens moeau Gvims UCnoAb306aHbL 045 UiUppobariis OaHHBLX.
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10.

11.

12.

13.

CepTHDMKETEI NONYYETENEM;
Enageney MzpaTtens OeictenTened ¢ AefcTEMTENE, .,
i35 Olga Okhotina  Olga Okhotina 20.03.2013 20.03.2014
i35 VisaHos WeaHos 22.03.2013 22.03.2014
iz NeTposa MeTposa 22.03,2013 22.03.2014
IﬂoEaBMTb... I Y AanMTE ¥aaniTe EFL'_EI II'Ipomqu... I

HHSI OTIIPpaBKWM ITOAIIVICAHHBIX U1 SaIHI/Iq)pOBaHHI)IX IOaHHBIX I10 BHQKTpOHHOVI IIo4Te yKaXxm-
Te TEMY COO6]:LI€HT/I5[, aJipec 110JIy4daTeJlsd 1 TEKCT IIrcbMa:

Tema: KoHduaeHwansHo!

Anpec: user@mail.ru hd

Coofwerme:  |oroBop Ha COMMACOBaHME

ITocsie 3aBepItieHVss cOOpa ITapaMeTpOB IS BBIIIOJTHEeHMS I POBaHVs BOSHUKHET OKHO C
nHdOpMaIIrer o cTaTyce oreparym 1 00 MCIIoIb3yeMbIX apaMeTpax: cepTudukar, KoTo-
pbIM 6bUI 3adpoBaH dart u cepTudUKaT rorydaresis (-evr). s mpogoipkeHms
HakMuTe KHOIIKY I'oToBO.

Bce ykasaHHBIe ITapaMeTpbl MOXXHO COXPaHWUTBH B HACTPOVIKY IS JaJIbHEVIIIero VCIIosIb30-
BaHMA. /1 aTOoro ycraHosure d¢uiar B nyHkTe CoxpaHUTH JaHHBIE B HACTPOMKY IJIA
Ja/IbHeVIIero MCIoJIb30BaHMA 11 BBe[VITe HavIMeHOBaHVe HacTpoVKK. Taxke Bbl MOXeTe

COXPpaHWUTD BCE NaHHbIE B Y>Ke€ CyIIEeCTBYIOIILYIO HaCTpOI7IKy, BBIGpaB €e Ha3BaHWe 13 CIIVCKa.

CoXpaHMTE ASHHEIE B HACTPORKY AnA
AaNEHEAWErD MONONEZ0BaHKA

HaMMEHOESHWE:  HacTpoiika 1 -

HacTpouTe oTobpameHie waros MacTepa Bel momeTe
B MEHKD MPMNOHEHMA “YNPSBNEHWE HACTPOMKEMA ™,

I < Haszan “ loToBO ] l OTmMeHa I

Haunercsa niporecc mopricy u mmdposanms darwia. Bel MoXeTe rpepsaTh ero, Hakas Ha
KHOIKy OTMeHa.

ITpy oTmpaBke HMOONVMCAHHBIX W 3allM@POBaHHBIX JTAHHBIX II0 3JIEKTPOHHOV MoYTe (ecym
BBl yKasa/m "OTKPbITh OKHO ITIOYTOBOTO KJIMeHTa'") OTKpOeTCcs OKHO Balllero II0YTOBOIO KJIV-
eHTa I PeJaKTUPOBaHMs COOOIIeH Vs ITepe, OTIIpaBKovi. BHecure HeoOxomymble m3MmeHe-
HVIS VI OTIIpaBbTe MVIChMO CTaHJaPTHBIM 00pa3oM.
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Pezynwrat snincadeHuA onepauun (Mognuce u wudposanue) El_‘lg
= -l
[ ! MogoawTe, MPOMCKOAMT OTMPEBNEHKE 3NEKTPOHHON OTHMEHUTE BCE

NoYTEl

=iy
DfuLee BpeEMA onepaltaa: 00:00:07

[ ZanycTuTe MacTep ctHosa

[] 3aKpkITh OKHO, ECTIM HET OLWWMGOK W 3AMEYEHMT

14. Tanee Bo3HMKHeT OKHO Pe3ysbTaT BBIIOJIHEHMs OIlepallMM CO CTAaTyCOM 3aBepIIeHws

-
Pesynbtat BninCAHEHWA cnepauuy (Mognuce 1 wudposadne) El_lg
@

Dbwes BpeMA onepalya: 00:00:07

orrepanimmn.

[7] 3anycTiTE MacTep cHosa

3aKpbITh OKHO, ECMKM HET OWWOOK 1 3aMEYEHIIA

e
YTOOBI MPOCMOTpPETH JIeTaJIbHYIO MH(POPMAIIMIO O pe3yJIbTaTax MIM(pPoBaHMs U VCIIOIb3Y-

eMBIX IIapaMeTpax: MMs VCXOOHOTo daila, MMs BBIXOIHOTO (3ammdpoBaHHOro) darvia,
CTaTyc ollepaluy, JJINTeIbHOCTD BBIIIOJIHEHN OIlepalny, HaKMIUTe KHOMKY deTamn.

Bua onepaLym Bpema BxoaHoi dain: B

CosgaHue nogniod W wugp...  00:00:03.48
OCEBH,EHME nogrKcd W wagp... 00:00:02.47  C:lUsersluser\Documen...  C
OCnmaHME nogrMcd W wagp... 00:00:02.44  C:lUsersluser\Documen...  C

1| ] [ 3

MEHEAWED COODULEHNA, ..

CTaTyC 3aBeplueHA onepaLmiK: Yonex.

ONMTENEHOCTE BEINGNHEHWA onepactad: 0:00:03.43

BxonHoi dain: C:Wsers'user\Documentsitest\OTueT N23,
BrixogHoi daiin: C:\Usersiuser\Documents oruete\OTueT 1

1| 1] | r

Ber moxete OTpeNaKTMPOBaATh CIIMCOK HonyaneneI?[ SaIlIT/IquOBaHHbIX " IIOAIIMCaHHBbIX

ITaHHBIX, IIPOCMOTPETH VI COXPAaHWUTD VICXOIHbIE JJaHHBIE.
1. Belgenmre 3ammch B CIVICKe OKHA Pe3ysibTaT BBINOJIHEHWMS OIleparyy ¥ HaXMUTE Ha
KHOIIKY MeHemKep coo0mIeHMs.
2. OtkpoeTcs 0KHO YripaBiieHMe M@ pPOBaHHBIMI JaHHBIMM, B KOTOPOM BBl MOJXKETe:
1) I[IpocMoTpeTs IMyTh, IO KOTOPOMY COXpaHeH 3aldpoBaHHBIV daiui;
2) ITpocmoTpeTs 3armdpoBaHHbI darwl (KHoKa IIpocMoTpeTs HalIpOTUB CTPOKM

®dai1 CXOOHBIX JaHHBIX);
3) CoxpaHuTb MCXOOHBIN (darwl (pacidpoBaHHble JaHHBIE) II0 YKa3aHHOMY IIyTU

(xzonka CoxpaHUTB);
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MCXOOHBIE AEHHBIE: C:\Usersiuser\Documentstest\OTueT N22.dock.sig

OTKPBITEIE DaHHEIE: OTueT N22.docx

[I'Ipommpem...] [CuxpaHHTb... ]

4) TlpocMmoTpeTs MHQOpMaUMIO O cepTMUdMKaTax IoIydaTesieil 3amIidpPoBaHHBIX
IaHHBIX U VX CTaTychl (kHOIKa ITpocmoTpeTs);

CepTudMKaTE! Nony4aTensi 3awMdpoBaHHE 4aHHEIX

CepuiiHBIA H...  ©MO Oprand... Mogpas... Aom#H...  HMdonsso..,

Ejociciac... Olga Ok...
B%) 39F449DA... VBaros

4 I 2

[ AoBaBnTs. .. ][ ¥OanMTh ] [I'Ipommpem... H CBHOBMTE ]

CeptudmxaT pacumdpobaHmsl JaHHBIX OTMeudaeTcs 3HaUYKOM Bg . Ceptudmkarom pac-
M poBaHMs CTAHOBUTCS IIEPBBIVE M3 CIIMCKA cepTUdMKaT IIoJTydaTesie, MMeOIIIL 3aKPhIThIV
o4, OcraibHble cepTUdUKaThl OTMEYAIOTCS CTaHIapPTHBIMY 3HaUKaMI

Bbl MoXkeTe pacmpuTh/COKpaTUTh CIMCOK CepTUdUKATOB MHoIy4aTesien dparria (KHOIKM
Ho6aBuTte 1 YaaanThk cooTBeTcTBeHHO). ITpy HaxxaTtn Ha kHONKy ITpumennuts win OK naH-
Hble OyayT HMOBTOPHO 3aIdpoBaHbl ¥ MOAIMCAHEL B ajpec M3MeHEeHHOIO CIVCKa IoJTydaTe-

JIen.

5.11.2 PACIIN®POBAHME U IIPOBEPKA MOANIMCHU

C nomompro mporpaMmel «KpunrroAPM» Bbl MoxeTe paciidposaTh 1 Irposeputsb DI1 oT-
IerpHOro dpamia Wit TpymHIbl darwios, Manky ¢ dpamwiamu (IIpy 3TOM KaXIbI darul, BXOHs-
TNV B YKa3aHHYIO MAIKy, OyaeT pacumdpoBaH 1 IIpoBepeHa MOAIIVICh) VIV 3alidpoBaHHbIe
apXVBBI

Pacimmdpposats arit v HpoBepUTh 3JIeKTPOHHYIO ITOMIVICH 3a OHY OIlepalliio BBl MOXKeTe
yepes:

* IJIaBHOE OKHO

® 3HAYOK Ha ITaHeJIV 3a/1a4

e KOHTEKCTHOe MeHIo daruia

Bribepure niyrkT Mento PacidpoBars m mipoBepuTh Ioammck. [laee ciremyvite peko-
MeHparmsaM MacTepa 10 BBITIOJTHEHMIO OIlepaliyi:
1. Ha mepsoM Imare I yHOpOIIeHMs paOOTHI BEI MOXeTe BBIOpaTh B CIIVICKE OFHY M3 yXKe
yCTaHOBJIEHHBIX HACTpOeK I HOAnMcU M pacinmdposaHus. Ecian BeI XoTuUTe B JajIbHEN-

I1eM VICITIOJIb30BaThb BBI6paHHYIO HaCTpOVIKy 110 YMOJIYaHVIO, ITIOCTaBbTE cpnar B ITYHKT€E WUc-
I10JIb30BaThb HaCTpOﬁKy 10 YMOJIYaHUIO.
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COXPEHWTE AaHHEIE B HACTPOMKY 4na
AaneHeAWEr o MCNoNE30BaHHA

HaWMeHoBaHWE!  HacTpoiika 1 A

HacTpouTe oTofpaseHre wWaros MacTepa Bl MoxeTe
B MEHHKD MPUNOMEHMA Y MPEENEHME HACTPONKEMN,

2. BeIbepuTe ofyH WM HECKOJIBKO (pavyIoB C 3alMdpoBaHHBIMY ¥ HOAIIMCAHHBIMY TaHHBIMI
(xaomkm [Jo6aBuTh davur / [106aBUTH NaIKy).

Mma Pasmep [HdaTa vsmeHeHwua MyTe
OTyeT N21.docx.sig.enc 20,6KB 09.04,2013 11:54:23 C:\Us
OTyeT N22, docx.sig.enc 18.4KB 09.04.2013 11:54:25 CiUs
OTueT N93.docox.sig.enc 18.4KE 09.04.2013 11:54:21 Cii\d=
] 1 F

[ Aobaeute dain ] [,ﬂuﬁasmb nanky ] ¥ AanMTh

3. B cenyrorieM okHe BeIOepuUTe IpPeIIIOUYTUTEIBLHBIV cepTudUKaT paciIMpoBaHs (KHOIIKa
BriOpate). YkaszaHHbII cepTudmKaT Bbl MOXeTe IIPOCMOTpeTh, HaXkaB Ha KHOIIKy IIpo-
CMOTpeTb.

CepTHDMKAT paciuMbpoBaHa

Bnapenew cepTudgmraTta: M =0nera OxoTiHa,0 =digt,L =Mowkap-0na,C=

BribpaTh ] [I'IpomquETb YaanuTe

PEstM CONPEHEHWA paClUMBPOBaHHE dalinos
K.aTanor coxpaHeHuA halinos:

C:Wsersiuser \DocumentsioTueTsl,
CoXpaHATb CTPYKTYDY KaTanoros
CHMMaTE NognHce
Y¥aanaTe $alin noanMod

Y¥poBeHe BE30NACHOMD YASNEHWA Qainos [CpenHmﬁ -

B JaHHOM OKHE TaK)XKe MO>XHO BBI6paTBE

Karasnor coxpanenms ¢aiioB, ecii 1ojle KaTajora OCTaBUTh ITyCTBbIM, TO IIO pe3yJIbTaTaM
onepanyy paryiel OyIyT coXpaHeHBl B TeKyIlieM KaTaJlore.

CoxpaHUTH CTPYKTYpy KaTaJIOrOB - IIPV BKIIOYEHUV COXpaHSeT CTPYKTYpPY KaTaJIOrOB IUIS
BbIOpaHHBIX aVIIOB.

CHMMaThL IOANNCH - TPV IPOBepKe OTesIsAeT (avil IIOAICH OT MCXOIHOro daria.
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Ynanare daiin nogmicy - mocsie CHATUA TOAIINCY yAaseT davil MOAIICH, OCTaBIsAsd TOJIHKO

VICXOIHBIN (parvul.

YpoBens GesomacHoro ynmanenus daiios. ITogpoOHee o HacTpovikax ypoBHsI 0e30I1acHOIO

yOaJIeHVIsI YMTaliTe B paszesie Hacrponku xkaTasioros xpaneHmst pamios.

4.

ITocsie 3aBepireHns: cOOpa JaHHBIX YIS paciIndpPOBaHMS M IIPOBEPKY ITOIIVICY BO3SHVKHET
OKHO ¢ MH(OpMaIMen o cTaTyce orepanyi 1 o0 VCIIOIb3yeMbIX IapaMmerpax. s mpo-
IOJDKEHNS HaXkKMITe Ha KHOIIKY I'oToBo.

Hanuble OyayT pactmdpoBaHbI 1 II0 YMOIYAHNIO COXPAHEHBI B TOT e KaTaJIor, B KOTOPOM
HaXOMTCS VICXOMHBIN paruT JaHHBIX. VIMst HOBOro (paiiyia coBIIa/iaeT ¢ MMeHeM IIOJIIICaH-
HoOro 1 3ammdpoBaHHOro darvia (TOJIBKO 0e3 IoroITHNTeIbHOrO pacipenns). Ecim darot
C TaKVIM VIMEHEM Y>Ke CYIIIeCTBYeT, COXPaHWTe ero Iof APyIM nMeHeM. [lajiee IipoBepsieTcst
KoppeKTHOCTb DI v AercTBUTeIIBHOCTD cepTrdMKaTa OTIIPaBUTEIIS.

ITocsie 3aBepireHNs oriepalyt BO3HMKHET OKHO Pe3ysibTaT BhIIOIHEeHMsI onepanmm. Uro-
OBI IIPOCMOTPETH JIeTAIBHYIO MHAOPMALIVIO O pe3ysIbTaTaxX IIPOBEPKM ITOIIIVICU VI VICIIONb-
3yeMBIX IIapaMeTpax: MM VCXOIHOro daruia, MMs BBIXOTHOTO (paia, CTaTyC 3aBepIIeHs

orepanunyi, IJIMTeJIbHOCTD BBIITOJIHEHVIA OIlepaliyivi, Ha’KMUTE KHOIIKY lleTaJ'IVI.
i

-
Pezynbrat BnincaseHuA onepauun (Pacwndposate 1 npoeep... El_lﬂ]

&
ORwee epeMa onepaw: 00:00:07

[T] 3anycTuTe MacTep cHoea

(| ZaKpeiTs okHo, ecnM HET owKMBoK W 3aMEYEHMI

L

Ecrii BBI xoTHTe IpocMoTpeTh MHpopMariyio 00 DT 1 cepTudmkaTe MOAMMCUMKa, Bble-

JINTe 3aIlMiCh B CIIMCKe OKHa PesyanaT BBIIIOJTHEHWMS OIIeparyMu 11 HaKMNTE Ha KHOIIKY Me-

HeJKep cO0O0IeHMs.

Bua onepavy Bpema Buwoaxoi dain:

PacwmdposaHe 1 Nnposepka nognMas  00:00:02.55
GF‘aa.LlMd:upl:uBaHme W NpoBepka nogrmod 00:00:03.32  C:Wsers'user'\Docume
FacuntbpoBaHUe M NpoBepka noankod 00:00:02,3%  Ci\Users'user\Docume

[+ T | b

[ MeHeawep coobueHma. ..

CTETYC SEEEPIWEHNA OMNEPELIMM: Ymex.

ONHUTensHOCTE BeINONHEHWA onepaumd: 0:00:02, 55

BxoaHoi dain: C:WUsersiuser\DocumentsitestiOTueT MN21,
BrioaHoi dain: C:WUsersiuser\Documents\oTyeTe \OTYHET |

4| 1] [ 3

OrtkpoeTcst OKHO YIIpaBiieHMe IIOANMCaHHBIMY JAHHBIMM, B KOTOPOM BBl MOXeTe:
HPOCMOTpeTh MOAICaHHbIe TaHHble (KHoIlKa IIpocMoTpeTs HanpoTuB MMeHM darvia) U
COXPaHWUTh VX Ha JIOK&JIbHBIVI KOMIIBIOTEP WIM OTUYyXJaeMbIll HocuTesb (KHomka Coxpa-

HUTB).
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IPOCMOTpPETH CilefyIollyio MHdopmalmio (kHorKa IIpocmoTpeTs):
e 0 100aBIeHHOM K (parily 2J1eKTPOHHOV HOAIICH
e 0 cepTudUKaTe, C TIOMOIIIBIO KOTOPOTo ObUT MOAIVcaH al, 1 ero craTyce
® O IITaMIIaX Bp€MEHV Ha IIOAIIVCH U ITIOAIIVChIBa€MbIe [TaHHBIX

100aBUTD IIOIIIINCE.

3aBepUTh IOJNNCh(0OpaTUTe BHIMaHMe, UYTO JIepeBO MOIICeV TOJIBKO JIBy Xy POBHEBOE, T.e.

3aBepuTh 3aBepsitonlyio DI yxxe Heslb3s1)
pacriedataTh MH@opManmio (kHorka Ha nmedars) o OIT - B HoBoM okHe Opaysepa MS IE Oy-
net cpopMmpoBaHa nnedaTHas popma ¢ mHPOpPMAIIIET O IIOIIIVCH.

[epes0o NoanMcel

Cratyc Bnageney Tammnua ra OTyecTeo
[ %" Tepentnii Pycankun In

4 I

I
| | |
MognMce: JaBEpHTE MpocMoTpeTE

OnepaLyu
CTNPAEMTE NOGMMCEHHEIM DOKYMEHT no email QTrpaBnTb
PacmeyaTaTe NoapobHYHD MHDODMELMKD O NoAnHod PacmeyaTaTb

CoXpaH1TE OTMeHa

OTIIPaBUTD 110 BHeKTpOHHOVI Imoydre.
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5.12 TIPOCMOTP IOKYMEHTOB

ITporpamma «KpuriroAPM» 1103BOJISIET IPOCMAaTpMBaTh VICXOIHBIE JTaHHBIE 3amdpoBaH-
Horo dpamta wiv daruia, cogep>Kaliero COBMeIeHHYIO ITOATINCE.

i1 mpocMoOTpa MCXOIHBIX AAHHBIX 3alIM(POBAHHOIO JOKyMeHTa, HeOOXOIVMMO VIMeTb
cepTudmKar pacimdpoBaHs.

ITpocMoTpeTs MCxOmHBIE HaHHBIe 3amIMdpoBaHHOro dawia wim daria, coiepiKaliero
3JIEKTPOHHYIO IIOAIIVICH, BBl MOXKETE Yepes:

e IJIaBHOE OKHO

® 3HAYOK Ha ITaHeJIN 3a1a4

e KOHTEKCTHOe MeHIO daria

Bribepure nyHkT MeHro IIpocmoTpers mokymeHT. [lajiee cienyiite pekoMeHaarmsaM Ma-
cTepa BBIIIOJIHEHWSI OIlepallui:
1. BoibepwTe OnMH MIM HECKOJIBKO (PamyIoB, KOTOpble HEOOXOAMMO ITPOCMOTpPETh (KHOIIKM
Hob6aBuTh dar1 11 [Jo6aBUTH aNIKy COOTBETCTBEHHO)

KMna Pazmep [laTa M3MEHEHHA MyTe
OmueT N21.docx.sig 18.8KE 22.03.2013 15:45:34 Ci\s
OmueT N22.docx.sig 17.4KE 22.03.2013 15:55:01 C\s

4 1L 3

I AobaenTe dain I Iﬂuﬁasmb nanky I YIENMTE

2. Tlocite 3aBeplIeHMA c6opa IIapaMeTpOB IJIA BBIIIOJIHEHMS OIlepalii BO3HIIKHET OKHO C

vH@OpMaIert o cTaTyce onepanun. [ mpomoipkeHns: HaXMuTe Ha KHOIIKy 'oToso.
3. VicxopmHble maHHBIE IOKYMeHTa OyyT OTKPBITHI I IIPOCMOTpa.

6 Moagynbs TSP

Kpome 3aBepeHMs: JOKYMEHTOB 3JIEKTPOHHOVI IIOJIIVICHIO, BBl MOXKeTe YIIOCTOBEPSITE TOUHOE
BpeMsI VX CO3[IaHVs. DTO IIO3BOJISET IIPeIoTBpalllaTh BO3MOXKHbBIE KOH(IVKTHI IIpu oOMeHe 10-
KyMeHTaMI MeX/1y IlapTHepamy, KoJUleraMi 1 T.I1.

Vlcriorib30BaHME IIITAMIIOB BpeMeHM B 3JIEKTPOHHOM JOKYMEHTO0OOpOTe ITO3BOJISIeT CO3Ia-
BaTh OuIIMaIbHOE JI0Ka3aTeIbcTBO paKTa CyIlleCTBOBaHM JJOKyMeHTa Ha OIpeJle/IéHHBIN MO-
MEeHT BpeMeHM.

Monyie nopmepxku Ciayx0p1 IlITamnios sBpemenn (TSA). «KpuntoAPM Cranmapt Mo-
oyne TSP» nopmepxuBaeT paboty ¢ cepsricom Cityx0a IITaMIIOB BpeMeHM POCCUVICKOTO pas-
paboTunka cpeficTB KpunTorpadudeckor 3ammTbl MHPopManmm — KommaHum «Kpwurro-
ITpo».

B riraBe Moayse TSP BbI HavieTe MHAOPMALIVIO O TOM,
e Kak mosyumTs I1rraMiI B ¢J1y>k0e I1TaMIIoB BpeMeHU

® KaKm 06pa30M MOJXHO ITPOCMOTPETD INITaMII BpeMEeHI1
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! «KpunmoAPM Cmapm» HE nodoepxuBaem padbomy co Cayoxboit wimamnod 6pemeru.

- ”

B cirygae paboTel cO CTOPOHHVMIM CEpPBMCOM IIITAaMIIOB BpeMeHM JIOIIOJIHUTEIbHO yCTaHaB-
JIMBATh HUYero He TpedyeTcs.

Ecimit BBI XOTMTe MCIIOIB30BaTh COOCTBEHHBIV CEPBVIC IITAMIIOB BpeMeHV, TO HeoOXommma
HOoKyIKa cepsepa ci1yxObl Illtamniop Bpemenwu, Hampumep, or xommanum «Kpumrollpo» -
KpumnrolIpo TSP Server.

Ecm 1wtanmpyetcst mcnonbzoBaTe 'OCT anropurwmsl, To Heobxommma mokyrka I'OCT-
osoro Kpurnronposargepa «KpumrolIpo CSP».

Cxema 110/Ty4eHMs IITaMIla BpeMeHN:

1. HacrpomnTe napamerpsl i1t padotsl co Crty>k0071 IITamMIIa BpeMeH!
2. TlomyunTdb mITaMII BpeMeHM Ha JOKYMEHT Bbl MOXKeTe BO BpeMs oIlepaliy JIeKTPOHHOV

HIOANVICY JIOKYMeHTa.

3. B q)V[HaJH)HOM OKHe oIleparmm CO3IaHms JIEKTPOHHOM ITOAIVCY VTV Ollepallv IIPOBePKU

JIeKTPOHHOVI HOAINCY AOKyMeHTa Bbl MOJKeTe IIPOCMOTpeTh MHQOpMalMIO IIITaMIla Bpe-

MEeHW, Cq)OpMVIPOBaHHYIO Ha ITOAIIMCaHHOM JOKYMEHTE.

B okHe YmpasieHue NOONVMCAaHHBIMU JAaHHBIMM OTKPOVITe MHEAOPMAIIMIO O TIOMIVICU
(TBOVIHBIM KJIVIKOM Ha HeVl VIV HakaB Ha KHOIIKY ITpocmoTpeTs):
IToommice Vuadopmanyss 06 aTpubyTax HOAINCY, BpeMeHW ee CO3[IaHNs,

VICIIOJIB3Y €EMBIX aJITOPpUTMaXx ITOAIIVICH V1 XEIIMPOBaHMA.

Cepruduxar Mudopmanysa o  ceprudukare:  craryc — cepTudwukara
/ IevicTBUTeJIeH U Jip./, HOMep, JaHHbIe O BilajielIblle 1 M3jlaTerle,
CpOKax JIeVICTBYSI cepTudMKaTa 1 ero MCIIo/Ib30BaHUN

CraTycel ceptudmkara | OOBmImit ctaTyc IIpoBepKy MOJIHOTO IIyTH cepTudmKanmm (o crTa-
Tycax cepTudmKaTa dnTaniTe ogpodHee B riaBe [IpoBepka cra-

TyCa CEDTI/Id)VIKaTa). KpOMe 9TOrO, B 3aKjlalKe Bbl MOXETE yCTa-

HOBUTB CII0CO0, KaKVMM IIPOBEPSITh CTAaTyC cepTUdMKaTOB (110 JIO-
kaspHOMYy COC, o COC, noirygyenHoro u3 Y1, ¢ ncnosnb3oBanm-
eM Revocation Provider, mposepurs B OCSP cityx6e)

IITamIIel BpeMeHM e CBOVICTBa IITaMIla BpeMeHU (BpeMs B IIITamIle, TOYHOCTb
IITaMIla BpeMeHM (MKC), MAeHTUMUKATOP IOJIUTUKM);

o cBovictBa CiIy>kObl IITaMIIOB BpeMeHU (HauMeHOBaHMe
CITy>KOBI);

o ceptudmkar CiryXObl (COOepPXUTCS B TOM CIIydae, ecIi BO
BpeMsd MOAINCK JOKyMeHTa B KadecTBe OJHOIO M3 IlapaMeTpoB
IITaMIIa BpeMeHU Bbl YKazayiv 3anpocuThb cepTudmkar Ciry>k0b1

IITaMIIOB BpeMeHM)

7 Mopynb OCSP
Mopyne OCSP k nnporpamme «KpunroAPM» nopzepxmBaet paboty ¢ cepsricoMm CityxObI
aKTyaJIbHBIX CTaTyCOB POCCUVICKOTO pa3paboTumKa CpefCcTB KpUITOrpadudecKon 3alliyUThl VH-
dopmanmu — xkomnaHum «KPUITITO-TTPO».
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' «KpunmoAPM Cmapm» He noodepxcubaem pabomy co Cayx00il akmyasbHuix cmamycos.
N

" ’

Cityx0a aKTyaJIbHBIX CTaTyCOB — 3TO JIOBepeHHBIN CyOBeKT VIHPpacTpyKTypbl OTKPBITBIX
xnouent (PKI), koTopeiii mpegHasHadeH Il OHJIaTHOBOV IIPOBEPKM CTaTyca CepTrdUKaTOB Ha
ocHoge 1mpotokosia OCSP (Online Certificate Status Protocol).

Ciryx6a OCSP pacnpocTpassieT MHPOPMAIIMIO O CTaTycax cepTudUKaTOB 1 MMeeT CIIefy-
IolIIMe IIpenMYyIIiecTBa 10 CpaBHEeHMIO cO cIIcKkaMu oT3biBa cepTrdmkaros (COC):

e mH(oOpManMsa o cTaTyce cepTudmKaTos Bcerga akryaibHa. (rykOa MoXeT MOIydaTh
vH@pOpMaIIo 00 M3MeHeHUN CTaTyCcoOB CepTUdUKaTOB B peaILHOM BpeMeHU U pacIpocTpa-
HATDH €€ KIIMeHTaM.

o MeHbIM 00béM OCSP-oTBeTa. OOBEM OTBeTa CIIyXOBI (PUKCHUPOBAH ¥ CPaBHUTEIEHO
MaJl, B TO BpeMs KaK CIIVICKM OT3bIBa CepTU@PUKATOB MOTYT MMeTb OOJIBIIION 00BbEM. DTO MO3BO-
JIeT YMEeHBIINUTh BpeMsi peaKIUy IPWIOXKEeHNI VI MOXKeT MMeTh pelllaroliee 3HaUeHue IIpU Co-
3daHUN JI0JIFTOBPeMEeHHOTo apxuBa HOKyMeHTOB ¢ DI mis yMeHbIleHMs oObéMa eIuMHIIL Xpa-
HeHUs.

ITpoBepka 3/1eKTPOHHOV MOAMNVICK Ha IOMIVMHHOCTh TpeOyeT HayIM4Ms JOIOJTHUTETbHBIX
IJAHHBIX, Ha3blBaeMbIX [I0Kas3aTeJIbCTBAaMM IOIMHHOCTU. «[JokasarenscrtBa [lomHHOCTI
BKJTIOYAIOT

o ceprudmkarsl LIC Hapsay co cratycom oT3biBa, B dopme COC wim xe B popme MH-
dopmartinm o craryce ceprudukara (OCSP), mpemocrapiisieMble Yepe3 OHJIAVH-YCIyT

e CBUJETEIbCTBO TOTO, YTO IIOMINCH ObUIa cO3[IaHa 3aBeJOMO [I0 OIIpeJleJIeHHOTO MOMeHTa
BpeMeHN. B KadecTBe TaKOBOTrO MOXKeT BBICTYHATh IITAMII BpeMeHU IV IIpuUBsi3aHHbIe KO Bpe-
MeHMU y4YeTHBIe 3alVICK B IIPOTOKojIax (time - marking).

«JloKa3aTesIbCcTBa MOMIMHHOCTI» MOTYT COOMPAThCs HOAINCHIBAIOIIEN 11/ VIV IIPOBEPSIO-
eyl CTOPOHOW. SIBHOe IpUCYTCTBUE MIOeHTUdMKaTopa perjlaMeHTa MOAIVCK [I0JDKHO OBITh
00yci10BJIeHO TPeOOBaHMSMM 3TOTO perjlaMeHTa.

JJomosTHUTEeIIBHO UMTaliTe O TOM, KaKye apaMeTpbl JocTyna B ci1yx0y OCSP HeobxoammMo

HACTPOWT [JIs YCIIEIITHOTO IOy YeHVs YTy IIeHHO ITOITIVICHAL.

Pabota ¢ OCSP cityx6011 notpedyet Bepcuio riporpammbl «KpurnroAPM Cranpapt» 1 j1n-
nensuo Ha Moy OCSP wm «KpuntoAPM CrangaptPRO».

B c1yuae paboTel cO CTOPOHHMM CEpPBUCOM aKTyaIbHBIX CTATyCOB JIOIIOJIHUTEIBHO yCTa-
HaBJIMBaTh HU4Yero He Tpebyercsa. Ecim xe TpebyeTcs mcronb3oBaHMe COOCTBEHHOTO CcepBriCa
aKTyaJIbHBIX CTaTyCOB, TO HeoOXoiyMa IIOKyIIKa cepBepa CIy>KObl, HarpuMmep, OT KOMIIaHUN
«KpumrolIpo» - «KpurrolIpo OCSP Server».

Ecm 1wianupyetcst mcnosnbzoBaTe [OCT asropurwmsl, To HeoOxommma mokyrka I'OCT-
osoro kpunrronposangepa «Kpunrollpo CSP» i «Signal COM CSP».
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8 Moayiab “KPUniTOAPM BROWSER PLUG-IN"

“KpuntoAPM Browser plug-in” 1mossosisieT HoAIMCHIBaTE U IMQPOBaTh pa3INyHbIe TUITbI
IaHHBIX IIPSMO BHYTpM Opay3epa, B TOM UNCIIe 3JIeKTPOHHBIE JJOKYMEHTBI, JJaHHbIe BeO-popM 1
T.0. [Tpu aTOM moOAIMCHIBATE JaHHbBIE BBl CMOXKeTe KaK COBMEIIeHHOVI, TaK M OTKpeIUIeHHOW
aMIeKTpoHHOM Toxammickio. [loammice n mmdpoBaHe 3JIeKTPOHHBIX JAaHHBIX OCYIIECTBIISETCS
coriacHo crangapry CMS (Cryptographic Message Syntax) ¢ mpuMeHeHMEM POCCUVICKIX
KPUIITOAJITOPUTMOB.

“KpuntoAPM Browser plug-in” anastormuen c 6ubimortexonn CAPICOM u “Kpunrollpo
DUTI Browser plug-in”, Ho nMeeT psz OTIMYUTL.

B ormmmame ot mssectHoro CAPICOM mogysib Ho3BojisieT paboTaTh He TOJIBKO ¢ Internet
Explorer, jierko BcTpamBaeTcss M HpUMeHMM B JIIOOOM 13 COBpeMeHHBIX Opaysepos: Internet
Explorer, Google Chrome, Mozilla Firefox, Safari, Opera.

B ormmume ot “Kpunrollpo DLIIT Browser plug-in” mmeer paciivpeHHBIVI CIMCOK IIOA-
Hep>XXuBaeMbIX Kpurrromnposarigepos. “KpunroAPM Browser plug-in” nognepxusaeT paboTy n
¢ 'OCT-kpunrroniposarnepamu (Kpumnrollpo CSP, VipNet CSP, Signal-COM CSP), u co cras-
JapTHBIMM KpuIITonposariaepamm Microsoft.

“KpruntoAPM Browser plug-in” B mocsiefyronemM MO3BOJIUT peajin30BaTh pelleHue It
BJIaJleJIblleB CepBepPHBIX MHAOpMaMOHHBIX cucTeM. Ocobas ymileHs3us, mpuodpeTaeMas Biia-
mesibliaM BeO-TTopTasioB, Oy/eT IO3BOJIATh MX KJIMEHTaM VCIOJIb30BaTh IIpOrpaMMHOe obecrie-
ueHne «KpunroAPM» B pamkax MHGOPMaIVIOHHOV CHUCTEMBI COBepIlleHHO OecruiaTHo. [Tpum
3TOM KOJIMYECTBO I10JIb30BaTesIeV BHY TPV MHMOPMAIMIOHHOV CHCTeMBI OyIIeT He orpaHITIeHo.

Pemmernte Ha Gase “KpunroAPM Browser plug-in” MoxeT ObITh BEIOpaHO B KauecTBe OC-
HOBHOTO CpeJICTBA Ha JTalle IIPOeKTMPOBAaHMS WIM KaK albTepHarvBa Owbimoreke MS

CAPICOM, ecini crcTeMa yKe BBefleHa B SKCIUTyaTalluio ¥ (PYHKIMOHUPYeT.

Kpwnto&PM &J
HpVI II€pBOM SaHYCKe IIporpaMmbl
«KPMHTOAPM» 11ociie YCTaHOBKVI IDIarvie .' . ) Toneko 4To BeiNa NPOW3EEAEHE pErVCTRaumA mMogyna "Browser
¥ plug-in".
AaBTOMAaTMYECKN PeTVICTpVIPYeTCﬂ B cucreMe Mpwu HEOBXOANMOCTI EM0 MOXKHO OTKNHOMWTE B NapamMeTpax

nporpamMmel,

U yCTaHaBJIMBaeT IS Bcex Opay3epoB II0JTb-
30BaTeIs PeXnM paboThl «BrioueHo».

ITpy HeoOXoAMMOCTY BB MOXKeTe OTKIIIOUNTH IUIarmH. CaeriaTh 3TO BbI MOXKeTe Ha BEpXHel
raHesIV MHCTPYMeHTOB uepe3 meH0 Hacrpoviku > Ynopasnenme HacTpovikamm > Browser
plug-in:

€3 Mapamerpel @

=~ HacTpoiiiu Browser plug-in
Ofwme

Pestiambl

MapaMeTpbl NpoKoM-cepsepa
= CNpaBoqHHIKM | Bentounte Browser plug-n
i Hazrauenna cepTudmKaTa
b HaZHaYeHWA NoanuoH

Browser plug-in NpeaHazHaqeH ANA Co3AaHWA M MPOEEPKM INEKTPoHHOIA Noanua (3M) Ha
pefi-cTpaHMuaX. MogaepkiEasTcA BoNBIWMHCTEOM M3BECTHRIX BpaysepaE.
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9 OCHOBHBIE TEPMVHBI M TIOHSITUSI

@DenepartbHBIN 3aK0H Poccuiickonn @enepanym ot 6 ampensa 2011 r. N 63-D3 "OO6 anek-
TPOHHOV HOANNCH" peryIMpyeT OTHOIIeHMs B 00J1acTy MCIIOIB30BaHMs IeKTPOHHBIX TOIIN-
CceVl TIPV COBEPIIIeHNN IPaKIaHCKO-IIPaBOBBIX C/IeJI0K, OKa3aHWIM rOCyAapCTBEHHBIX 11 MyHUIIV-
HaJIbHBIX YCOIYT, MCIIOJIHEHUM TOCYAapCTBEHHBIX Y MyHUIIUIAIBHBIX (PYHKIINT, IIPY COBepIIe-
HUV VHBIX IOPVANYECKN 3HAUMMBIX [JeVICTBUL

I nenen Hacrosiiero MeepaaTbHOIO 3aKOHA MCIIOIB3YIOTCS CIJIeAyIOlIVie OCHOBHBIE I10-
HATUS

1) anexTpoHHAsA MOANINCH - MHMOPMALVIS B JIEKTPOHHON (popMe, KOTOpast IIpVCOoeaHeHa
K JIpyrou nHdopMaun B 3JIeKTPOHHOV dopMe (IOAMNMCchIBaeMor MHMOpMaIi) Wi MHBIM
o0Opa3oM cBsg3aHa € TakoV MHQOpMaIMerl M KOTopas MCIOIb3yeTcs I olpefesieHns JIniia,
HOMMVICHIBAOIIIEr0 MH(OPMAIINIO;

2) cepTrdMKaT K/I04a IIPOBepKM 3/IeKTPOHHOV MOIIIVCH - 3JIEKTPOHHBIN JJOKYMEHT VIV
IOKYMEHT Ha OyMa’KHOM HOCUTeJIe, BbIITaHHBIE YOCTOBEPSIOIIVIM IIeHTPOM JIM0O0 JOBepeHHBIM
JINLIOM YIOCTOBEPSIOIIero IeHTpa U MOATBep Karoline IIpUHaIeXXHOCTh KIo4a IPOBepKU
3JIeKTPOHHOV TIOIVCY BJIafiesIblly cepTudmKaTa Kilfoua IIPOBePKU 3JIEKTPOHHOVI HOAIINCT;

3) KBaIMpUUMPOBaHHBIN cepTUdMKAT K/I0Ya IIPOBEepKM 3IeKTPOHHOVM MOOIMUCH (I1a-
Jlee - KBJIMUIMPOBaHHBIV cepTUdWMKaT) - cepTUdUKaT KIIfoua IIPOBepKU JIEKTPOHHON MHO/-
IIVICY, BBIJAHHBIVI aKKPEeIWTOBAHHBIM YAOCTOBEPSIONIVM IIEHTPOM WIV JIOBEPEHHBIM JIVIIOM
aKKpeIMTOBAaHHOIO YAOCTOBEPSIOIIEro IeHTpa JInbo deaepaibHBIM OPraHOM VCIIOJTHUTEIb-
HOW BJIACTM, YIIOJIHOMOYEHHBIM B cdepe MCIIOIB30BaHMs JIEKTPOHHON IIOANVCU (Hajlee -
YIIOJTHOMOYEeHHBIVI deflepaIbHbIVI OpraH);

4) Bragerier; cepTudmKaTa KIr04a MpoBepKM 31eKTPOHHON MOIIACH - JINIIO, KOTOPOMY
B YCTaHOBJIEHHOM HacTtosimyM PemepasbHBIM 3aKOHOM IIOpsifIKe BbIIAaH cepTMdUKAT KI0Ya
IIPOBEPKM 3JIEKTPOHHOV IIOIIVCH;

5) KJTII0Y 3JIeKTPOHHOV MOOIVCY - YHUKaJIbHAS II0C/IeI0BaTeIbHOCTh CYIMBOJIOB, IIpeIHa-
3HaYeHHas I CO3aHMs 3JIeKTPOHHOV ITOIIVICH;

6) KJII0Y IpOBepKM 3JIEKTPOHHOV MOIIMCH - YHUKAJIbHAS I10CIIe0BATeIbHOCTh CUIMBO-
JIOB, OJTHO3HAYHO CBSI3aHHAS C KJIFOUYOM JIEKTPOHHOVI IIOINCY W IIpeJHa3sHaYeHHas IS IIpo-
BepPKM IOIJIMHHOCTY 3JIeKTPOHHOV ITOIIVICH (fajlee - IIpoBepKa JIeKTPOHHOV TIOIINCI);

7) YIOCTOBepAIOMINMIA IIEHTP - IOpUIMUecKoe JINIIO VIV UHAVBUAY JIbHBIV ITpeIITpyuHIMa-
TeJIb, OCYIIECTBIISIONIVe (PYHKIIMM IO CO3AaHMIO U Bbljade CepTM(MKATOB KITIOUerl IIPOBePKU
3JIEKTPOHHBIX ITOJIIIVICEV], a TAKXKe VHble PYyHKIINN, IIpeTyCMOTpeHHbIe HacTosmM Deteparis-
HBIM 3aKOHOM;

8) aKKpeamMTalMs YOOCTOBEpPSIOIero IleHTpa - IIpU3HaHMe YIIOJIHOMOYeHHBIM dele-
PaIBHBIM OPTaHOM COOTBETCTBVS YIIOCTOBEPSIOIIETo IIeHTpa TpeboBaHMsAM Hacrogiero Pere-
PaJIbHOTO 3aKOHA;

9) cpencTBa 371IEKTPOHHOM MIOAIMCH - I poBajibHbIe (KpUIITOorpadpudeckne) cpecTsa,
VICIIOJIb3yeMble Il peaIn3aluy XOTsl Obl OHOV M3 CiIefyIomyx YHKIINU - co3aHue 3JIeK-
TPOHHOV IIOOIIVICYL, ITPOBEPKaA JIEKTPOHHOV IIOHIINCY, CO3aHMe KiIfovua JIEKTPOHHOV IIOAIIVICU
Y KJTI04a ITPOBePKI 371eKTPOHHOV HOMTINCHY;

10) cpencTBa ymocTOBepsIIOLIero IeHTpa - IporpaMMHble U (WIM) alrapaTHbIe CPeCTBa,
VICIIOJIb3yeMble [T pean3aliiy PYHKIIN yIIOCTOBEPSIOIIero eHTpa;
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11) Y4aCcTHUKHN IJIEKTPOHHOI'O B3aMMOOEVICTBUS - OCYILIECTBJIAIOIIIVIE obOmeH VIHCbOpMa-

nyen B 3JIeKTPOHHON popMe TrocyapcTBeHHbIe OpraHbl, OpraHbl MECTHOI'O CaMOYIIpaBiIeHVis,

OopraHmsaliny, a Takxe rpaxgaHe,

12) xopnopaTuBHasa MH(pOpPMaIIMOHHAsA cHcTeMa - MHPOPMaIMOHHAas CUcTeMa, YJacTH-

KW 3JIEKTPOHHOI'O B3aMMOJIEVICTBVS B KOTOpOT;I COCTaBJIAIOT OHpeJZ[eJIeHHBIVI Kpyr Jinii,

13) mHpopMamoHHas cyucTeMa 00IIero mosp30BaHMA - MHQOpPMalVOHHAad CUCTEMa,

Y4aCTHUMKM 3JIEKTPOHHOI'O B3aMMOJIEeVICTBUS B KOTOpOVI COCTaBJIAIOT HeOHpe}IeJ’[eHHBIVI Kpyr

JIVIT I B MICIIOJIB3OBaHUM KOTOPOVI STVIM JIIIaM He MOXXeT OBITh OTKA3aHO.

10 TIEPEYEHB COKPAIIEHUM

CRL CRL Distribution Point

CRL Distribution Point | Certificate Revocation List (Crvicok oT3pIBa cepTmdmKaTos)

LDAP Lightweight Directory Access Protocol (YmpoieHHBITI ITPOTOKOII
JOCTYyTIa K CIIPAaBOYHMKY)

Microsoft CA Microsoft Certification Authority (Ymocrosepstrorni eHTp oT
KoMrmta"v Microsoft)

ocspP Online Certificate Status Protocol (ITpoTokos1 akTyaIbHBIX CTaTyCOB
cepTUdUKaToB)

OID Vnentudnkarop oovekra (ACH.1)

PKC Ceprudwmxar orkpeiToro kmova (Public Key Certificate)

PKI Public Key Infrastructure (Anasior M1OK)

TSA Time Stamping Authority (Cityx06a mrraMIioB BpeMeHM)

TSP Hosepennas Ciyx0a (Trusted Service Provider)

MOK Muadpacrpykrypa OtxporTsix Kittouen (PKI)

OoC OnepanmonHas cucrema

I10 [TporpammHOe oOecrieueHMe

CK311 CpenctBo KpumTorpadpdeckom 3aimuTsl MHpopMalmm

CcOocC Crmcok ot3biBa ceptndmkaTos (Certificate Revocation List)

211 Ynocrosepsromuii 11eHTp

LC entp Ceprudmxanymu (CA)

CAdES YcosepmiercrsoBanHas D11

CAdES X Long YcoBepmencrsopannass DIl ¢ pacmpeHHBIMM JTOKa3aTe/IbCTBAMU
HOIVMHHOCTN

PKC Ceprudmxar orkpsiToro kimoua (Public Key Certificate)

oIl DJleKTpOoHHas IoANuch (paHee vcronb3oBasicss TepMmuH DL, ar1ek-

TpOHHas 11 pPpoBasi IOINCH)
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11 YACTO SAIJABAEMBIE BOITPOCBI
B ri1aBe UacTo 3agaBaeMble BOIIPOCKI BbI HavizleTe MHAOPMALIMIO I10 CJIEIYIOIIIM TeMaM:
e TectupoBaume u mpmuobpererve nporpaMmbl «KpurroAPM»

e lcoonwp3oBaHme rmporpaMMbl «KpumatoAPM»

e Bosaukaroimme onmmbku B nporpamme «KpunroAPM»

11.1 TECTUPOBAHWME U IPMOBPETEHUE ITPOTPAMMBI « KPUTITOAPM»

Mpe1 n3ydanmu Bo3mMoxkHocTH nporpammbl «KpuntoAPM» Bepcun «Cranmapt Iliroc» B
TeueHMe 30-THEBHOIO 03HAKOMMUTE/IbHOIO ITepuoaa. Uro Tpebyercs, 4To nepenT Ha pabo-
Ty B IIOCTOSIHHOM pe>Knme?

JlajbHerIve AeVICTBYIS 3aBUCAT OT BEIOpaHHOVI BaMU BePCUIA

Bepcua «CrapT» He TpebyeT HOKYIIKM JIULIEH3U.

Bepcun «Crangapt» 1 «Cra"gapr IDiroc» TpebyroT Hasmmums JIUieH3nit (0eccpoaHov v
roI0BOVI 110 BBIOOPY). ITocTosiHHAs MIleH3Ms BbIIaeTcs pa3paboTUMKOM/IIOCTaBIIMKOM IIpO-
rpammsbl «KpurrroAPM» mocsie orutaTel CTOMMOCTY JIMLIEH3VL.

ITpu nonydeHMN JIMIIEH3MOHHOIO KJIIOYa BBeAWTe pervcTpalioHHble JaHHbIe «Kpwuirro-
APM»> «ITomomp»> «O mmporpamme» > «YCTaHOBUTD JILICH3WIO».

Ycranosunn «Kpunrollpo CSP» u «KpunroAPM», ncnosib30Basii BpeMeHHbIe JINIeH-
3uoHHbIe K1oun. HegasHo mpmoOpesn nneHsnio: TpedyeTcs i nepeycraHasausars [10
11 paboThI?

IToBTOpHAas ycTaHOBKa IlporpaMmM He TpeOyeTcs. BaMm criemyeT 3apermcrpuposaTh 00a KITro-
ya.

s 1O «KpumrolTpo CSP»: ITanens Yrpasienus - «Kpumrollpo CSP» - Obiee - Bon
JIALICH3VL.

s 1O «KpunrroAPM»: «ITomorttie»> «O nporpaMmMe» > «YCTaHOBUTD JIUIIEH3VIO».

MoryT 1 Ha OOHOM KOMIIBbIOTepe paboTaTh HeCKOJIBKO IOJIb30BaTeJsieVi, MICIIOJIb3Yys
onuy iuieH3nio «KpunroAPM»?

Yro0s! mcrionp3oBaTh «KpurrroAPM» Ha OTHOM KOMITBIOTEpe HeCKOJIBKIMM IT0JTh30BaTEeIISIM,
IOCTaTOYHO OIHOVI JIMITEH3UIA.

Mo>xHO 1M 000¥ITHICH OOHOV JIMIIeH3MeV, ecJIM OAWMH II0jIb30BaTeslb padoTaeT TO Ha
CTallMOHapHOM KOMIIbIOTepe, TO Ha HOyTOyKe?

B cjryuae paboThl 01HOTO ITOJIB30BaTesI Ha HECKOJIBKMX KOMITbIOTepax TpebyeTcs 1o of-
HOVI JIMIIeH3MV Ha KaX[ioe pabodee MecTo.

Tpebyetcst 1n gonosHUTEIHLHO NTOKynaTh «Kpunrollpo TSP Client» mm «Kpunrollpo
OCSP Client», nj1a Toro uro6s1 paboranu mogyan TSP n OCSP?

ITpn mpnobperennmt momystent TSP 1 OCSP nokymaTteito OyaeT IpeqoCTaBIAThCS JINIIeH-
31 KaK Ha 3TOT Moaysib, Tak 1 Ha «KpunrolIpo TSP Client». JlomoiHMUTeIBHOV OIUIATHI He
TpebyeTcs.
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11.2 VICOJIb3OBAHME ITPOTPAMMBI «KPUTITOAPM»

KakoB mopsi1ok IevicTBuiI IpY BBIXOJIe M3 CTPOSI CMapT-KapThl MJIM TOKEHa, coaep>Ka-
I1ero cepTrdUKaT DOAIIMCY MIIV IIN@POBaHMS M KIIIOUEBYIO Iapy COTPYIHMKOB?

Taxme KIrOYeBble HOCKUTENNM, KaK ITPAaBVJIO, BOCCTAHOBJIEHWIO He ITOUIeXaT (HeT HMKaKO
rapaHTU, YTO IIPU IIOIIBITKE BOCCTAHOBJIEHVS He OymeT cOMT xoTs Obl ommH OuT mMHPOpMa-
uyn). Ecmm ny6iist (TouHee, KOHTeViHepa ¢ KJIIOUYaMy) He MMeeTCsl, eIMHCTBeHHOe pellleHue -
dopMMpoOBaTh HOBYIO KIIIOUEBYIO ITAPy ¥ [OJIy4aTh HOBBIVI CePTU(UIKAT.

B nocnenyroiem HeoOxoayMo (11 Bcerga peKoMeHyeTcs!) MMeTh pe3epBHYI0 KOO KIIO-
YeBOTO HOCUTeJIS, YTO TI03BOJISeT fel1aTh mporpamma «KpuntoAPM», cosmaBast pesepBHYIO KO-
VIO KOHTEeVHePa, I XPaHUTb KOIIMIO B Ha/IeXKHOM MecTe.

ITouemy pasmep 3armmdpoBaHHOro daryia yBeImamBaeTcs IIOYTH B Ba pa3a?

Pasmep sammdposarHoro daria 3aBUCUT OT TOrO, KaKOW BapMaHT M@ POBaHMs BbI BbI-
Oupaere.

Ecri BeIOMpaeTe mmdposaHme B p7s, TO BEIXOAHOM dpaiu1 OyzeT B der-konmpoBKe.

Ecym BeIOMpaeTe BapuaHT pem, TO OH OyzeT B KogupoBke Base64, 4To, ectecTBEHHO, IIpM-
BOJIUT K YBeJIMUeHUIO pasMepa Ha 33 %.

Ecrmi >xe BBI TIofIIVICEIBaeTe 1 MM pyeTe OIHOBPEMEHHO 1 B O0OVMX CITydasx VICIIOJIb3yeTe
Base64 xogmpoBKy, TO BBIXOIHOV (paru1 OyaeT Oosblile aHasiornmyHoro ouHapHoro s 1,33 * 1,33
=1,77 pasza.

Uem oTIM4aeTcs MCII0Ib30BaHMe CaMOIIOANICAHHBIX CepTU(HUKATOB OT cepTHUPUKATOB,
BBIJaHHBIX O(PMIIMAIBHBIM YIO0CTOBEPSIOIINM HEeHTPOM?

CeptudmxkaT - 3TO 37IeKTPOHHBIV WM ITeYaTHBIV JIOKyMeHT, yJIOCTOBEepSIOIINI COOTBeT-
CTBMe MeX]ly Hapom I POBbIX KJII0Yen 1 VX BlajelblieM. B KopnopaTuBHBIX M MHBIX CHCTe-
Max TaKue cepTU@VKaThl BbIIAIOTCS CIlelaIbHBIM OpraHOM — YJI0CTOBepSIOIIM 1IeHTpoM. B
3TOM CjIydae IIoJIy4aTellb ITOJIIMCAaHHOIO BaMM 3JIeKTPOHHOIO JOKYMeHTa MOXXeT IIpOBepUThb
HOJJIMHHOCTD ¥ KOPPEKTHOCTD JIaHHBIX OTIIpaBuTesId, oOpaTuBIINCh K 3ToMy Y11, moBepeHHO
CTOpOHe.

CamornofmvicaHHBIVI cepTudUKaT GopMUpPYyeTcs caMVM I0JIb30BaTesIeM 3a C4eT BO3MOXKHO-
CcTevl, 3a710)KeHHBIX B mporpamMMmy “KpuntoAPM”, T.e. caM yIocToBepsieT COOTBETCTBIE CBOVIX
Kouent 1 ceOsl, Kak mx Bilafenblia. Vicriosb3oBaHue Takmx cepTuduKaTOB BO3MOXKHO ITpY JINY-
HOVI IlepelvicKe WIN B TeX opraHmu3alysx, Iie Takasd BO3MOXKHOCTD CIleliaJIbHO OTOBOpeHa pe-
IJIaMEeHTOM VICIIOJIb30BaHVs 3JIeKTPOHHOVI ITOJIIVICHL.

[t vicmortb30BaHMs cepTMdMKaTa BHe OpraHM3alvy 4jIg obecriedeHnst OpUANIecKN 3Ha-
YMIMOTO JIOKyMeHTOO0OpOoTa HeoOXOMIMO MCIIOIb30BaTh CepTUMMKAThI, BblIaHHBIE CTOPOHHET
opraHmsaryen, YmocropepsiommM meHTpoM. Ecim TpeOyercst mcmosnp3oBaTh KBaInuUIIMpPO-
BaHHBIVI cepTUdUKaT, TO HeOOXOAMMO 00paTUTECA K OHOMY U3 aKKpeIUTOBaHHBIX YIOCTOBe-
psromyx nenTpos. Ha moprane YnonnomodenHoro defepajibHOro opraHa B o01acTut 3j1eK-
TPOHHOV HoAc MUHKOMCBS3M pa3MeliaeTcs aKTyaIbHbBIVI CIIVICOK aKKpeauToBaHHbIX Y1I.

11.3 OI1IMBKY, BO3SMOXXHBIE IIPM PABOTE C IIPOTPAMMO « KPUIITOAPM»

Ilociie BBoma munensun B «KpunroAPM» craryc nuneHsun: «JInmeH3mss HemencTBU-
TeJIbHa».
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Bepcus ycraHoBieHHOro Bamm AucTpuOyTmBa mporpaMmbl “KpuntoAPM” He cootsert-
CTBYeT BepCWM JIMIIEH3WM, KOTOPYIO BB yCTaHaBJIMBaeTe. YCTaHOBUTe AVICTPUOYTUB, COOTBET-
CTBYIOLIVI JINIIEH3WV, VI JINIIEH3VIOHHBIVI KJTFOY TIO/IOVI/IET.

ITpu mombITKe 3ammdpoBaTh JOKyMEHTbI Ha KOHEYHOVI CTaaAuM OmmMOKa «YKa3aH He-
mpaBWIbHBIV THII NnocTaBiyka (CSP). (0x80090014)».

1. ITposeprre Hamuume smileHsun Ha nporpammy «KpunroAPM Cranpapr» n CK3U
«KpumrolIpo CSP».

2. O6HoBUTe Bepcuto mporpammbl «KpunroAPM» go nocstegHeri ¢ canra trusted.ru

ITpu cozpanum u M poBaHMUM MOANVICY BO3HMKaeT BHYTpeHH:is omnoka 0x80090020.

BosMoxHO, BEI co31aiiv KIIIOUEeBYIO Iapy IIpy IIOMOIIM KpuITorposaraepa Microsoft Base
DSS and Diffie-Hellman CryptographicProvider v npyroro RSA-mHoro kpurronposariiepa,
a ceprudukat Obu1 BemyieH B Y1, ncnomnesytomiem 'OCT-anropmurMsl.

«KprmnToAPM» Takyio cuTyanuio oTpabaTeiBaeT HEKOPPEKTHO, /1a U C OpraHM3alIOHHOM
TOYKM 3peHMsI HeKOPPEKTHO CMeIBaTh aJIfOPUTMBI OTKPBITBIX KJIIOUer B IIyTH cepTudmKa-
L.

J1st vicipaBiieHMsI OIIMOKY HeOOXOIMMO IIOJIyYnTh HOBBIV cepTuduKaT B ToM ke Y1, HO
npu nomoiy 'OCT-oBoro kpunromposariziepa, HallpuMep:

- Crypto-Pro Cryptographic Service Provider

- Crypto-Pro GOST R 34.10-2001 Cryptographic Service Provider

- Crypto-Pro GOST R 34.10-94 Cryptographic Service Provider.

IMIpu noammcaHMM TOKYMeHTa WIM IpOBepKe IOAINMCK BO3HMKaeT ommbka: “Craryc
cepTudmKarTa: HeJeVICTBUTEJIEH, OIIMOKa IOCTPOeHMsI Iy TH cepTudmKanmm.”

Coobrmenne “ommbka MOCTpoeHMs IIyTU cepTudUKanmm” TOBOPUT O TOM, YTO BaM HeoO-
XOIIVIMO YCTaHOBUTH Ha pabodyeM MecTe KOPHEBOVI CepTHdMKaT yIOoCTOBepstolIero eHTpa. Ec-
JIVLy Bac ero HeT, CKadanTe ¢ 0(pUIIMaIbHOTO caliTa YIOCTOBEPSIOIIETO IIeHTPa VIV IO CChUIKE B
coctaBe cepTrdmKaTa. 115 IpoCcMOTpa CChUIKV HEOOXOAMO:

1. B siruHOM XpaHmImIIe cepTdUKaToB OTKPBITh cepTudUKaT;

2. HaxxaTp Ha kHOIIKY “ITpocMmoTpets”;

3. Beioparts Bazky “Coctas”;

4. Beropars “Joctyn nadOpMarym o 1eHTpe cepTrudmKarmm’;

5. I'lo cchUIKe cKadaTh KOPHEBOVI CepTU(MKAT YIOCTOBEPSIOIIEro IIeHTpa;

6. ITpyHYyAUTETBHO yCTaHOBUTH cepTUdMKAT B HanKy: “JloBepeHHBIe KOPHEBBIE IIEHTPHI
cepTrdpmKarym”.

«KpnunToAPM» coobmiaet, uro "IIponsomnuia ommbKa npy MoIydeHUN Moc/IeJHel Bep-
e COC u3 YIT".

J1J1s1 vicTI0I1b30BaHsL BO3SMOXKHOCTY ITOJIyUYeHMs CIIVICKa OTO3BaHHBIX cepTrdmKaTos n3 YL
HeoOX0oAIMO cOOIIIoieHIe CIIeMYIOIIVIX YCIIOBUIL:

1. B mposepsiemoM cepTudmMKaTe I0JDKHO MPUCYTCTBOBaTh pacumipeHne “Toukm pacrpo-
crpa"enus crvickoB oT3biBa/ CRL Distribution Point (CDP)”, B KoTOpoM I0OJDKeH OBITH yKa3aH
npaswibHbI URL (appec) COC.

2. Tlo omnroM (OonTMMaIBHO, eCyIM IIO IIepBom) M3 Touek pacrpocrpaHenuss COC (m3 m.1)
MoxHO ckauaTe COC Opaysepom Internet Explorer, He BBOIS mpu 3TOM HMKAKOV JOIIOIHMU-
TeJIbHOV MHMOpMaluM (MMeHM I10JIb30BaTesIs, ITaposis, IIepexofa IO CChUIKaM).

159


http://www.trusted.ru/support/downloads/?product=133
http://www.trusted.ru/support/faq/#_
http://www.trusted.ru/support/faq/#_
http://www.trusted.ru/support/faq/#_
http://www.trusted.ru/support/faq/#_

OO0 «ndposrle TEXHOIOT MM PyxoBopcTso 110 padote ¢ «KpunroAPM» 5.3, ©2015

3. B HacTpovikax Internet Explorer He moypkHa ObITh BKIIIOUEHA aBTOMaTHYeCKast HACTPOVIKa
npokcu-cepsepa. i mmposepkm aroro samyctute “Internet Explorer” -> menro “Cepsuc” ->
nyHKT “CBoricTBa obo3peBaTests” -> 3akianka “Ilogxmoyenns” -> kHomnka “Hacrporika cetn” -
> MOJDKHBI OBITH cOpoIreHbl pyIakkM “ABTOMaTH4UecKoe orpenereHne napamerpos” u “Vic-
I10JIb30BaTh CKPUIIT aBTOMAaTNYeCKOV HaCTPOVIKM .

12 TEXHUYECKAS ITOOOEPXKKA

1. TlocMmoTpuTe BUeO-MHCTPYKIMM Ha KaHasle KomraHnvy «[{udposele TexHomornm» B
Youtube.

2. Vsyuure pasgen “YacTo 3aj1aBaeMble BOIIPOChL” B 3TOM PyKOBOJICTBe WIV Ha HaIlleM caiiTe.
Bo3MorxHO, BaIll BOIIpoc paHee y>ke BO3HVKaJI 1 Ha HETO eCTh TOTOBOE pelTieHvie VIV COBeT.

3. Ecym BBI He HaviyIeTe Hy>KHBIX OTBETOB, 3aflaliTe CBOVI BOIIPOC B TEXHWYECKYIO ITOIIEPXKKY,
IS 4ero BOCIOJIb3yiiTech popmont «Borpoc ciryxbe moiepxky» Ha HallleM caviTe.

ITpo BO3HMKHOBeHMM KaKow-Inbo ommokm B mporpamme «KpuntoAPM», HeoOxommmo
HOJTyYnTh JIoT. JIor ImoMoraeT ci1yX0e TexHIUeCKOV IofiepKKe OIepaTBHO pellaTh BO3HVIK-
1Ive B Xxofe padoThl IIporpaMMBbl OIIMOKM. [1j1g TOro, 4TOOBI €ro MOJIy4YUTh BBIIIOJIHUTE CIIefly-
IOIIIME IeVICTBUA:

1. OrkporntTe 1aBHOE OKHO IporpaMMmbl 1 BbiOepuTe «Ilomomib», 3aTeM B IOSBUB-

mremcst KOHTeKCTHOM MeHIO «IlosryanTs 1or KpunroAPMa»;

€ KpuntoAPM

®aitn  lNpoduan  HacTpoiikn m

D, KpaTtkoe pykoBOACTBO NONB30BATENS £
Moanucate [Mpoeepute 3 LWng PyKOBOACTED NONb3OBATENA ImnopT
= g._j Ceptudukats! PykosoacTec nporpammucTa nbl I0Kank
-{Z) Mwynoe xparnnnwe cepri | Nuroe xp

{7 Ceptudukater gpyrux non Texruueckan nopaepxKa

- c )

u;j MpomexyTouHbIE LEHTPDI Monyunte nor KpuntoAPMa gnePT”q)W(
oM

----- h_J JoBepeHHbIE KOPHEBBIE L KynwuTs KpuntoAPM D POMEXYT

JoeepeHHy

h_] Cnucok akkpeanTOBaHHbI
: YCTaHOBUTE AMLEHINIOD
=8 lj 3anpocm Ha cepTudukar
- 1 3aI'IpOCbI Ha nonyquwe C O nporpammMme

----- h_J 3anpocbl Ha aHHYWpoBaHWE (OT3EIE) CEPTIPIKaTa [

2. Bsibepwurte manky, Kyga OyaeT CKOOVPOBaH JIOT OIIVOK;

3. Ilpwm ycremrHoM 3aBepllleHMM oIlepalliyl, B BBIOpaHHOV BaMM IIarike, JIOJDKeH II0-
saBuTbcs apxus CryptoARMLog.zip ¢ stioramu nporpammsl «KpumroAPM»;

4. HampaBsbTe JIOTr B TeXHUYECKYIO ITOIIEPXKKY.

ITonyunTh TeXHUYECKYIO HOAIePXKKY BBl MOXeTe 110 VIHTepHeTy uepes mporpamMmy «Kpuri-
TOAPM>». 17151 3TOTO B I7ITaBHOM OKHe IIPOrpaMMEbI B BepXHeM MeHIO BbiOepuTe ITyHKT ITomork -
>0 mporpamme. Otkpoetcs okHO O mporpamMme, B KOTOpOM HakmuTe Ha KHOIIKY ITogmeprkka.
3arpysutcsa cTpaHuIia ¢ pOpMOV, 3all0JIHMB KOTOPYIO, BBl MOXeTe OTIIpaBUThL CBOV BOIIPOC B
CITy>KOY TexHIYeCKOVI TIOfJIePKKIA.
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13 Kynmurth IPOTPAMMY

Kymurs nporpammy «KpuntoAPM» Bbl MOXeTe:

1. Hemnocpencreenno B kommauum "Lindposeie TexHomornm". 11 3T0r0 oTIpaBbTe IVICBMO C

3alIpOCOM Ha IIOKYIIKY JIMLIEH3WI 110 aIpecy sales@trusted.ru v cleyianTe 3akKa3 Ha ngr/[—

IIMaJIbHOM camTe KoMmaHnmm. Ha aZipec I1oCTaBIIVMKa ITPOAYyKTa BBINUINTE CJIEAYIOIINe JaH-

HbIe:

ITosHOE HasBaHMe MPOAYKTa (C YKa3aHMeM HeoOXOIMMbIX MOITyJIev)

HeobxommMoe KommyecTBo JINIIeH3U
VIMst KOHTAKTHOTO JIMIIa
HasBaxme koMIIaHmum

KouTakTHBI e-mail

2. 'V odummaneHbIx mapTtHepos KommaHmm 'Llndpossle Texnonormm" (VT-paspaborunkm,

yIOCTOBEpSIOIIVe LIeHTPBl, CICTeMHble MHTerpaTophl, MHTepHeT-MarasuHsl). IToaem com-

COK pervMoHa/IbHbIX KOMHaHVIVI-HapTHepOB " VIX KOHTaKTHYIO T/IH(bOpMaI_IT/IIO Bbl HaVijieTe Ha

cante B pasgesie "[lapTHeps!”.

B Teuenme 3 pabounx gHeV Iocjie OIUIATHI JIMIIEH3UN II0 IeKTPOHHOV IIoYTe BaM OyrieT

BbICJIaH JIMIIEH3MOHHBIN KJIIOY.
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14 O KOMIAHUU-PA3PABOTUMKE
Kommanms "Lindposele TexHOIOIMI" — POCCUTICKUI pa3padoT-
YYK ¥ TIOCTABIIVK IIPOTPAaMMHOTO obecIiedeHNs B 00IaCTM 3aIIUThI l.l,ml)pOBble
vH@OpMaIM, TeJleKOMMyHMKalum 1 VIHTepHeT-cepBrcoB. OCHOB-
HBIM HalIpaBjIeHreM paboThl KOMIIAHWMM SIBJISIeTCS KpUITorpadrde-
CKas 3aImmTa MHPOPpMaIIL:
e paspaboTka KpoccrutaTOpMeHHBIX pelleHni B ob1acT 3a-

IIIUTHI JaHHBIX,

=
=
[
(=)
<
(=)
=
«b)
=

e BCTpaMBaHME POCCUMCKUX CePTUPUILIMPOBAHHBIX KPUIITO-

rpadmueckx aJIrOPUTMOB B ITIPUKJIA/THBIE Y OV3HEC-TIPVITOKEHNS,
e CO3[IaHVE CUICTEM aBTOPM3ALINNL M ay TeHTU (UKL TTOJIb30BaTeIer],
e KOHCAJITMHI B 00JIaCTV MICIIOIIB30BAHMS CPEJICTB KPUIITOrpadmyecKon 3ammmThl MHPOp-
Mamyum (CK3M) B rocymapcTBeHHOM M KomMmepdecKowt cpere. Ocoboe BHUMaHMe yresisgeTcs
BHE/IPEHMIO 1 IIPVIMEHEHMIO OTeYeCTBEHHBIX CTAaHIAPTOB 3aIIUThI B POCCUVICKOV ITPAKTHIKE.

Kommanma "Lndposele Ttexnonornn" mmeer auneHsun PCh

(PAIICH) Ha OpoeKTMpOBaHMeE, ITPOM3BOICTBO, pacHpoCTpaHeHVe W
oOciTykmBaHMe CepTUMUIMPOBAHHBIX MMQPOBATBHBIX CPENCTB WH-
dopMaIIMOHHBIX CHCTEM, CHCTeM ¥ KOMIUIEKCOB TeJIeKOMMYHMKAaIINY, He
CBSI3aHHBIX C 00pabOTKOV CBeIEeHNII, COCTABJIAIOIVIX TOCYAapCTBEHHYIO
TaviHy.

OdunmanbHPIMM ITapTHEpaAMM KOMIIAHUV SIBJISIIOTCS  BeIyIIyie
poccurickme UT-kommanmm - "KPUITTO-TTPO", Aladdin, "Axtms" n

apyrue.

Kommanmsa "Lndposeie TexHonormm"
424033, Poccusi, Pecrry6imka Mapum i, r. Momkap-Orra, yir. Tletposa, 1.1, a/s1 67

Ob6m1me Borrpocs! info@trusted.ru

Bompocs! mproOpeTenHyis mipoyKTa sales@trusted.ru

Texumueckas noagepKKa support@trusted.ru

ITonpobGHee 0 IIpOorpaMMHBIX IIPOIIyKTax ¥ pPelIeHsIX KOMIIaH Www.trusted.ru
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